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Login Profiles

Login Profiles
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Login Profiles
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Login Profiles @

To configure a login profile, click a link in the “Login ID” column or click “Add User.”

|Slot No.| Login ID Access  |Password Expires

w R E R =

Global Login Settings @

These settings apply to all login profiles.

User authentication mathod Local only »
Lockout period after 5§ login failures 2 |»| minutes
Wab inactivity session timeout User picks timaout |

w
ifi

ystem X

View Configuration Summary

d param-

\e)

IMM

USERID PASSWORD 0

IMM

Add User
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Login Profile 1 @
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Password

Confirm password
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' Read-Onky

O Custom
User Account Managemant

ole Access

Remota C

ole and Remote Disk Access

r Event Logs
tian - Basic

Login ID

IMM
Password

IMM

Confirm password
Authority Level

Supervisor

Read Only

Custom
Custom

* User Account Management:
Profiles

« Remote Console Access:

Login ID

« Remote Console and Virtual Media Access:

- Remote Server Power/Restart Access:

Power/Restart

« Ability to Clear Event Logs:

« Adapter Configuration - Basic:

* Adapter Configuration - Networking & Security:
Security Network Protocols Network Interface Port Assignments

Port

System Settings
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» Adapter Configuration - Advanced: IMM
IMM
PXE IMM
IMM IMM
IMM
IPMI IPMI
. MM Supervisor IPMI
Administrator
. IMM Read Only IPMI
User
. IMM
IPMI Administrator

— User Account Management Access
— Remote Console Access

— Remote Console and Remote Disk Access

— Adapter Configuration - Networking & Security

— Adapter Configuration - Advanced

. MM
Restart Access Ability to Clear Event Logs
Operator
. MM
Sic) IPMI User
files

Configure SNMPv3 User

SNMPv3

Remote Server Power/
IPMI

Adapter Configuration (Ba-

Clear Login Pro-

IMM

Configure SNMPv3 User

[¥] Configure SNMPY3 User

SNMPv3 User Profile @
Authentication Protocal HMACMDS »
Privacy Pratocol CBC-DES |»|
Privacy Password
Confem Privacy Password
Access Type Gel w

HostnameP address for traps

[LCancet ] [ S |

SNMPv3

Authentication Protocol
HMAC-MD5 HMAC-SHA
SNMPv3 Linux

None
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Privacy Protocol
SNMP
DES AES

Privacy Password

Confirm Privacy Password

Access Type
Get Set
SNMPv3

Hostname/IP address for traps

SNMP

Save

HMAC-MD5 HMAC-SHA

Get
Set SNMPv3

Ip

IMM

| IMM Web |

Login Profiles Login Profiles

Clear Login Profile

Login Profile
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4.

Global Login Settings @

These settings apply to all login profiles.

Usar authentication method Local anly »
Lockaut period after 5 login failures 2 |w| minutes
Wah inactivity session timeout User picks timeout [

Account security level:

@ Lagacy security setiings ‘

© High sscurity settings 5 .
nabled {last § passwords kept in history

User login passward required

© Custom security settings Hurnber of previous passwords that cannat be usad
Maximum Password Ags

User authentication method

* Local only: IMM
[ ]

« LDAP only: IMM LDAP

IMM

* Local first, then LDAP:
LDAP

* LDAP first, then Local: LDAP
a. IPMI
b. User authentication method

1PMI
Lockout period after 5 login failures
IMM

Web inactivity session timeout

Account security level
rity settings High security settings

LDAP

IPMI LDAP
LDAP only

IMM Web
No timeout

User picks timeout

Legacy secu-

Custom security settings

User login password required

Number of previous passwords that cannot be used

0
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Maximum Password Age

365 0

9. Save

Alerts

Monitored Alerts

SNMP Agent SNMP Traps Enabled

SNMP [ 38 SNMP

12

IMM |

11

| IMM Web [

2. Alerts Remote Alert Recipients

Integrated Management Module

figur: n
== @
Remote Alert Recipients
To create an email alert recipient, click on Add Recipient of Lo edit, click on 3 recipient's name
Hame Status
No Diata Available
Acd Recipient |  |_Genrata Test Alart

Global Remote Alert Settings e

These settings apply to all remots alert recipients

Remote alert retry limit 5w times
Delay between entries 0.0[x] minutes
Delay between retries 05[] minutes

SNMP Alerts Setfings @

Select the aleris that will be sent to SNMP.

(ritie il dlarie

Add Recipient



Remote Alert Recipient @

Status Enabled ¥
Name

E-mail adaress (usend@nostname)

1 Include event fog with &-mail alerts
Monitored Alens @

Select the alerts that wil be sent to remote alert recipients

O crtical Alens
[1 Warming Alsnts

[ System Alets

]

Alerts

MM

Global Remote Alert Settings

Status Enabled
Name
E-mail address
Monitored Alerts

Save

IMM
2, IMM Web |
Alerts
Global Remote Alert Settings ©

These settings apply 1a all rernate alen recspients

Remota abart retry limit
Delay belween arines

Delay batwean redries

5| times
00 » minules

05 % minules
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Remote alert retry limit
Remote alert retry limit IMM
IMM IMM

SNMP

Delay between entries
Delay between entries IMM

Delay between retries

Delay between retries IMM
3. Save
SNMP
SNMP SNMP MM SNMP
Critical Warning System SNMP
SNMP

1. IMM MIB) SNMP MIB

MM
2. IMM SNMPv1 SNMPv3

SNMP

L. IMM

[ 2 IMM Web |
2. Alerts SNMP Alerts Settings
3.
4. Save
IMM
System x 1 (COM1) IPMI Serial over LAN (SOL) IPMI

COM1
2 (COM2) SOL System x COM2
Telnet SSH COM2 IPMI
COM2 CoOM
8 1

9600 19200 38400 57600 115200 230400



IMM COM2

1. IMM
[ IMM Web |

2. Serial Port

Serial Port 2 (COM2) @

Baud rate 116200 |

Serial Redirect /| CLI Settings @

Port Z (COMZ)
CLI mode CLI with user defined keystroke sequences

User Defined Heystroke Sequences
Exit CLI key saquanca s[q

3. Baud rate
Baud rate

4. Serial Redirect/CLI Settings

COM

CLI mode

Microsoft Windows Server 2003 Emergency Management Services (EMS)

sequences
stroke sequences

CLI with EMS compatible keystroke

CLI with user defined key-

CLI with user defined keystroke sequences

Telnet SSH
3. Save
serial-to-Telnet SSH
Serial-to-Telnet SSH IMM
Telnet SSH
1. IMM Telnet Telnet
2. console 1 COM
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telnet 192.168.70.125 (Press Enter.)
Connecting to 192.168.70.125...
username: USERID (Press Enter.)
password: #**xx%%x (Press Enter.)
system> console 1 (Press Enter.)

COM2 Telnet Telnet SSH
COM2
ESC Q
Esc q
Back to LegacyCLI console....
IMM
1. IMM [ 11 2 )
| IMM Web [
2. Port Assignments

Integrated Management Module

View Configuration Summary

Port Assignments

Currently, the following ports are open on this IMM

23, B0, 443, 3900, 5988, 6012

Mote that you cannot configure & post to a number that is already in use.

HTTP 80
HTTPS 443
Telnet Legacy CLI 23
SSH Legacy CLI 2
SHMP Agent 161
SNMP Traps 162
Remate Presence 3900

IBM Systems Director over HTTF 5583

1BM Systems Duwector over HTTPS 5589

You can change the pert number for the following senices/protocols. You have to restar the IMM for the new settings 1o take eflect

Log Off

Reset to Defaults || Save

HTTP IMM HTTP Server
1 - 65535
HTTP
hostname:8500/ IMM Web
http://
HTTPS
Web HTTPS (SSL)
1 - 65535
Telnet Legacy CLI
Legacy CLI Telnet

1 - 65535

80
Web
8500 http://
1P
443

23



SSH Legacy CLI
Legacy CLI

SNMP Agent

IMM SNMP

1 - 65535

SNMP Traps
SNMP
65535

Remote Presence

22

161

162 1 -

IMM
Ethernet IPv4 1Pv6

3900
BladeCenter (Concurrent Keyboard, Video,
and Mouse, cKVM) 2068
IBM Systems Director over HTTP
IBM Systems Director
5988
IBM Systems Director over HTTPS
IBM Systems Director SSL
5989
3.
427 SLP
7070 7077
4. Save
Network Interfaces IMM IMM

Network Interfaces
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Ethernet
Interface Enabled |¥
IPv6 Enabled
Hostname IMM-001AB4E604D5
Domain name
DDNS Status Enabled |&|

Domain Name Used | DHCP [»
Advanced Ethemet Setup
v IPv4

DHCP | Try DHCP server. If it fails, use static IP config. | v

** The P configuration for this interface is assigned by a DHCP senver. Follow the link
*** "IP Configuration Assigned by DHCP Server” to see the assigned configuration.

Static IP Configuration
IP address 192.168.70.125

Subnet mask 255.255.255.0
Gateway address 0.0.0.0

1P Ci Assigned by DHCP Server

v IPv6

Link local address: fe80--21a:64ff feeb-4d5

IPv6 static IP configuration Disabled v |
DHCPv6 Enabled |v|
Stateless Auto-configuration Enabled |+ |
View C.

ration Summary

Setup Utility MM

Network Interfaces
Network Interfaces

View Configu-

IBM System x

Setup Utility IMM |

Network Interfaces Ethernet

Interface

Enabled

IPv6 Enabled
IMM

IPv6 Enabled

IPv6

Hide all IPv6 con-

figuration fields when IPv6 is disabled Web

Network Interfaces

Hostname
IMM

IMM-

Domain name
DNS

DDNS Status

IPv6
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MAC

DNS (DDNS) DDNS IMM DNS



DNS

DNS DDNS IMM DNS DHCP
1P
Domain Name Used
DDNS DHCP
DNS DHCP Manual
Advanced Interface Setup
Advanced Interface Setup
Advanced Ethernet Setup o
Autonegotiation Yes :J
Data rate
Duplex
Maximum transmission unit 1500 bytes

Burned-in MAC address:

Locally administered MAC address |00:00:00:00:00:00

00:1A:64:E6:04:D5

Note: The burned-in MAC address takes precedence when the
locally administered MAC address is set to 00:00:00:00:00:00.
Advanced Ether-
net Setup

4. Advanced Ethernet Setup

Autonegotiate Data Rate Duplex
Autonegotiate
Yes Data Rate  Duplex
Auto Autonegotiate
No Data Rate
Duplex
Data Rate LAN
(Mb)
Auto
Duplex
Full
Half
Auto
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4. Advanced Ethernet Setup ()

Maximum transmission unit (MTU)

MTU 68 1500

MTU

Locally administered MAC address IMM

MAC
000000000000 FFFFFFFFFFFF

XX:XX:XX:XX:XX:XX X A
F
IMM
Burned-in MAC address MAC IMM
IPv4
Network Interfaces IPv4
DHCP (DHCP)
IMM TCP/IP DHCP
Enabled - Obtain IP config. from DHCP server TCP/IP
Disabled - Use static IP configuration
DHCP DHCP
Try DHCP server. If it fails, use static IP config
1P DHCP IP Configuration
Assigned by DHCP server
1. Enabled - Obtain IP config. from DHCP server
DHCP
2. DHCP 1P
3. Try DHCP server. If it fails, use static IP config. MM
Static IP Configuration
1P DHCP
DHCP DHCP 1P
* IP address IMM P
1P 1P
0 255

192.168.70.125



* Subnet mask IMM

0 255
0.255.0.0 0.0.0.0
255.255.255.255

255.255.255.0
+ Gateway address P

0 255

0.0.0.0

IP Configuration Assigned by DHCP Server
DHCP 1P IP Configura-
tion Assigned by DHCP Server

DHCP

IP Configuration Assigned by DHCP Server e

Host name IMM-001A64E604D5
IP address 9.44 146.191
Gateway address 9.44.146.129
Subnet mask 255 255255 128
Domain name raleigh.ibm.com

DNS Server IP Addresses

Primary 9.06.1
Secondary 9071
Tertiary N/A
IPv6
Network Interfaces IPv6
IPv6 IPv6 Static Configuration DHCPv6

Stateless Auto-configuration

Link local address
IMM IPv6

fe80::21a:64ff:fee6:4d5

IPv6 Static Configuration
IPv6 IPv6 Static Configu-
ration
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 IP address IMM  IPv6
1P IPv6
IPv6
0::0
* Address prefix length (1 - 128) IPv6
* Default route IPv6
IPv6 IPv6
0::0
DHCPv6
MM DHCPv6
Stateless Auto-configuration
IMM
View Automatic Configuration (link)
DHCP IPv6 IPv6
Automatic Configuration
Network Protocols
. (SNMP)
. (DNS)
. Telnet
. (SMTP)
. (LDAP)
. (SLP)
IMM
IMM
SNMP
SNMP MM
Ip SNMP
1. IMM (MIB) SNMP MIB
IMM
2. IMM SNMPv1 SNMPv3
SNMP
1. SNMP  IMM [ 11 2 )
| IMM Web |
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2. Network Protocols

Integrated Management Module System X

Simple Network Management Protocol (SNMP) °

SNMPv1 agent Disabled

Fv3 agent | Enabled |»
SHMP traps Disabled +

SHMPv1 Communities

Community Name Access Type Host Name or IP Address

Get |w»

Get |w

WO o N s W

SHMPv3 Users

3. SNMPv1 agent SNMPv3 agent Enabled

SNMPv3 SNMPv3
SNMPv3 SNMPv3 Login Pro-
files [ 22 |

Configure SNMPv3 User

4. SNMP traps Enabled SNMP
SNMP
. System Settings System Settings
[ 18
. System Settings
. 1P DNS

SNMPv1 agent SNMPv3 agent SNMP traps

Enabled SNMP
5. SNMP SNMP
* IP
SNMP
Save
SNMP
6. Community Name
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7. Access Type Trap
Get MIB Set
MIB
8. Host Name or IP Address 1P
9. Save
10. Restart IMM
DNS
(DNS) DNS
1P DNS DHCP
DNS DHCP
DNS DNS
DHCP
DNS
DNS
1. DNS  IMM [ 11 )
| IMM Web [
2. Network Protocols Domain Name Sys-
tem (DNS) Address assignments
Domain Name System (DNS) Address assignments o
DNS Disabled [v|
Preferred DNS Servers | IPv6 |v|
[Order | 1Pva [1Pve '
‘ Primary ‘ ‘
‘ Secondary [ ‘
‘ Tertiary [ ‘
3. DNS DNS Enabled DNS
DNS 1P
4. 1Pv4 IPv6 DNS Preferred DNS Servers
IPv4 IPv6
5. DNS Primary, Secondary, and Tertiary
DNS 1P 1Pv4 IPv6 DNS
1Pv4 IPv6
6. Save
7. Restart IMM
Telnet
Telnet



1. Telnet IMM

[ 11 2 |

| IMM Web |
2. Network Protocols Telnet Protocol
Telnet Telnet
Save
4. Restart IMM
SMTP
(SMTP) P
1. SMTP  IMM [ 11 2 )
[ IMM Web |
2. Network Protocols SMTP
3. SMTP Server Host Name or IP address SMTP
SMTP 1P
DNS
4. Save
5. Restart IMM
LDAP
(LDAP) IMM LDAP
LDAP IMM
LDAP IMM LDAP
LDAP
LDAP IMM
IMM IMM
LDAP
* Novell eDirectory V8.7.1
* Microsoft Windows Server 2003 Active Directory
LDAP LDAP
ibm.com
dc=ibm,dc=com
> > >

(userid=admin)
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- c
7]

Canada ][ admin ]
|
[

-

[ Software M Systems

[Technology] [ Software }

|
e )|

Systems ] [Technology}

lavergne

gibson

green

blasiak

Canada Software

dc=ibm.com

IMM_US_Advanced
IMM_US_Supervisor

—4 IMM_Read_Only
—4 IMM_Basic

IMM_Supervisor ——4 IMM_Advanced

Canada

[ Systems }[ Software }[Technology} [ Software }[ Systems }[Technology}

lavergne

gibson

green

blasiak

5.

IMM_CA_Software

cn=lavergne, o=Systems, c=us, dc=ibm.com

cn=IMM_Supervisor, dc=ibm.com
cn=IMM_US_Supervisor, dc=ibm.com

cn=blasiak, o=Systems, c=us, dc=ibm.com

cn=IMM_US_Advanced, dc=ibm.com
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Novell

()

cn=gibson, o=Systems, c=us, dc=ibm.com

cn=IMM_Basic, dc=ibm.com

cn=green, o=Systems, c=us, dc=ibm.com

cn=IMM_Read_Only, dc=ibm.com

cn=watters, o=Systems, c=ca, dc=ibm.com

cn=IMM_CA_Software, o=Software, c=ca,

dc=ibm.com

cn=lamothe, o=Systems, c=ca, dc=ibm.com

cn=IMM_CA_Software, o=Software, c=ca,

dc=ibm.com

eDirectory
Novell ConsoleOne [ 41
Novell eDirectory ConsoleOne
ovcicanssieone e
Fle Edt Vien Took Help B
N e R e AR 2 e
Tt Canzole View
= [N M ca & admin = DNS AG lavergne-lapto
= ca P us & junk % IP AG 192 168 70.155-
B Raptar-hDg 28 RsA_Advanced & RaptorNDE i 88L CerlificateDNS - R
e us 8 RSA_Basic €@ Raptor-NDS-PS i 851 CertificatelP - Rapt
88 R3A_Read_Only [HE LDAP Server- Raptor-N.. €2 SNMP Group - Raptor-
88 R3A_Supenisor LDAF Group - Raptor-N.
88 R3A_US_Advanced €@ Hittp Server - Raptor-N
S8 Rea_Us_Supenisor B9 84S Senice - Raptor-N
21 tems 4]
JUser: admin i com [Tree: RAPTOR
o=Systems, c=us, dc=ibm.com
(S e
File Edit View Tools Help
e P 8|3 #lelee]dy
t Cansole View
= @] ibm.cam asia
oo e
[ RaptorNDg & sreen
& g @ lavergne
i
&
4iterns 5
Jser: ackin i com frree: RaPTOR
Novell eDirectory GroupMembership
User LDAP
LDAP memberOf
LDAP
. LDAP Group Search Attribute
GroupMembership
. Novell eDirectory LDAP GroupMembership memberOf

LDAP

1. IMM Web
LDAP Search Attributes

wo»

Group Search Attribute

Network Protocols
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Group Search Attribute memberOf

Novell eDirectory GroupMembership memberOf

Novell eDirectory GroupMembership
memberOf
1. ConsoleOne LDAP Group Properties

Properties of LDAP Group
2. Attribute Mappings
Add Group Membership memberOf
4, OK LDAP
lavergne IMM_US_Supervisor
IMM_Supervisor Novell ConsoleOne
user lavergne Memberships

x|

+| Cther | Seourity Eaual Tabis | Login Sorpt | NDS Rights ~ | Rights! []¥]

Add... Delete

Pags Opticns ok | concel | ey | wem |
IMM_Supervisor Members



Add... Delete
Pags Opticns ok | concel | ey | wem |
ConsoleOne Novell eDirectory
UserAuthoritylLevel
1. Novell ConsoleOne Tools > Schema Manager
2. Attributes Create
3. UserAuthorityLevel ASN1 ID
4. Case Ignore String
LDAP
lic Read Next
6. Finish
|
[t
Classes Atriutes |
Attributes (5701
;‘E‘ﬁflfn E=
e e
sed By
serCertificate:
sserjunk
serPKCS12
user ShIMECertificate
vesljii:\e\ninrmahun
vendor Address
vendiorharme.
vendorPhonelurmber (el
‘ersion =
Close Help
7. Schema Manager Classes
8. Person Add User
9. UserAuthorityLevel
OK
10. Group Add
11. UserAuthorityLevel
OK
12. Schema Manager
butes

Properties of RSA_Supervisor B x|

LDAP

Pub-

Attri-
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13. UserAuthorityLevel Info

Attribute Information
Adtribute name:

UseruthorityLevel s

Syntanc

Case Ignare String

AN 1D

Adribute flags:

UserAuthorityLevel UserAuthorityLevel
UserAuthorityLevel 0 1
0 1
6.
0
1 Supervisor
/
2 Read Only
2
2
3
Security Network Protocols Network
Interface Port Assignments Serial Port
4
Login Profiles
Global Login Settings
5
Serial Port




6
Serial Port
7 /
8 System Set-
tings Alerts
Contact Location Server Timeout
9
10
IMM
PXE
/
11
. Read Only
. Login Permission
Attribute
OR
IMM 10
7. UserLevelAuthority
UserLevelAuthority
IBMRBSPermissions=010000000000 Supervisor 1
IBMRBSPermissions=001000000000 Read-Only 2

IBMRB SPermissions=100000000000

IBMRBSPermissions=000011111100

IBMRBSPermissions=000011011110
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lavergne
lavergne
Other Add
UserAuthorityAttribute

e

IBMRBSPermissions=010000000000

5. 1 4

lavergne

Properties of lavergne

Leftover aftributes that are nat handied by custom pages:

Enera\ ~ | Restrictions v | Wemkerships v | Other | Secuity Equal To Me | Login Seript | NDS Rights v | Rightstd (]3]
Eclt

inttributes:
SR

@ User
¢ Organizational Person
@ Person

9 ndsLoginPraperties
¢ Tap

%. SAS:Login Configuration Key
@ UserAuthorityLevel

' 010000000000

%. uniquelD

< Javargne

I Show read only

UserAuthorityLevel

Properties

OK

Supervisor

OK
UserAuthorityLevel

x|

el

Mty

Delete

¢

Page Options Ot cancel

Ay,

Help

IMM_US_Supervisor

Properties of RSA_US_Supervisor

dyperal = | Members | Secuity ol Ta e | HDS Righte ~ | Other | Rishts to Files and Forsers |
Edt

Leftower attribites that are not handed by custotn pages:

Attributes:]
=% Ohject Class
tO Group
@ Top
-9 UserAuthorityLevel

© 010000000000

I~ Show read only

Add

Moy
Delete

Page Otians O Cancel

Epply.

Help

8. UserAuthorityLevel

UserAuthorityLevel

UserAuthorityLevel

IMM_Basic

IBMRBSPermissions=000100000000




UserAuthorityLevel ()

UserAuthorityLevel

IMM_CA_Software

IBMRBSPermissions=000101111010

IMM_Advanced

IBMRBSPermissions=000110111100

IMM_Supervisor IBMRBSPermissions=010000000000 Supervisor
IMM_Read_Only IBMRBSPermissions=001000000000 Read-Only
IMM_US_Advanced |IBMRBSPermissions=000110111100

IMM_US_Supervisor | IBMRBSPermissions=010000000000 Supervisor

LDAP
IMM LDAP LDAP
LDAP LDAP [http://www.ldapbrowser.com|
IMM LDAP LDAP
. LDAP
IMM LDAP
LDAP
IMM LDAP
. LDAP
LDAP
LDAP
. UserAuthorityLevel
[ 41 | Novell eDirectory

Softerra LDAP

3 IMM
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Server Properties

Novell eDirectory



=18l x|

9.8 x Bl

£ wiF T (obisctClass=user) -
=, Howel =] [ame [value [Trpe [se= [ -
-3 en=Raptor-hDS [ sasLoginConfigurationkey 00 00 00 00 CE 00 00 00 30 &1 CB 30 8L 93 02 02 binar... 236
4 en=acimin sASLoginConfiguration 26 00 00 00 04 00 00 00 00 00 00 00 50 00 61 00 binar.. 66
8 co=Rapior DRSPS [SluserautharityLevel 010000000000 text ... 12
R o s R fveano o
A e 1 [ElLanquage ENGLISH testo, 7
{0 cn=Hetp Server - Raptor-NDS
& n= Esn Mare Lavergne text... 13
+C0 cn=5A5 Service - Raptartios || 2 i
(21 cn=1F AG 192.168.70.185 - R securityEquals cn=R5A_LIS_Supervisor,de=tbm.com text .. 31
(23 cn=ssL CertificatelP - Raptor-1 | | L= passwordAllonchange TRUE text.., 4
-1 cn=DHS AG lavergne-aptopir | | SobiectClass inetOrgPerson text .. 13
(2 cn=55L CertificateDNS - Rapto | | =l objectClass organizationalPerson text ... 20
(23 en=sMMP Group - Raptor-tDs | | =l ebjectClass persan ek, 6
(=l objectClass ndsLoginProperties text... 18
[ElobjectClass top bext 3
ElloginTime 200311061758062 text .. 15
(=l memberof cr=RSA_Supervisor, de=ibm. com text ... 28
=l memberof cn=R54_UIS_Supervisor,de=ibm.com bext 31
Een lavergne text 8
EHaa 2#subtree#cn=lavergne, o=Systems, c=us, dt text ... 71
a Elact Eatentry# cn=lavergne,o=Systems, c=us, dc: text 57
B cnoRsA B Eac 2#entry#{Publicl#messageserver text.. 30 |
a EZ:RS A}«:i‘;rv(a 3 Elac. 2itentry#[Root [#memberOF text... 23
= = Elac 6ertry#cr=lavergne,o=Systems, c=us, dc=lm, com#prin...  text .. 67
en=RSA_Supervisor
13 cn—R3A_Read_Only Eac 2#entry#{Root JénetworkAddress text 29
= m=RSA:uS_AEvanzed [Fmodifiershiame Ch=admin, de=ibm. com oper.. 19
(1 tn=RSA_LIS_supervisor | | F#ereatorshiame Chi=admin, de=ibm, com oper.. 19
23 cn=jurk [Feu yubJ %@ oper... 16
7, openlDAP | | FFusedsy #0# oper.. 3
RIE » [Frevision 37 oper.. 2 =

[ c=blasiok,o=5ystems,c=us,dc=bm.com _ [Schemaloaded | @/

userAuthorityLevel memberOf

Search [localhost:389] 21X

saa et

Search DN ﬂ
Fiter: [ (cbjectelass=user) E
Attributes: IuserAuthunlyLevel, memberof =

Search Scope;  Gnelevel 5 Sub-tres level

[user [ memberCF l

010000000000 n=RA_Supervisor,de=ibm.com, cn=RSA_US_Supervi...

SA_US_Advanced,dc=ibm.com

54,_Basic,de=ibr.com

cn=lamathe, 0=Software, c=ca, de=ibm, com n=R3A_CA_Software,0=Scftware,c=ca, dc=ibm,com
Software, c=ca,de=ibm.com SA_CA_Softyare, 0=Software,c=ca,dc=ibm,com

reen,0=Systems, c=us, de=ibm. com 54_Read_only,de=ibm.com

cn=junk, de=ibm,com

Search | SaveRestlt... Stop cose |

Microsoft Windows Server 2003 Active Directory
Microsoft Windows Server 2003 Active Directory

“Active Directory

4 Active Directory Users and Computers o [ 3 |
<5 Fle Action View Window Help ‘ _|& 1—”

e EEEEERIE T e |
<) Active Directary Users and Compu | | lbm.com 19 obiects
Saved Queries Hame. [Type [ Description 1
B @]l e (Dsuitin builinDamain
& [:‘ 2 s Organizational Lk
5@ software (computers Cortainer Default container For upgr...
T -8 lamothe (1 Domain Contrallers Organizational Uit Default container For dom...
£ Rt _Software (CdFareignsecurityPrincipals  Container Default container For secu...
LG watters (CLostandFound lostAndFound Default container for orph.
[-{2) Systems (CINTDS Quetas msDS-QuotaCortainer Quota spedfications cor
(& Technology (CProgram Data Cortainer Default lacation for starag..
71-(] Computers RrsA_Advanced Security Group - Global
+1-{] Domain Contrellers hrsa_Basic Security Group - Global
711 ForeignSecurityPrincipals € rsa_turk Security Group - Global
71-(] LestandFound €FRsA_Read_onky Security Group - Global
+I-(L] NTDS Quetas 0R5A_Supervisor Security Group - Global
-] Program Data €hirsa_s_advanced Security Group - Global
o €3 R5A_Advanced €TRsA_LIS_Supervisor Security Group - Glabal
s R3h_asic Osystem Cantainer Builin system settings
5 €0 RSA_Tunk >
us Organizational Unit
1) RSA_Read_Orly .
Dusers Cortainer Default container For upgr...
+1- €52 RSA_Supervisor B s
£ re s, Advenced = Infrastructure infrastructurelpdate
1) RSA_US_Supervisar
+-(] System =
7 (&l us

8 s J;l
4 >
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ou=Systems, ou=us, dc=ibm, dc=com

4% Active Directory Users and Computers

=loix|
| =181

B 2 gdbvas

&) systems
(+(33] Technolegy
71 (L] Computers

] {3 Domain Controllers

+1-(] Foreignecurit;
711 LostAndFound
7] NTDS Quatas
+I-(L] Program Data

RSA_Basic
RSA_Junk,

(0 system

us

(-] Technolog
71 Users

KT |

R5A_Advanced

7l

2|

+I

7€ R5A_Read_Orly
o ¢ RSA_Supervisor
-3 R5t_US_Advanced
733 R5A_US_Supervisor
2|
=)

Systems 4 objects

Hame [Type [ Description ]
€ blasisk. User
€ gibson User
green User
€ laverane User

yvPrincipals

1

Active Directory

RSA_CA_Software Properties )

General Members | MembeerI Managed Byl Dbiectl Securityl

Members:

Ibm. com, Ie
lbrn.com./calS oftware

Add... | Bemove |

21|

(] I Cancel Lpply




lavergne Properties 21

Environmentl Sessionsl Remate controll Terminal Services Profilel COM+
General I Address I Account | Profile I Telephones I Organization
Published Certficates ~ MemberOF | Digkin | Object | Securiy

Member of:

Mame Active Directory Folder

R5A_Supervisor Ibrn.com
RSA_US_Supery... lbm.com

Add... | Bemove |

Frimary group: Domain Users
e R There iz no negd to chgnge Frimary group u_nless
_—HI you have Macintosh clients or POSEx-compliant
applications.

0k I Cancel Apply

45 | Novell eDirectory

IMM LDAP
UserAuthorityLevel Active Directory

1. “Active Directory ? Active Direc-

tory
2. “Active Directory

a. UserAuthorityLevel

c. “ o ? 12
4. X.500 OID X.500 OID

[lschmmome =
Fie Acton View Favorites Window  Help
i Console Root'Active Directory Schema [ibm-kz3m3us5if7d.bm.com]\Attributes [ o [l
|3 console Root: Name. Syntax Status Description 4
=} B3 Active Directary Schema [ibm-ke31 | @ aceountExpires Large IntegerfInterval Active Account-Expires
O dlasees @ accounthlameHistary Unicode String Active Account-Name-|
@ @ ac . Large Active ACS-Aggregate
@ aCsAlocableRSYPEand...  Large IntegerfInterval Active Acs-Alocable-R
@ aCSCacheTimeout Integer Active ACS-Cache-Tim
@ aCsDirection Integer Active ACS-Direction
@ aC3DIEMDeadTine Integer Active ACS-DIEM Dea
@ aCSDSEMPriority Integer Active ACS-DSEM-Frior
@ aCsDsBMRefresh Inkeger Active ACS-DSBM-Refr
@ aCSEnableACSService  Boolean Active ACS-Enable-AC
@ aCSEnableRSYPACcount, , Boolean Active ACS-Enable-R!
@ aCSEnableRSYPMessag. Boolean Active ACS-Enable-RS
@ aCsEventLoglevel Integer Active ACS-Event-Log v
«I | o
| | 7
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[ schmmone

File Action  Yiew Favories  Window  Help

=10l x|

¢4 | BEFER @

hema [ibm-kz3m3u5ti7d.Ibm.com] L =1O] x|
|1 Console Root. Name Type: Status Description &
=] I&E active: Divectory Sthema [brm-kz3t | ma e Structural active Site
(0 Classes B8 sitelink structural Active Site-Link
0 Atrbutes B2 sl inkEridge Structural ictive Site-Link-Bridge
B3 sitesCorkainer Struckural Active Sites-Container
B storage Struckural Active Storage
B2 subnet Structural ictive Subnet
B3 subnet Container Struckural Active Subnet-Contain
B subschema Structural Active Subschema
B2t abstract ictive Tap
B3 trustedDomain Struckural Active Trusted-Domain
B8 typeLibrary Struckural Active Type-Libraty

= churz
B3 volume Structural ixctive Wolume J:I
4 jsl |

Generall Relationship  Attributes | Default Securityl

.'[: uger

Mandatory:

Dptional: accountE spires ﬂ Add...
aCSPolicyM ame -
adminCont

audio
badPasswordTime
badPwdCount
bugineszzCategory
callicense
codePage

Eemove

0k, I Cancel Apply

Select Schema O

Select a schema object:

unicodePwd ;I oK I
uniquel dentifier

uniquekd ember C |
unstuctureddddress Gt |
unztucturedi ame

upgradeProductCode

uPM S uffines

url
userdccountControl

userCert
userCertificate
userClass
userParameters
userPassword
userPKCS12
uzerPrincipald ame
userSharedFolder
userSharedFolderOther
userSMIME Certificate
userwforkstations

L

8. UserAuthorityLevel

9. |§| UserAuthorityLevel



10. UserAuthorityLevel Novell eDirectory

|46 |
ADSI Edit Microsoft ADSI Edit
Management Console (MMC)

11. lavergne UserAuthorityLevel
Edit Active Directory

\”: ADSI Edit'RootDSE [192..
| acion wew || & =

|><

Tree | CN=lavergne 0 Object(s)

FDSLEDL Name [ Class [o Name:
B B RootDSE [192.168.70.65]
£+ DC=lbm,DC=cam
{3 cu=Buitin
OU=ca
- (3 ch=Computers
{3 oU=Domain Controllers
(] Cu=ForeigrsecurityPrincipals
- ch=LostandFound
(0 cM=NTDS Quatas
{1 Cu=Program Data
- CN=RSA_Advanced
(3 cM=R3A_Basic
{3 cu=RsA_tunk
- CN=R35A_Read_Only
(0 cN=R3A_Supervisor
{1 cu=RsA_US_Advanced
-0 CN=RSA_Us_Supervisor
(0 cM=3ystem
3 o=us
=+ ou=software
=0 oU=aystems
{3 Cru=blasiak
{3 c=gibsen
{3 CN=green

- oU=Technology
{3 cu=tsers

12. lavergne

CN=lavergne Properties . ﬂll

Attributes | Security I

Path: LDAP://192.168.70.65:389/CM=lavergne 01 =Spstemns, OU=uz,D

Class: user

Select which properties to view: IBoth j

Select a property to view: IUserAuthorityLevel j
— Attribute Value:

Syntax: IEaseIgnoreString

E dit Attribuite: ID‘I 000000000

Yalue(s): ID‘I 0000000000

Set | Clear |

(] I Cancel | Lpply |

13. UserAuthorityLevel

14. IBMRBSPermissions=010000000000
Sor

15.
16.

Microsoft

ADSI

ADSI

Supervi-
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Active Directory

LDAP
Active Directory

Active Directory

LDAP

DC=ibm, DC=com

(objectclass=user)

memberOf, userAuthorityLevel

DC=ibm, DC=com

(objectclass=group)

member, userAuthorityLevel

LDAP

LDAP
Login Profiles
LDAP
LDAP
* Active Directory
. Active Directory

. LDAP

IMM

LDAP

IMM

Active Directory

Active Directory

Active Directory

Active Directory

LDAP

LDAP

Active Directory

Active Directory

Active Directory
IMM

IMM
IMM
IMM 16
. (DN)
° “Cn”
Y G‘Hame’9

* “sAMAccountName”

IMM

Active Directory

Active Directory

Active Directory

Active Directory

63



Network Protocols
Lightweight Directory Access Protocol (LDAP) Client

Use LDAP Servers for Authentication Only (with local authoriza-

tion)
. Use DNS to find LDAP Servers DNS SVR
. Use Pre-Configured LDAP Servers
DNS
58 7
DNS

- Search Domain

e Active Directory Forest Name

DNS “LDAP Client”

Lightweight Directory Access Protocol (LDAP) Client e

o

U Use LDAP Servers for Authentication and Authorization
) Use LDAP Servers for Authentication Only (with local authorization)

®

®

) Use DNS to Find LDAP Servers

Active Directory Forest Name '

Search Domain

© Use Pre-configured LDAP Servers

iActive Directory Settings

View or set up authonzation:  Group Profiles

Miscellaneous Parameters

Root DN

UID Search Attribute

Binding Method ._'u"u'ilh configured credentials v_.

Client DN

Password ‘

Confirm password l

Use Pre-Configured LDAP Servers
LDAP Server Host Name or IP Address Port
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DN

dc=mycompany,dc=com

IP 3268 3269
7. “Active Directory Settings” Group
Profiles [ 59 Active Directory
8. “Network Protocols” “Group Profiles for Active Directory Users”
“Network Protocols” “LDAP Client” Light-
weight Directory Access Protocol (LDAP) Client
9. IMM
10.
Root DN IMM DN Root
DN




10. ()

Binding method | Binding Method * With configured credentials

DN
Cli-

ent DN DN

displayName sAMAccountName

userPrincipalName UID search
attribute
DN
IMM

e With login credentials

IMM

* Anonymously

DN

Active Directory

LDAP

IMM Control > Login Profiles

“Group Profiles for Active Directory Users”
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Group Profiles for Active Directory Users e

Use this section to configure group authorization profiles.

0 These FProfiles will not be wsed while the LDARP client is configured for both suthentication and authorzation. To use these group
profiles for authorization and LDAP for authentication, reconfigure the LDAP Client section of the Network Protocols page,

Group ID  |Role Action
IBM_ADMIN | Sugenvisor
Add a group
Edit “Group Profile”
Delete
“Group Profile” 16
“Group Profile”
11.
Group ID 63
LDAP
IMM Admin Group IMM/Robert
Role
Assigned roles Enter
Supervisor
Operator
IMM
Role Custom
“Custom”

Security Network Protocols Network

Interface Port

files

Assignments Serial Port

Login Pro-
Global Login




11. ()

- System Settings Alerts
Contact Location Server Timeout

- IMM

(PXE)

Supervisor

“Group Profile”

Group Profile (new) @

GoupiD |

Role

® Supemisor

)

) Operator (readonly)

O Custom (requires Roles)
To maove an item from one column to another, click the item or use the enter key when the item has focus.

Unassigned roles Assigned roles

Cancel | | Save

Active Directory
Active Directory LDAP
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. Active Directory Active Directory

. Active Directory

Active Directory Active Directory

Active Directory
Active Directory Microsoft Win-
dows http://www.ibm.com/systems/support/
Active Directory
IMM
IMM Active Directory

Active Directory

Server Target Name IMM
Active Directory

IMM
MM Active Directory
IMM IMM IMM
IMM IMM
MM Active Directory

1. Network Protocols
2 Lightweight Directory Access Protocol (LDAP) Client
3. Use LDAP Servers for Authentication and Authorization
4 Enhanced role-based security for Active Directory Users

Enabled

5.
. Use DNS to find LDAP Servers DNS SVR
. Use Pre-Configured LDAP Servers
6. DNS
64 8 Search Domain



DNS “LDAP Client”

Lightweight Directory Access Protocol (LDAP) Client e

® Use LDAP Servers for Authentication and Authorization
© Use LDAP Servers for Authentication Only (with local authorization)

® Use DNS to Find LDAP Servers

Search Uomain

O Use Pre-configured LDAP Servers
Active Directory Settings
Enhanced role-based security = o
for Active Directory Users Enabied

Server Target Name |

Miscellaneous Parameters

Root DN |

UID Search Attribute |

Binding Method | With configured credentials |

Client DN _ |

Passwuid ]

Confirm password ]

LDAP Server Host Name or IP Address
Port

Ip
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“LDAP Client”

Lightweight Directory Access Protocol (LDAP) Client 2
© Use LDAP Servers for Authentication and Authorization
© Use LDAP Servers for Authentication Only (with local authorization)
© Use DNS to Find LDAP Servers
® Use Pre-configured LDAP Servers
LDAP Server Fully Qualified Host Name or Port
IP Address
1
2 L
3|
. |
Active Directory Settings
Enhanced role-based security ]
for Active Directory Users M
Server Target Name | |
Miscellaneous Parameters
Root DN | |
UID Search Attribute | |
Binding Method |With configured credentials V|
Client DN - ]
Password | |
Confirm password | ‘
8. Enhanced role-based security for Active Directory Users
Enabled Active Directory
9.
12.
Root DN IMM DN Root
DN
DN

dc=mycompany,dc=com




()

Binding method | Binding Method

* Anonymously

DN

* With configured credentials

DN
* With login credentials
DN
DN IMM
UID Search Attribute
DN cn=joe
DN DN
DN
cn=
DN
LDAP
LDAP IMM LDAP Active
Directory Novell eDirectory OpenLDAP LDAP
LDAP LDAP
IMM Active Directory
IMM LDAP
IMM LDAP
1. Network Protocols
2. Lightweight Directory Access Protocol (LDAP) Client
3. Use LDAP Servers for Authentication and Authorization
4. Enhanced role-based security for Active Directory Users Dis-
abled
5. LDAP
Use DNS to find LDAP Servers DNS SVR LDAP
Use Pre-Configured LDAP Servers LDAP
6. DNS LDAP LDAP
67 8 LDAP Search
Domain LDAP
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DNS LDAP “LDAP Client”

Lightweight Directory Access Protocol (LDAP) Client o

® Use LDAP Servers for Authentication and Authorization
© Use LDAP Servers for Authentication Only (with local authorization)

® Use DNS to Find LDAP Servers

Search Domain |

© Use Pre-configured LDAP Servers

Active Directory Settings

Enhanced role-based security

for Active Directory Users [ Disabled w

Miscellaneous Parameters

Root DN | |

UID Search Attribute | |

Binding Method

With configured credentials |

Client DN

Password

Group Filter

Group Search Attribute

I
|
Confirm password |
|
|
|

Login Permission Attribute

LDAP LDAP Server Host Name or IP Address
Port 67 8
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LDAP “LDAP Client”

Lightweight Directory Access Protocol (LDAP) Client e

® Use LDAP Servers for Authentication and Authorization
© Use LDAP Servers for Authentication Only (with local authorization)

© Use DNS to Find LDAP Servers
® Use Pre-configured LDAP Servers

LDAP Server Fully Qualified Host Name or
IP Address

1|

Port

2

[#5]

4

Active Directory Settings
Enhanced role-based security :
for Active Directory Users Disabled gy

Miscellaneous Parameters

Root DN |

UID Search Attribute |

Binding Method

With configured credentials

Client DN

Password

Confirm password

Group Filter

Group Search Attribute

|
|
[
|
|
[

Login Permission Attribute

Enhanced role-based security for Active Directory Users
Disabled Active Directory

e IMM DN Root DN DN
dc=mycompany,dc=com

* Binding Method

— Anonymously

DN

— With configured credentials

DN
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— With login credentials

IMM
DN
» Group Filter
511
DN
adminGroup DN
()

* Group Search Attribute

cn=

DN DN
UID Search Attribute
DN cn=joe DN
DN DN
IMM
®)
cn DN

cn=adminGroup,dc=mycompany,dc=com

LDAP
LDAP

Group Search Attribute

Active Directory

Novell eDirectory

Group Search Attribute
Active Directory

memberOf Novell eDirectory groupMembership
OpenLDAP objectClass PosixGroup
Group Search Attribute PosixGroup
memberUid Group Search Attribute
memberOf
* Login Permission Attribute
LDAP
Login Permission Attribute
IBMRBSPermissions= LDAP
12 0 1
0
11 0

IBMRBSPermissions=010000000000

IBMRBSPermissions=
LDAP

68 I

Login Permission Attribute
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13.

Supervisor

Read Only

Security Network Protocols Network
Interface Port Assignments Serial Port

Login Profiles
Global Login Settings

Serial Port

Serial Port

System Set-
tings Alerts
Contact Location Server Timeout
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13.

()

70

10
IMM
PXE
/
/
11
. Read Only
. Login Permission
Attribute
OR
L] < »” 0 o >
MM 10
IMM Web MM IBM Sys-
tems Director MM LDAP
SSL [ 72 SSL |
MM
1.
a. Security Enable Data Encryption
Enable Disable
2. Web
a. Security HTTPS Server Configuration for Web
Server Disable SSL
b. Security HTTPS Server
Certificate Management [ 73 SSL |
c. SSL Security HTTPS
Server Configuration for Web Server [ 76 Web)|
| IBM Systems Director over HTTPS SSL | SSL
3. IBM Systems Director
a. Systems Director over HTTPS Secu-

rity
tion

IBM Systems Director over HTTPS Server Configura-



b. Security IBM Sys-
tems Director over HTTPS Server Certificate Management

[ 73 SSL [

c. SSL Security IBM Sys-
tems Director over HTTPS Server Configuration |T|
| Web IBM Systems Director over HTTPS SSL |

SSL
LDAP SSL

a. SSL Security SSL Client
Configuration for LDAP Client

b. Security SSL Client
Certificate Management [ 73 SSL |
[ ]

c. Security SSL
Client Trusted Certificate Management SSL
I |

d. SSL Security SSL Client
Configuration for LDAP Client |76—|
| Web IBM Systems Director over HTTPS SSL |

a. Security Cryptography Management

Basic Compatible Mode
b. Security Cryptography Management
High Security Mode
IMM SSL

IMM |

SSL MM

MM

Security

Enable Data Encryption @

In order to enhance the security of your system by encrypting sensitive data, you must enable data encryption on the IMM
Data encryption status: Disabled | Enable Encryption |

Enable Encryption

IMM 1.42
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. Disable Encryption

Web IBM Systems Director LDAP
(SSL) SSL
IMM SSL (HTTPS)
LDAP (LDAPS) IMM SSL SSL
Web LDAP MM
14. IMM SSL
SSL SSL
Web Web Microsoft Internet Explorer | IMM Web
(HTTPS)
IBM Systems |IBM Systems Director IMM Systems Director
Director
LDAP IMM LDAP LDAP
(LDAPS)
Security SSL SSL SSL
SSL
SSL
SSL
SSL SSL SSL SSL
IMM Web
MM
SSL

Certificate Management
Import a Signed Certificate

IMM SSL
IMM IMM
Web
IMM Web
MM Web LDAP LDAP
LDAP LDAP
LDAP LDAP
LDAP
LDAP



SSL

SSL SSL

SSL [
SSL [ 74

1. Security

Integrated Management Module System X
HTTPS Server Configuration for Web Server @
HTTPS Server | Disabled [ =

. @
HTTPS Server Ceriificate Management
HTTPS Server certificate status: Mo Cartificate is installed
Generate 3 New Key and a Seff-signed Cedificate
Generate 3 Mew Key and a Ceificate Signing Request (CSR)
jmport a Signed Cerificate

IBM Systems Director Over HTTPS Configuration °

IBM Systems Diractor Over HTTPS Disabled |» |S;~; |

IBM Systems Director over HTTPS Certificate Management @

1BM Systems Director Over HTTPS status: No Certificate is mstalled

Genarate 3 Hew Ki nd 3 Self-signad Corificats

Genargte 3 Mew Key and a Cerificate Signing Request (CSR)

mpon & Signed Centificate

2. SSL Server Configuration for Web Server IBM Systems Direc-
tor Over HTTPS Configuration Disabled
Disabled Save

IMM Enabled Disabled
b. SSL SSL

c. SSL Web SSL3 TLS
SSL2

3. SSL Server Certificate Management Generate a New Key
and a Self-signed Certificate
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2.

3.

35L Self-signed Certificate

Certificate Data
Country (2 letter code|
Stale or Prownce
City or Locality
Organization Neme
MM Hest Marne
Optional Certificate Data
Cartact Parson
Email Address
Organizational Unit
Sumama
Given Marms
nitials

D Quealifisr

Generate Cartdicats

“Required certificate data”

Security

SSL Server Configuration for Web Server
SSL Server

SSL Server Certificate Management
and a Certificate-Signing Request

Generate Certificate

SSL
Disabled Save

Generate a New Key

SSL Certificate Signing Request (CSR) @

Certificate Request Data
Country (2 letter code)
State or Province
City or Locality
Drganization Name
MM Host Mame

Optional Cenificate Data
Cartact Person
Email Address
Organizational Unit
Surnama
Givan Mama
nitisks
D Cualifier

C5R Attributes and Extension Attributes
Challenge Password

Unztructured Mame

Generate CSR

Required certificate data



Country

IMM 2
State or Province
IMM 30
City or Locality
IMM 50
Organization Name
IMM
60
IMM Host Name
Web IMM
Web
Web
IMM
Web http://mm11.xyz.com/
private/main.ssi IMM Host Name
mml1.xyz.com Web http://mm1 1/private/main.ssi
mm11 Web http://192.168.70.2/private/
main.ssi 192.168.70.2
60
Contact Person
IMM 60
Email Address
IMM
60
Optional certificate data
Organizational Unit
IMM
60
Surname
IMM
60
Given Name
IMM
60
Initials
IMM

20
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10.
11.

12.

Web

SSL

DN Qualifier
IMM
60

Certificate-Signing request attributes
Challenge Password

Unstructured Name
IMM
60

Generate CSR

Download CSR Save
DER
PEM OpenSSL (http://www.openssl.org)
Web
PEM

OpenSSL DER PEM
openss1l req -in csr.der -inform DER -out csr.pem -outform PEM

DER Web
PEM
OpenSSL (http://www.openssl.org)
DER

openss1 x509 -in cert.pem -inform PEM -out cert.der -outform DER

30

PEM

Security SSL Server Certificate Management

IBM Systems Director Over HTTPS Certificate Management

Import a Signed Certificate
Browse

Open Browse

Import Server Certificate IMM

Web

SSL SSL

IBM Systems Director over HTTPS



1. Security SSL

SSL SSL
[ ssL |
2. SSL Server Configuration for web Server IBM Systems Direc-
tor Over HTTPS Configuration SSL Client Enabled
Save IMM
SSL
SSL SSL
Security Web SSL Client Certificate Management
SSL Server Certificate Management SSL
SSL SSL
[ 73 | SSL
[ 74 |
SSL
SSL LDAP LDAP
LDAP LDAP
SSL IMM
1. Security
2. SSL Client Configuration for LDAP Client SSL
SSL Client Disabled Save
3. SSL Client Trusted Certificate Management
4. Trusted CA Certificate 1 Import
5. Browse
6. Open Browse
7. Import Certificate IMM
Remove Trusted CA Certificate 1
Remove
Trusted CA Certificate 2 Trusted CA Certificate 3 Import
LDAP SSL
Security SSL Client Configuration for LDAP Client LDAP
SSL SSL SSL
SSL
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1. Security

Security SSL CA 1
2. SSL Client Configuration for LDAP Client SSL Client
Enabled
a. Enabled Disabled
b. SSL SSL
c. LDAP SSL3 TLS LDAP SSL
3. Save
Security Cryptography Management IMM SSL
HTTPS IBM System Director over HTTPS
IMM 128 SSL
L. Security
2. Cryptography Management Basic Compatible Mode
High Security Mode
3. Save IMM

78

Secure Shell

Secure Shell (SSH) IMM

Secure Shell
12
LDAP

Secure Shell

Secure Shell Secure Shell

Shell Secure Shell
Rivest Shamir
SSH V2 IMM
Secure Shell
Secure Shell
L. Security

Secure
Secure Shell

Adelman DSA



2. Secure Shell (SSH) Server

Secure Shell

SSH Server Disabled
3. SSH Server Key Management
4. Generate SSH Server Private Key

Secure Shell

Security

IMM

Secure Shell
Enabled Disabled

Secure Shell

Secure Shell

1. Security

2. Secure Shell (SSH) Server
3. SSH Server Enabled
4. Restart IMM

Secure Shell

Red Hat Linux V7.3

IMM

Secure Shell

192.168.70.132 IMM Secure Shell
ssh -x -1 userid 192.168.70.132

Save

IMM

Secure Shell

-X X Window System -1 userid
IMM
MM

IMM Ip

1. IMM [ 11 2
| IMM Web |

2. Configuration File

3. Restore IMM Configuration Browse

4. Open Browse

5. Restore

IMM

Cancel
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Modify and Restore

80

Toggle View
Restore Modify and Restore
6. IMM Restore Configuration IMM
Security
[ 72 Web IBM Systems Director LDAP |

7. Restart IMM

Restart
8. OK MM
9. OK
10. IMM

Configuration File IMM
IMM IMM Web
IMM
IMM
System x® IMPI
IPMI

1. IMM [ 11 2 )

[ IMM Web |
2. Configuration File
3. Backup IMM Configuration view the current configuration

summary
4. Close

Backup
6. Save
Mozilla Firefox Save File OK

Microsoft Internet Explorer Save this file to disk

OK



IMM

IMM
IMM 1P
1. IMM [ 11 2
| IMM Web |
2. Configuration File
3. Restore IMM Configuration Browse
4. Open Browse
5. Restore
IMM
Cancel

Modify and Restore

Toggle View
Restore Modify and Restore
6. IMM Restore Configuration IMM
Security
[ 72 Web IBM Systems Director LDAP |
7. Restart IMM
Restart
8. OK IMM
9 OK
10. IMM
Supervisor Restore Defaults IMM
Restore Defaults IMM
IMM
1. IMM [ 11 2, IMM Web|
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2. Restore Defaults IMM
TCP/TP
IMM Web
4, [ 33
IMM
Restart IMM IMM Supervisor
IMM Web
IMM
1. IMM [ 11 2 IMM Web|
2. Restart IMM IMM TCP/IP
3. IMM Web
IMM
IMM
IMM [ 91 |
1. IMM [ 11 2,
| IMM Web |
2. Scalable Partitioning Manage Partitions
Service Advisor
Service Advisor IBM
Service Advisor
IBM
Service Advisor
. Service Advisor
. Service Advisor
Service Advisor
Service Advisor
1. Service Advisor IMM
[ 2 IMM Web |
2. Service Advisor
3. IMM
a. View Terms and Conditions Service Advisor

82 I



b. Terms and Conditions | accept the agreement Ser-
vice Advisor
4. Service Advisor Settings
[ TEM Service Support Center
© Select the country for your IBM Senice Support Center. i you do not see your country listed, the electronic senice is not supported for your
country contact
IBM Support Center US - United States
Contact Information
@ The information you supply will be used by IBM Suppon for any follow-up inquiries and shipment
Company Name
Contact Name
Phone
E-mail
Address
City
State/Province
Postal code
Outbound Connectivity
‘You might require @ HTTP praxty if you do not have direct network connection to IBM Support (ask your Network Administrator).
Do you need a proxy
Yes & No
Save IBM Support
5. Contact Information
15.
IBM Service Support Cen- IBM
ter ISO IBM
Company Name
30
Contact Name
30
Phone 5 30
Email 30
Address IMM
30
City IMM
State/Province IMM 2 3
Postal Code
9
6. IMM IBM HTTP
a. Do you need a proxy Yes
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Qutbound Connectivity
You might require a HTTF proxy if you do not have direct network connection to IBM Support (ask your Network Administrator)
Do you need a proxy
® Yoz Mo
Proxy Location
Proxy Port 0

User Name

Password

| Save IBM Support |

b. Proxy Location Proxy Port User Name Password
7. Save IBM Support

8. Enable IBM Support Service Advisor
IBM

IBM IBM
9. Service Advisor Activity Log

¥ Report to IBM Support

T Enable IBM Support

To successfully call hame 15M Support), make sure the DNS seltings are valid Domain Mame System (DNS)
When IBM Support is enabled, a Test Call Home will be automatically generated.

| Enable IBM Suppart |

10. IBM
Enable Report to FTP/TFTP Server

FTP/TFTP FTP/TFTP
/

v FTPITFTP Server of Service Data

Usze this feature to send hardware seniceable events and data to the FTR/TFTP site you specify. If an approved serdce provider is providing your hardware
warranty, you should spacify the FTR/TFTF site prowded by your serice provider. Information contained in the sendce data will assist your serice provider in
comecting the hardware issue

#| Enable Report to FTRITFTF Server

By entering an FTR/TFTP sarver, you are consenting to share hardware servce data with the owner of that FTR/TFTP senver. In shanng this information, you
warrant that you are in compliance with all impont/expart laws

Pratocal FTP =
FTRTFTP Server Fully Qualified

Hostname or IP Address

Usar Name

Pot 0

Password

Service Advisor

Service Advisor

I. Service Advisor MM

L . IMM Web |

2. Service Advisor

3. Manual Call Home



Problam Description
Ambient temp is high

You can use this feature to make a call home for any known hardware rssues that did not generate an automatic call home event to IBM Suppert o FTPTFTP Server
Manually caling hame an event sends the same data and will be processed in the same way as an automatic call home event

Manual Call Home

Problem Description

&

=

Manual Call Home
Test Call Home

. IMM

. IBM Service Advisor

IBM

Service Advisor Activity Log

Test Call Home

IBM FTP/TFTP

IMM DNS

IBM

Display For Both IBM Support and FTP/TFTP Server +

IBM Support

Corrected ad
Send Hum

NO Panding NiA Pending (x400000ca00000000 Infi

NOD Pending WA Pending (400000c 300000000 Info

NO Success ET2P452FG3 Dizabled 0x400000:900000000 Info

NO NiA Pending 0x400000c300000000 Info
End Of Log

You can usa the Call Home Exclusion List to specify specific call hame events not to be reported

~m

Refresh

Manual Call Home by USERID
18-58-41 Ambiant tamg is high

Test Call Home Generated by USERID

08/07/2012,

18:29-25

DBT2012
174714

Test Call Home Generated by USERID

Test Call Home Generated by USERID

* Send

Success
IBM
ber

FTP/TFTP

Pending

Assigned Service Num-
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Failed IBM

Corrected
Corrected
Refresh
Assigned Service Number IBM

IBM
Call Home Exclusion List

Call Home Exclusion List N

This table below shows the list of event IDs that will not be reported by call home. You can add events to this table by entering an event 1D in the text bax and clicking
the add button. Event IDs can ba obtained from the Event Log and Sarice Advisor Activity Log and entered into the textbox using the copy-and-paste function

O & maviemum of 20 svants can ba added tn this exchysion Est currantly 20 more events can be addad

Event ID Add
Selected _________Jindex ______Jevemti0 |
HNo entrias

Event ID
Add
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Monitors

System Status

IMM

Virtual Light Path

Event Log
IMM

Vital Product Data (VPD)

© Copyright IBM Corp. 2013

“System Status”
IMM

IMM [ 11

IMM Web|

System Status

Integrated Management Module

System Status

Virtual Light Path
Event Log

System Health Summary °

Server power n

Systam running in UEF!

arating normally. All monitored parametars ars O

details about tempesatures voltages and fan speeda

queation Fi Environmentals -

Restar IMM . Temparaturas (F1°C)

“System Health Summary”
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. X

tored parameters are abnormal

Server is operating normally

One or more moni-

“System Health Summary”

Environmentals Temperature

IMM

Ambignl Temp Threshalds (*C)

| Sensors HNan - Critical | Critical | Fatal

| Upper Threshold | 34 000000 | 37000000 | 41000000

| Lower Threshald | NiA |_T;' [ s
“Temperature Thresholds” MM

“Alerts” SNMP Alerts Settings Warning Alerts

“Remote Alert Recipient”

Warning Alerts

[ 30 SNMP
[ 28 |
“Alerts” SNMP Alerts Set-
tings Critical Alerts “Remote Alert Recipient”

Critical Alerts

[ 30 SNMP
[ 28 |
“Alerts” SNMP Alerts
Settings Critical Alerts “Remote Alert Recipient”

Critical Alerts

[ 30 SNMP

[ 28

IMM



Voltages IMM

Flanar 3 3V Thresholds Vo)

|I Sensors [ Maon - Critical [ critical T Fatal
| Upper Thrashold | (§ =Y 3 5GH000 | P
[ Lower Threshold | 1 3040000 H/A
“Voltage Thresholds” MM
IMM Web (VRM)
“Alerts” SNMP Alerts Settings Warn-
ing Alerts
[ 30 SNMP [

[ ]

“Alerts” SNMP Alerts Settings Critical
Alerts
[ 30 SNMP [
“Alerts” SNMP Alerts Settings

Critical Alerts

[ 30 SNMP
IMM
IMM
IMM
Fan Speeds (% of max) IMM Web



Fan 14 Tach Thresholds (RPK)

90

| SRNSHIS Hon - Critical Critical Fatal
| Upper Threshold | NA A A,
| Lower Threshold YA 200 MI00a0 FA
“Alerts” SNMP Alerts Settings Critical Alerts
[ 30 SNMP |
6. View Latest OS Failure Screen View OS Failure
Screen
IMM Premium IMM Standard
IMM Premium [ 4 IMM Standard IMM Pre
mium
IMM
IMM
a. IMM [ 11 2 IMM Web|
b. System Health View Latest OS Fail-
ure Screen
c. View OS Failure Screen
7. Users Currently Logged in IMM Web IMM
8. System Locator LED IMM Web
1. IMM [ 11 2, IMM Web|




Virtual Light Path

System X

Virtual Light Path
Virtual Light Path Color
POST (SMI) IMM
BMC Setup Utility
Dynamic System Analysis (DSA) IPMI
Setup Utility
M )
IMM
(IMM) IMM POST
(SMI) IMM Web IMM
DSA ASM
DSA DSA IPMI
IMM ASM
DSA DSA
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. IMM IPMI

(DMTF) DSP0244
DSP8007 IPMI
Web
IMM Web
Web
1. IMM [ 11 2 IMM Web|
2. Event Log
IMM System X
EventLog @
[LReload Log ] [ Claar Log | [ Save Log s Taxt Fia
3.
IMM Web severity W
E
4. Save Log as Text File Reload
Log Clear Log



Setup Utility

Setup Utility

POST
1.
2
2. <F1> Setup F1
3. System Event Logs
. POST POST Event Viewer
. System Event Log

Portable Dynamic System Analysis (DSA) Installable Dynamic Sys-

tem Analysis (DSA) IPMI IMM
ASM DSA

DSA Preboot DSA

Preboot Portable DSA Installable DSA DSA Preboot DSA Preboot

CD [http://www.ibm.com/systems/support/supportsite.wss/

[docdisplay?Indocid=SER V-DS A&brandind=5000008)|

IBM Web
1. [http://www.ibm.com/systems/support/|
2. Product support System x
3. Popular links Software and device drivers
4, Related downloads Dynamic System Analysis (DSA)
DSA
IPMlItool Linux
IPMItool IPMItool http://
IBM Web
1. [http://publib.boulder.ibm.com/infocenter/toolsctr/v1r0/index.jsp|
2. IBM System x and BladeCenter Tools Center
3. Tools reference Configuration tools IPMI tools
IPMitool
IPMI [http://publib.boulder.ibm.com/infocenter/systems/index jsp?topic=/|
[liaai/ipmi/liaaiipmi.htm|
1. [http://publib.boulder.ibm.com/infocenter/systems/index.jsp|
2. IBM Systems Information Center


http://www.ibm.com/systems/support/supportsite.wss/docdisplay?lndocid=SERV-DSA&brandind=5000008
http://www.ibm.com/systems/support/supportsite.wss/docdisplay?lndocid=SERV-DSA&brandind=5000008
http://www.ibm.com/systems/support/
http://sourceforge.net/
http://sourceforge.net/
http://publib.boulder.ibm.com/infocenter/toolsctr/v1r0/index.jsp
http://publib.boulder.ibm.com/infocenter/systems/index.jsp?topic=/liaai/ipmi/liaaiipmi.htm
http://publib.boulder.ibm.com/infocenter/systems/index.jsp?topic=/liaai/ipmi/liaaiipmi.htm
http://publib.boulder.ibm.com/infocenter/systems/index.jsp

3. Operating systems

on IBM systems

Linux information

Blueprints for Linux

Using Intelligent Platform Management Inter-
face (IPMI) on IBM Linux platforms

94

IMM Web Event Log IMM
16.
. Portable DSA Installable DSA
IBM
. IMM 1P Event Log
. IPMItool
IPMItool
. DSA Preboot
F2 DSA Preboot
. DSA Preboot DSA Preboot
CD DSA
Preboot
. F1
Setup Utility POST
03 Setup Utility |
L]
IMM
(VPD)
Vital Product Data IMM
1. IMM [ 11 2 IMM Web|
2. Vital Product Data
3. VPD
VPD
VPD VPD
(UUID)



17.

VPD

VPD

Machine type and
model

IMM

Serial number

IMM

UUID

(UUID)

32

VPD

18.

FRU name

(FRU)

Serial number

Mfg ID

19.

FRU name

(FRU)

Serial number

Mfg ID

Action

Timestamp

mm/dd/yy

hh:mm:ss

IMM VPD

Dynamic System Analysis

20. IMM UEFI

DSA

IMM
VPD

System x

Firmware type

Version string

Release date
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5 IMM

Tasks IMM
IMM

. IMM

Microsoft Windows

Server Power/Restart Activity Web

Integrated Management Module System X

Server Power | Restart Activity °

cour

Power-on hours: 234

Server Power | Restart Control @

Power Web
State Web
. /
° / UEFI
. UEFI
. UEFI
IMM

Restart count

© Copyright IBM Corp. 2013



IMM

Power-on hours

98

IMM
Server Power/
Restart Control IMM Supervisor
1. IMM [ 11 2, IMM Web|
2. Power/Restart Server Power/Restart Con-
trol
3.

Power on server immediately

Power on server at specified time

Power off server immediately

Shut down OS and then power off server

s

“Shut down OS and then power off server’
IMM IMM

Shut down OS and then restart server

“Shut down OS and then restart server”
IMM IMM

Restart the server immediately

Schedule daily/weekly power and restart actions



1. IMM Premium IMM IMM Standard IMM

Premium [ 4 IMM Standard IMM Pre
mium
2. IMM Web Supervisor
IMM
IMM Web
CD DVD
USB
. 1280 x 1024 (75 Hz)
. CD DVD USB
ISO
. IMM
IMM Java ActiveX applet
MM Java applet ActiveX applet MM
Java applet ActiveX applet
Java applet MM

Java applet

1. > >
2. Java Plug-in 1.5 Java Plug-in
3. Cache
4,
. Enable Caching Java
. Clear Caching IMM
Clear Caching
IMM [ 109 [
IMM Premium IMM IMM Standard
IMM Premium [ 4 IMM Standard IMM Pre
mum

2. Virtual Media Key

5 IMM 99
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IMM Java

Video Viewer

Video Viewer
(GUD)

Virtual Media Session

Virtual Media Session

ISO
CD DVD ISO
IMM [ 11 2, IMM Web|
Remote Control
Remote Control @

Status: Mo cumently active sessions
To control the server remotely. use one of the links at the bottom of the page. If you want exclusive remote access during
your session, click “Start Remote Control in Single User Mode.” If you want to allow other users remote console (KVM)
access during your session, click "Stant Remote Control in Multi-user Mode ™ A new window will appear that provides
access to the Remote Disk and Remote Console functionality. The Remate Disk functionality is launched from the
Remote Console window, “Tools™ drop-down menu. (Note that the Remote Disk function does not support multiple users)
To protect sensitive disk and KVM data during your session, click the "Encrypt disk and KVM data during transmission”
check box before starting Remote Control. For complete secunty, this should be used in conpunction with SSL (SSL can
be configured on the Securnity page under IMM Control)

® Use the Java Client

O Use the ActveX Chent with Microsoft Intemet Explorer
Note: An Internet c tion is required to download the Java Runtime Environment (JRE) if the Java Plug-in is not
already installed. Remote Control is supported for Sun JRE 6.0 update 10 or later versions
Get Java Web Start and the latest Java Runtime here

[ Encrypt disk and KVM data duning transmission

[ Disable USB high speed performance (Change takes effect after an IMM Restart)
Start Remote Control in Single User Mode
Start Remote Control in Multi-User Mode

. Use the Java Client Java applet
. Use the ActiveX Client with Microsoft Internet Explorer Win-
dows Internet Explorer ActiveX applet
IMM V1.28 32 ActiveX Remote Presence
Client IMM V1.30 64 ActiveX Client



4, Remote Control
Start Remote Control in Single User Mode

(KVM) Start
Remote Control in Multi-user Mode
Remote Control Encrypt disk and KVM data dur-
ing transmission ADES
Video Viewer Virtual Media Session
1. Virtual Media Session 107
I |
2. Remote Control Web
Remote Control
3. Setup Utility IMM
IMM
MM Setup Utility

Video Viewer

1. Video Viewer File
2. Capture to File
3.

5 IMM 101



JPG JPEG

File View Macros Tools Hedp

IHH Sustem Event Loo

Ll Save

Save e |[[C7] My Documents

la [ My Viteos

T Access Connecions 3 Snaglt Catalog
[ Blueinoth Exchange Folder [ Updater

[ Downloads

5 My eBooks

=] My Music

2 My Pichures

File Naime:

Filess of Type: | *.jpg or *jpeg flkes

Video Viewer
Video Viewer View

Refresh
Video Viewer

Full Screen

Video Viewer Video Viewer
Windowed
Video Viewer Video Viewer

Fit Video Viewer

Video Viewer
Video Viewer

IMM
II

1. Video Viewer View
2. Color Mode
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. 7 9 12 15
. 16 32 64 128
File [View'| Macros Tools Hedp
Refresh
Full Screen

Fit

Color Mode b Color  * 7hit
Grayscale ¥ 9 bit

System Sett ing:
Date and Time

Start Options
Boot Manager

Event
Security

nre

sten Configuration and Boot Management

=1t ings
Load Default Settings
Exit Setup

Ctrl+Alt+Del

Video Viewer

Macros
Soft Key

Microsoft Windows
Fl1

IMM 103
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File View [Macros| Tools Help
Cirl-AlR-Ded
Ali-Tab
Al-ESC
Cir-ESC

Al-Lnter

Aty e

AT

PriScm
AlLPriScm

Fl

Pause

Tab

Cirl-Ender

SyaReq
All-SysRedq

AlLL Shifl.R Shift Esc
Cirl-All-Backspace
AlLF?

Cirl-AlRF?

Soft Key

All-Space System Configuration and Boot Hanagenent

e ha
of the

Video Viewer Macros

1. Video Viewer Macros
2. Soft Key Add

3. New

4.

5 OK

Video Viewer

Linux X

Ctrl+Alt+F2

Delete

OK




DA e

Video Viewer Tools
Session Options
Session Options General
Pass all keystrokes to target
OK

Video Viewer

Remote Control Tools
Session Options
Session Options Mouse

File Wiew Macros Tools Help

IHH System Event Log

Tl Session Optians
General | Mouse | Browser

Singhe Cursor
Termination Key: |F12 -
Mouse Moo

= Abmohse

Redative

Redatives {defaull Linux acoeberation)

Absolute

Relative

IMM
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Relative (default Linux acceleration)

Linux
Linux
Video Viewer

1. Video Viewer Tools
2. Single Cursor

Video Viewer
KVM

Tools > Session Options > Mouse
Video Viewer Web
Video Viewer

1. Video Viewer Tools
2. Power

On

Off

Reboot

Cycle

Video Viewer

1. Video Viewer Tools
2. Stats

Frame Rate

Bandwidth

Compression

100.0%
10%

Packet Rate
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Windows (RDP) RDP

KVM RDP
Virtual Media Session CD DVD
USB
USB

1. USB

e Microsoft Windows Server 2008

¢ Microsoft Windows Server 2003

* Red Hat Linux V4.0 V5.0

¢ SUSE Linux V10.0

* Novell NetWare 6.5
2. Java 1.5
3. Intel Pentium III 700 MHz
1. IMM [ 11 2, IMM Web|
2. Remote Control
3. Remote Control Start Remote Control

. Start Remote Control in Single

User Mode
. (KVM) Start
Remote Control in Multi-user Mode
Video Viewer

4, Virtual Media Session Video Viewer Tools >

Launch Virtual Media

Remote Control Encrypt disk and KVM data dur-
ing transmission ADES
Virtual Media Session Video Viewer Virtual Media Session
Virtual Media Session
I1SO CD

DVD ISO

5 IMM 107
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IMM V1.03

CD DVD
CDh DVD

Mount Selected

Add Image
Virtual Media Session

Select

ISO
ISO

Unmount All

IMM

RDOC

1
2
3. Browse
4 Name

Delete

IMM V1.02

CD DVD
CD DVD

Add Image
Virtual Media Session

IMM
1. RDOC
2. Upload
3. Browse

Upload

IMM
IMM Web

OK

RDOC Setup

Mapped

ISO

ISO

Mapped

IMM
IMM Web

1.44 MB

1.44 MB



4, Name OK

RDOC Setup
Delete
Video Viewer Virtual Media Session
PXE
(PXE)
1. IMM [ 11 2, IMM Web|
2. PXE Network Boot
3. Attempt PXE network boot at next server restart
4. Save
Firmware Update MM System x

Dynamic System Analysis (DSA)

IBM Web
1. IMM

a. [http://www.ibm.com/systems/support/|

b. Product support System x BladeCenter

c. Popular links Software and device drivers

d.

e. IMM DSA
2. IMM [ 11 2, IMM Web)|
3. Firmware Update
4. Browse
5.

System x
b.
IMM EXE BIN
6. Open Browse
5 IMM 109


http://www.ibm.com/systems/support/

7. Update IMM

110

8. Confirm Firmware Update
Cancel
9. Continue
10. IMM Restart IMM Restart
System x DSA IMM
11. OK IMM
12. OK
13. IMM IMM Web
Setup Utility IMM
Setup Utility MM
1.
2
2. F1 Setup F1
Setup Utility
Setup Utility System Settings
4. Integrated Management Module
Reset IMM

File WView Macros Todls Help

Integrated Hanagement Hodule

reset your IHA.

Disallow commands on USE Interface
Netuwork Configuration

Reset TMM to Defaults

Ti=Hove Highligh

POST Watchdog Timer Select this option
ST Hatchdo lue




IMM

IMM reset command has been sent successfully!! Press ENTER to continue.

IMM 4 MM IMM

Unknown Error retrieving information from IMM

IMM IBM System x
MM IBM System x

IMM IBM
I[PMItool OpenIPMI
IBM Web IBM
IBM Web
1. [http://www.ibm.com/systems/support/|
2. Product support System x
3. Popular links Utilities
IPMitool
[PMlItool IPMI
[PMItool IMM
[PMItool IPMItool [http://sourceforge.net/]

OSA System Management Bridge

OSA System Management Bridge (SMBridge)
IPMI 1.5 Serial over LAN (SOL)

SMBridge [http://www-947.ibm.com/systems/support/
[supportsite. wss/docdisplay?Indocid=MIGR-62198&brandind=5000008|
1. [http://www.ibm.com/systems/support/|
2 System x
3. Support & downloads Search
4 smbridge Search
5 SMBridge Tool Help - Servers

IBM Advanced Settings Utility

IBM Advanced Settings Utility (ASU) V3.0.0 IMM ASU
IMM ASU IMM
USB (LAN over USB) ASU IPMI

5 IMM 111


http://www.ibm.com/systems/support/
http://sourceforge.net/
http://www-947.ibm.com/systems/support/supportsite.wss/docdisplay?lndocid=MIGR-62198&brandind=5000008
http://www-947.ibm.com/systems/support/supportsite.wss/docdisplay?lndocid=MIGR-62198&brandind=5000008
http://www.ibm.com/systems/support/

ASU [http://www-947 ibm.com/systems/support/supportsite. wss/|
[docdisplay?Indocid=MIGR-55021&brandind=5000008|

—_—

[http://www.ibm.com/systems/support/|

2. System x Product family Go
3. Refine results Advanced Settings Utility Go
4, ASU
IBM
IBM
IMM DSA
1 [http://www.ibm.com/systems/support/]
2 Product support System x
3. flash utility Search
4
IMM
IMM
* IMM Web
* SNMPvl
* SNMPv3
e Telnet CLI
* SSH CLI
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http://www-947.ibm.com/systems/support/supportsite.wss/docdisplay?lndocid=MIGR-55021&brandind=5000008
http://www-947.ibm.com/systems/support/supportsite.wss/docdisplay?lndocid=MIGR-55021&brandind=5000008
http://www.ibm.com/systems/support/
http://www.ibm.com/systems/support/

6 LAN over USB
BMC Remote Supervisor Adapter II IMM IPMI USB
IMM LAN over USB IMM
IMM IMM NIC
LAN over USB IMM Web “USB ”
LAN over USB IMM 1P 169.254.95.118
255.255.0.0 x3850 X5 x3950 X5
IMM LAN over USB IMM 1P 169.254.96.118
LAN over USB
IMM LAN over USB /
Open MPI Open MPI IMM LAN
over USB LAN over USB
IMM LAN over USB
LAN over USB
. Open MPI
. Linux ifdown
. Linux rmmod
. IMM USB
USB Linux Windows
IMM USB IMM
Web Firmware Update 109
USB
[ 18 |
- IMM Web LAN over USB [ 21 USB|
- Web LAN over USB
1. Web
2. Blade Tasks Blade Configuration
3. Blade Configuration Web LAN over USB
LAN over USB
4,
5. Disable LAN over USB
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LAN over USB

114

IMM LAN over USB LAN
over USB Advanced Settings Util-
ity (ASU) LAN over USB

IBM Web IBM Transitioning to UEFI and IMM

MM LAN over USB

LAN over USB
LAN over USB IBM Web IBM

Transitioning to UEFI and IMM

Windows IPMI

Microsoft Windows Server 2003 R2 Microsoft IPMI
Microsoft IPMI

1. Windows > >

2. / Windows

3.

4.

5.

Windows CD

LAN over USB Windows

Windows RNDIS
Windows LAN over USB Windows
INF INF Windows IMM UEFI DSA
Windows INF
1. Windows MM DSA 109
2. ibm_rndis_server_os.inf device.cat
\WINDOWS\inf
3. Windows 2003 ibm rndis_server_ os.inf
\WINDOWS\inf PNF Win-
dows 2008 RNDIS
> > \Windows\inf

ibm_rndis_server_ os.inf

5. Windows Windows Update



8. 1] n

9.

10. IBM USB Remote NDIS Network Device

11. ipconfig Enter IBM USB RNDIS

1P 169.254 xxx.xxx 255.255.0.0

LAN over USB Linux

Linux RHELS5 Update 2 SLES10 Service Pack 2
LAN over USB
1P 169.254.95.130 255.255.0.0
Linux LAN over USB
Linux LAN over USB IBM Web IBM

Transitioning to UEFI and IMM

IMM LAN over USB usbnet cdc_ether
modprobe
IMM USB IMM USB

dmesg | grep -i cdc ether

ifconfig 169.254 xxx.xxx 1P
ifconfig IMM_device_name 169.254.1.102 netmask 255.255.0.0

169.254 xxx.xxx 1P

6 LAN over USB 115
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IMM

(CLD MM Web Web
Telnet SSH CLI IMM
CLI
IPMI IMM
IMM User ID 2 USERID PASSWORD
(0] Supervisor
IMM IPMI
IPMI 2.0
SMBridge IPMItool
SMBridge
IPMItool [ 111
[PMItool | SMBridge [ 111 OSA Sys-
tem Management Bridge |
Serial over LAN
SMBridge IPMlItool Serial over LAN
(SOL) IPMItool [ 111
[PMItool | SMBridge [ 111 OSA Sys-
tem Management Bridge |
IMM 1P Telnet ~ SSH [ 31
[serial-to-Telnet SSH |
1. IMM
2.
3. IMM
system>
exit

© Copyright IBM Corp. 2013
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command [arguments] [-options]

ifconfig eth® -i 192.168.70.34 -g 192.168.70.29 -s 255.255.255.0

118

ifconfig eth0 -io-g -s
CLI
. Telnet SSH CLI
Telnet
Telnet 0 1 2 Telnet
. 160
. Backspace
. history

system> history

0
1
2
3
4

ifconfig ethO
readlog
readlog
readlog
history

system> 10
-state enabled

-C
-

-g
=S
-Nn
-r
-d
-m
-b
-1

dthens
192.168.70.125
0.0.0.0
255.255.255.0
IMMAOOO96BIEOO3A
auto

auto

1500
00:09:6B:9E:00:3A
00:00:00:00:00:00

system>

2048

2 KB



flashing

system> power on

State: System power off/State unknown

ok
system> power state
Power: On
system>
. -h

system> power -h
system> power -help
system> power ?

?

system> help
system> ?

-help

ifconfig eth0 -1192.168.70.133

ifconfig eth® -i 192.168.70.133
?

help

* exit
* help
* history

exit

help

history

system> history

0 ifconfig ethd

1 readlog

2 readlog

3 readlog

4 history
system> ifconfig eth0O
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-state enabled

-c dthens

-1 192.168.70.125

-g 0.0.0.0

-s 255.255.255.0

-n IMMAOOO96BIEOO3A
-r auto

-d auto

-m 1500

-b 00:09:6B:9E:00:3A
-1 00:00:00:00:00:00
system>

* clearlog
* fans

* readlog
* syshealth
* temps

* volts

* vpd

clearlog
clearlog IMM

fans

fans

system> fans
fanl 75%
fan2 80%
fan3 90%
system>

readlog
readlog IMM

readlog

readlog -f

readlog [options]
option:
-f
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system> readlog -f

1 I SERVPROC 12/18/03 10:18:58 Remote Login Successful.

Login ID:''USERID' CLI authenticated from 192.168.70.231 (Telnet).'
12:22 Remote Login successful.

web browser at IP@=192.168.70.231"'

2 I SERVPROC 12/18/03
Login ID: ''USERID' f
3 E SERVPROC 12/18/03
4 E SERVPROC 12/18/03
5 E SERVPROC 12/18/03
system> readlog

6 E SERVPROC 12/18/03
7 E SERVPROC 12/18/03
8 I SERVPROC 12/18/03
9 I SERVPROC 12/18/03

being used: 0x00-09-6B-CA-0C-80

system>

syshealth

syshealth
IMM

system> syshealth
Power On

10:

rom

10:
:10:37
10:

10

10:
10:
10:
10:

10:37

10:37

09:31
09:31
09:25
09:24

State System on/starting UEFI

Restarts 71
system>

tern;:s
temps

system> temps

Temperatures are displayed

WR W

Failure reading I2C device.

Environmental monitor not responding.

Failure reading I2C device.

Fan 2 Fault. Multiple fan failures
Fan 1 Fault. Single fan failure

Ethernet[0] Link Established at 106Mb, Full Duplex.
Ethernet[0] configured to do Auto Speed/Auto Duplex.
10 I SERVPROC 12/18/03 10:09:24 Ethernet[0] MAC Address currently

Web

in degrees Fahrenheit/Celsius
SS

HS

CPUl  65/18 72/22
CPU2  58/14 72/22
DASD1 66/19 73/23

Amb 59/15 70/21
system>
1
WR
W
T
SS
HS
2.
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volts
volts Web

system> volts
HSL  SSL WL WRL V WRH  WH  SSH HSH

5v 5.02 4.00 4.15 4.50 4.60 5.25 5.50 5.75 6.00
3.3v. 3.35 2.80 2.95 3.05 3.10 3.50 3.65 3.70 3.85
12v 12.25 11.10 11.30 11.50 11.85 12.15 12.25 12.40 12.65
-5v -5.10 -5.85 -5.65 -5.40 -5.20 -4.85 -4.65 -4.40 -4.20
-3.3v -3.35 -4.10 -3.95 -3.65 -3.50 -3.10 -2.95 -2.80 -2.70
VRM1 3.45

VRM2 5.45

system>

HSL
SSL
WL
WRL

WRH
WH
SSH
HSH

vpd
vpd (sys) IMM (bios) Dynamic
System Analysis Preboot (dsa) Web

vpd sys
vpd IMM
vpd biosvpd dsa

system> vpd dsa

Type Version ReleaseDate
dsa D6YT19AUS 02/27/2009
system>
* reset
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power

power power

power on
power off -S
power state

power cycle -S

power on
power off [-s]
power state
power cycle [-s]

reset
reset

reset [ ]
options:
-s

console

console

console IMM

console 1

* dhcpinfo

* dns

* gprofile

* ifconfig

* ldap

* ntp

* passwordcfg
* portcfg

e slp
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* srcfg

e ssl

* tcpcmdmode
* timeouts

* usbeth

¢ users

dhcpinfo

dhcpinfo DHCP ethO 1P
DHCP ifconfig DHCP

dhcpinfo ethO

system> dhcpinfo eth@

-server : 192.168.70.29

-n : IMMA-00096B9EOO3A

=i : 192.168.70.202

-g : 192.168.70.29

-s : 255.255.255.0

-d : Tinux-sp.raleigh.ibm.com

-dnsl : 192.168.70.29
-dns2  : 0.0.0.0

-dns3 : 0.0.0.0

-i6 : 0::0

-dé IR

-dns61 0::0

-dns62 : 0::0

-dns63 0::0

system>

-server DHCP

-n

-1 IPv4

-dnsl IPv4 DNS Ip

-dns2 IPv4 DNS IP

-dns3 IPv4 DNS 1P

-i6 IPv6

-d6 IPv6

-dns61 IPv6 DNS Ip

-dns62 IPv6 DNS IP

-dns63 IPv6 DNS 1P
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dns

dns

dns IMM DNS

DNS IMM

system> dns
-state : enabled

-il : 192.168.70.202
-i2 : 192.168.70.208
-i3 : 192.168.70.212
-i61 : fe80::21a:64ff:fee6:4d5
-162 : feB80::21a:64ff:feeb:4d6
-i163 : fe80::21a:64ff:feeb:4d7
-ddns  : enabled
-dnsrc : dhcp
-p : ipvb
system>
-state DNS enabled disabled
-1l IPv4 DNS 1P
-2 IPv4 DNS IP
-i3 IPv4 DNS 1P
-i61 IPv6 DNS 1P
-162 IPv6 DNS IP
-i63 IPv6 DNS 1P
-ddns DDNS enabled disabled
-dnsrc DDNS dhcp manual
-p DNS ipvé ipv6
gprofile
gprofile IMM
-clear Enabled disabled
-n group_name 63
group_name
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Supervisor operator rbs <
> nsluamlrcalrcrdalrpribacicelaac

-h

gprofile [I - 16] [options]

options:

-clear state

-n group_name

-a security level:
-ns network and security
-uam user account management
-rca remote console access

-rcrda remote console and remote disk access

-rpr remote server power/restart access

-bac basic adapter configuration
-ce ability to clear event logs

-aac advanced adapter configuration

-h

ifconfig

ifconfig

ifconfig ethO

Adapter Networking and Security Configuration

-state disabled enabled
-C dhcp  static dthens dthens Web
try dhcp server, if it fails use
static config
-1 P
-8
-8
-n 63
-dn
-ipv6 IPv6 disabled enabled
-lla MM
1IPv6
-ipv6static IPv6 disabled enabled
-i6 IP 0 1P IPv6
-p6 1 128




-g6 0 IP
IPv6

-dhcp6 DHCPv6 disabled enabled
-sab 1Pv6 disabled enabled
-address_table 1Pv6

IPv6
-auto Data | true false

Rate Duplex

-r 10 100 auto
-d full half auto
-m MTU 60 1500
-1 LAA MAC

ifconfig eth0 [options]
options:

-state interface_state
-c config_method

-1 static_ip_address

-g gateway_address

-s subnet_mask

-n hostname

-r data_rate

-d duplex_mode

-m max_transmission_unit
-1 locally_administered_MAC

system> ifconfig ethO
-state enabled

-c dthens

-i 192.168.70.125

-g 0.0.0.0

-s 255.255.255.0

-n IMMAOOO96BIEOO3A
-r auto

-d auto

-m 1500

-b 00:09:6B:9E:00:3A
-1 00:00:00:00:00:00

system> ifconfig eth® -c static -i 192.168.70.133

These configuration changes will become active after the next reset of the IMM.

system>

ifconfig -b

MAC

MAC
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Idap

Idap LDAP
-aom Enabled disabled
-a Local only LDAP only local first then LDAP LDAP
first then local
-b Bind with Anonymous bind with ClientDN and pass-
word bind with Login Credential
-C client_dn 63
-fn Active Directory forest_name
127
-d search_domain 31
-f group_filter 63
-g group_search_attr 63
-1 string 63
-p client_pw 15
-pc confirm_pw 15
Idap -p client_pw -pc confirm_pw
confirm_pw client_pw
-r (DN) root_dn 63
-rbs Active Directory Enabled disabled
slip 1 /1P host name/ip_addr 63
1P
s2ip 2 /1P host name/ip_addr 63
P
s3ip 3 /1P host name/ip_addr 63
1P
-sdip 4 /TP host name/ip_addr 63
1P
slpn 1 port_number 5
s2pn 2 port_number 5
s3pn 3 port_number 5
s4pn 4 port_number 5
-t -rbs Role Based Secu-
rity Snap-In Active Directory
-u UID search_attrib 23




DNS

LDAP

Off On

1dap [options]

options:
-aom enabled|disabled|
-a loc|ldap|locId|ldloc
-b anon|client|login
-c client_dn
-d search_domain
-fn forest_name
-f group_filter
-g group_search_attr
-1 string
-p client_pw
-pc confirm_pw
-r root_dn
-rbs enabled|disabled
-slip host name/ip_addr
-s2ip host name/ip_addr
-s3ip host name/ip_addr

-s4ip host
-slpn port_
-s2pn port_
-s3pn port_
-s4pn port_
-t name

-u search_a
-v off]|on
-h

ntp
ntp

name/ip_addr
number
number
number
number

ttrib

(NTP)

Enabled

disabled

-1

Ip

NTP

£

IMM

1440

-synch
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ntp [options]
options:

-en state

-i  hostname

-f  frequency
-synch

system> ntp
-en: disabled
-f: 3 minutes
-i: not set

passwordcfg
passwordcfg

-legacy

-high

-exp 0 365 0

-cnt 0 5

-nul (yes | no)

-h

passwordcfg [options]

options: {-high}|{-legacy}|{-exp|-cnt|-nul}
-Tegacy

-high

-exp:

-cnt:

-nul:

-h

system> passwordcfg
Security Level: Legacy
system> passwordcfg -exp 365

ok

system> passwordcfg -nul yes
ok

system> passwordcfg -cnt 5
ok

system> passwordcfg
Security Level: Customize
-exp: 365

-cnt: 5

-nul: allowed

portcfg

portcfg
Adapter Networking and Security Configuration
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-b 9600 19200 38400 57600 115200 230400

-climode CLI none cliems cliuser
* none

e cliems EMS

e cliuser

portcfg [options]
portcfg [options]
options:

-b baud rate
-climode cli_mode
-cliauth cli_auth

system> portcfg

-b : 115200

-climode : 2 (CLI with user defined keystroke sequences) system>
system>

portcontrol

portcontrol IMM
Adapter Networking and Security Configu-
ration

-ipmi IPMI on off

portcontrol [options]
options:
-ipmi status

system> portcontrol
-ipmi: on
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srcfg

ssl

srcfg

ing and Security Configuration

-exitcliseq

srcfg

Adapter Network-

-exitcliseq

CLI

-entercliseq

srcfg [options]

options:

-exitcliseq exitcli_keyseq

system> srcfg
-exitcliseq ~[Q

system>

ssl

(SSL)

SSL

SSL

-S€

SSL

h

ss1 [options]

options:
-ce on
-se on
-h

Server secure transport enable

Server Web/CMD key status

off
off

ssl

Private Key and Cert/CSR not available

Private Key and CA-signed cert installed

Private Key and Auto-gen self-signed cert installed

Private Key and Self-signed cert installed

Private Key stored, CSR available for download




SSL server CSR key status

Private Key and Cert/CSR not available

Private Key and CA-signed cert installed

Private Key and Auto-gen self-signed cert installed
Private Key and Self-signed cert installed

Private Key stored, CSR available for download

SSL client LDAP key status

Private Key and Cert/CSR not available

Private Key and CA-signed cert installed

Private Key and Auto-gen self-signed cert installed
Private Key and Self-signed cert installed

Private Key stored, CSR available for download

SSL client CSR key status

Private Key and Cert/CSR not available

Private Key and CA-signed cert installed

Private Key and Auto-gen self-signed cert installed
Private Key and Self-signed cert installed

Private Key stored, CSR available for download

timeouts
timeouts timeouts
Web
-0 disabled 2.5 3 3.5 4
1 dis-

abled 05 1 15 2 25 3 35 4
45 5 75 10 15 20 30 60
120

timeouts [options]
options:

-0 0S_watchdog option

-1 loader_watchdog_option

system> timeouts

-0 disabled

-1 3.5

system> timeouts -0 2.5
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ok

system> timeouts
-0 2.5

-1 3.5

usbeth
usbeth LAN over USB

[ 21 USB

usbeth [options]
options:
-en <enabled|disabled>

system>usbeth

-en : disabled
system>usheth -en enabled
ok

system>usbheth

-en : disabled

users
users
users
. 1 12 1 12
. 16
. 5 16

— super (supervisor)
— ro (read only)

“l”

am (User account management access)

rca (Remote console access)

rcvma (Remote console and virtual media access)
pr (Remote server power/restart access)

cel (Ability to clear event logs)

bc (Adapter configuration [basic])

nsc (Adapter configuration [network and security])

ac (Adapter configuration [advanced])
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users [options]
options:
-user number

-n
-p
-a

username
password
authority level

system> users

1.

Password Expires: no expiration

2.

Password Expires: no expiration

3.

Password Expires: no expiration

4.

5. jacobyackenovic custom:ce]lac
Password Expires: no expiration
system> users -7 -n sptest -p PASSWORD -a custom:am|rca|cel|nsc|ac

ok

USERID Read/Write
manu Read Only
eliflippen Read Only

<not used>

system> users

1.

Password Expires: no expiration

2.

Password Expires: no expiration

3.

Password Expires: no expiration

4.

5. jacobyackenovic custom:ce]lac
Password Expires: no expiration

6.
7.

Password Expires: no expiration

8.
9.
10
11
12

USERID Read/Write
test Read/Write
test2  Read/Write

<not used>

<not used>

sptest custom:am|rca|cel|nsc|ac

<not used>
<not used>

. <not used>
. <not used>
. <not used>

system>

IMM

IMM

clearcfg

clock

clearcfg
clock
identify
resetsp

update

clearcfg IMM

clock IMM
GMT

IMM

GMT

IMM
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. GMT +2 +10

. +2 off ee gtb egt fle
. +10 off ea tas vlad

. 2000 2089 2000 2089

. 9:50:25 09:50:25

* GMT +2:00 +2 2 -5:00 -5

clock [options]

options:

-d mm/dd/yyyy

-t hh:mm:ss

-g gmt offset

-dst on/off/special case

system> clock

12/12/2003 13:15:23 GMT-5:00 dst on
system> clock -d 12/31/2004

ok

system> clock

12/31/2004 13:15:30 GMT-5:00 dst on

identify
identify -d -s on

identify [options]
options:

-s on/off/blink
-d seconds

system> identify

-s off

system> identify -s on -d 30
ok

system>

resetsp
resetsp MM
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update

update IMM
filename TFTP 1P
IMM -V
TFTP
-1 TFTP 1P

1

-V

update -i TFTP_server_IP_address -1 filename

system>update -i 192.168.70.200
Firmware update is in progress.
Downloading image - 66%

system>update -i 192.168.70.200
Firmware update is in progress.
Image Downloaded.

system>update -i 192.168.70.200
Firmware update is in progress.
Image Downloaded.

Flashing image - 45%

system>update -i 192.168.70.200
Firmware update is in progress.
Image Downloaded.

Flash operation completed.
system>

system>update -i 192.168.70.200 -1 dsa_d6yt28a_68608 2.upd

-1 imm_yuoo20a.upd -v

Please wait..

-1 imm_yuoo20a.upd -v

Please wait..

-1 imm_yuoo20a.upd -v

Please wait..

-1 imm_yuoo20a.upd -v

Please wait..

#

Firmware update is in progress. Please wait..

Downloading image: ################FFFHRFRAFEFHHFRRAAFHHIHRARAAFHHIRS

Flashing image: ###############################R#ARRAARRRARHAAHHHAHH

Flash operation completed.

Service Advisor

Service Advisor
* autoftp

e chconfig

* chlog

e chmanual

* events

e sdemail

137



138

autoftp

autoftp Service Advisor

Service Advisor

FTP/TFTP

-m ftp tftp  disabled
-1 ftp/ | IP
tftp 1P
-p ftp/tftp port_number 1 65535
-u user_name 63
ftp
-pw password 63
ftp
fip 4 -p -u pw ifip -1
P

autoftp [ 1
options:

-m ftp|tftp|disable
-i host name|ip_addr
-p port_number

-u user_name

-pw password

chconfig

chconfig IMM Service Advisor

-li Service Advisor view accept
Service Advisor

-sa Service Advisor IBM enabled disabled
-sc IBM Service Support Center ISO
-ca address 30
-cci city 30
-ce userid@hostname email_addr 30
-cn contact_name 30




-Co / company_name 30
-cph phone_number 5 30
-Cs state/provice 2 3
-cz postal_code 9
-loc HTTP 1P host_name/ip_addr

63 1P
-po HTTP port_number 1 65535
-ps HTTP enabled disabled
-pw HTTP password 15
-u HTTP user_name 30

1. -li Service Advisor
2. Contact Information

Service Advisor IBM

IBM Service Support Center
HTTP

chconfig [ ]
options:

-1i view|accept

-sa service advisor state
-sc country_code

-ca address

-cci city

-ce email_addr

-cn contact_name

-co company_name

-cph phone_number

-cs state/provice

-cz postal_code

-loc host_name/ip_addr
-po port_number

-ps status

-pw password

-u user_name

chlog

Service Advisor
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-event_index

-ack

yes no

-S

IBM

-f

FTP/TFTP

chlog [ ]
options:
-event_index
-ack yes|no
-s

-f

chmanual

chmanual

Service Advisor

-test

-desc

description

100

chmanual [ ]
options:
-test

-desc description

events

events

Service Advisor

-che

-add

event_id

0xhhhhhhhhhhhhhhhh

event_idlall

Oxhhhhhhhhhhhhhhhh

all




events [ 1
options:-che {-add}|{-rm}
-add event_id

-rm event_id|all

sdemail
sdemail
-subj email_subject 119
-to email_addrs 119
sdemail [ 1
options:

-subj email_subject
-to email_addrs

141




142



IBM
IBM
IBM IBM IBM
IBM IBM
IBM
. IBM IBM
IBM
IBM
. [http://www.ibm.com/systems/info/|
[x86servers/serverproven/compat/us| IBM
. |http://www.ibm.com/supportportal|
. IBM IBM
- IBM 4
- UEFI
. [ttp://www.ibm.com/support/entry/portal/Open_service_request|
(3 ”» IB M
IBM
IBM IBM
IBM

© Copyright IBM Corp. 2013 143


http://www-03.ibm.com/systems/info/x86servers/serverproven/compat/us
http://www-03.ibm.com/systems/info/x86servers/serverproven/compat/us
https://www-947.ibm.com/support/entry/myportal
https://www-947.ibm.com/support/servicerequest/newUserHome.action?displayRegKey=

IBM

144

IBM
[http://www.ibm.com/supportportal|
IBM
IBM http:/
www.ibm.com/supportportall IBM System x http://www.ibm.com/systems/x| IBM
pportp Y P y

BladeCenter [attp://www.ibm.com/systems/bladecenter; IBM IntelliStation

[http://www.ibm.com/systems/intellistation|

IBM DSA

IBM Enhanced Customer Data Repository IBM

IBM [http://www.ibm.com/de/]
[support/ecurep/terms.html|

IBM
. [http://www.ibm.com/de/support/ecurep/send_http.html|
. [http://www .ecurep.ibm.com/app/upload_hw|
. [http://www.ibm.com/de/support/ecurep/send_http.html#secure|
. [https://www.ecurep.ibm.com/app/upload_hwj|
Web
IBM Web
Web [http://www.ibm.com/support/mynotifications|
IBM IBM

[http://www.ibm.com/

[services/supline/products|



https://www-947.ibm.com/support/entry/myportal
https://www-947.ibm.com/support/entry/myportal
https://www-947.ibm.com/support/entry/myportal
http://www-03.ibm.com/systems/x
http://www-03.ibm.com/systems/bladecenter
http://www-03.ibm.com/systems/intellistation
http://www.ibm.com/de/support/ecurep/terms.html
http://www.ibm.com/de/support/ecurep/terms.html
http://www.ibm.com/de/support/ecurep/send_http.html
http://www.ecurep.ibm.com/app/upload_hw
http://www.ibm.com/de/support/ecurep/send_http.html#secure
https://www.ecurep.ibm.com/app/upload_hw
https://www-947.ibm.com/systems/support/myview/subscription/css.wss/folders?methodName=listMyFolders
http://www-03.ibm.com/services/supline/products
http://www-03.ibm.com/services/supline/products

IBM [http://www.ibm.com/services|

[http://www.ibm.com/planetwide]
800-810-1818 5300  010-84981188 5300

IBM IBM

IBM [http://www.ibm.com/

II-)artnerworlal Business Partner Locator IBM

[http://www.ibm.com/planetwide] 800-810-1818 5300

010-84981188 5300

24 7

IBM

IBM

£ 1BM i 01 IR FE A6 5 =%, ¢
190 1 5 4 ) A TR A
BL TR B 7 5 3 i
FwEEL - 0800-016-888

IBM

IBM Taiwan Corporation

3F, No 7, Song Ren Rd.

Taipei, Taiwan
0800-016-888

A. 145


http://www-935.ibm.com/services/us/en/it-services/gts-it-service-home-page-1.html
http://www.ibm.com/planetwide
http://www-304.ibm.com/partnerworld/wps/servlet/ContentHandler/pw_home_pub_index
http://www-304.ibm.com/partnerworld/wps/servlet/ContentHandler/pw_home_pub_index
http://www.ibm.com/planetwide

146



IBM
IBM IBM
IBM
IBM IBM
IBM

IBM

IBM Director of Licensing

IBM Corporation

North Castle Drive

Armonk, NY 10504-1785

U.S.A.
International Business Machines Corporation® ”

IBM /
/
IBM Web
Web Web IBM
Web
IBM
IBM IBM ibm.com International Business Machines Corp.
IBM

Web [ttp://www .ibm.com/legal/us/en/copytrade.shtml| IBM
Adobe PostScript Adobe Systems Incorporated /
Cell Broadband Engine Sony Computer Entertainment, Inc. /

© Copyright IBM Corp. 2013 147


http://www.ibm.com/legal/us/en/copytrade.shtml

Intel Intel Xeon Itanium Pentium Intel Corporation

Java Java Oracle /
Linux Linus Torvalds /
Microsoft Windows Windows NT Microsoft Corporation /
UNIX The Open Group
CD DVD
KB 1024 MB

1048576 GB 1073741824

MB 1000000 GB 1000000000

IBM

(TBW)
IBM
/
IBM ServerProven® IBM
IBM IBM IBM
IBM

148



IBM

IBM
21.
. ASHRAE 52.2! 40% MERV 9
. MIL-STD-282 (HEPA)
99.97%
. 60%*
. Gl ANSI/ISA 71.04-1985
. 30 300 A

' ASHRAE 52.2-2008 - Method of Testing General Ventilation Air-Cleaning Devices for Removal
Efficiency by Particle Size (American Soci-
ety of Heating, Refrigerating and Air-Conditioning Engineers, Inc.)

2

3 ANSI/ISA-71.04-1985  Environmental conditions for process measurement and control sys-
tems: Airborne contaminants Instrument Soci-

ety of America

Adobe PDF
PDF Web PDF

Information Development

IBM Corporation

205/A015

3039 E. Cornwallis Road

P.O. Box 12195

Research Triangle Park, North Carolina 27709-2195
U.S.A.

IBM IBM IBM

B. 149



IBM

150

FCC

FCC 15 A

FCC

IBM

FCC 15 (D
(@)

A

A ICES-003

Avis de conformité a la réglementation d’Industrie Canada

Cet appareil numérique de la classe A est conforme a la norme NMB-003 du Canada.

A
A

EMC

2004/108/EC
IBM IBM

EN 55022 A



International Business Machines Corp.
New Orchard Road Armonk, New York 10504
914-499-1900

IBM Deutschland GmbH
Technical Regulations, Department M372
IBM-Allee 1, 71139 Ehningen, Germany
+49 7032 15 29411
lugi@de.ibm.com

Deutschsprachiger EU Hinweis: Hinweis fiir Gerdte der Klasse A EU-Richtlinie
zur Elektromagnetischen Vertraglichkeit

Dieses Produkt entspricht den Schutzanforderungen der EU-Richtlinie 2004/108/EG zur
Angleichung der Rechtsvorschriften iiber die elektromagnetische Vertriglichkeit in den
EU-Mitgliedsstaaten und hilt die Grenzwerte der EN 55022 Klasse A ein.

Um dieses sicherzustellen, sind die Geridte wie in den Handbiichern beschrieben zu
installieren und zu betreiben. Des Weiteren diirfen auch nur von der IBM empfohlene
Kabel angeschlossen werden. IBM iibernimmt keine Verantwortung fiir die Einhaltung der
Schutzanforderungen, wenn das Produkt ohne Zustimmung der IBM verindert bzw. wenn
Erweiterungskomponenten von Fremdherstellern ohne Empfehlung der IBM gesteckt/
eingebaut werden.

EN 55022 Klasse A Gerdte miissen mit folgendem Warnhinweis versehen werden:
Warnung: Dieses ist eine Einrichtung der Klasse A. Diese Einrichtung kann im
Wohnbereich Funk-Stérungen verursachen; in diesem Fall kann vom Betreiber verlangt
werden, angemessene MaBnahmen zu ergreifen und dafiir aufzukommen.

Deutschland: Einhaltung des Gesetzes uber die
elektromagnetische Vertraglichkeit von Geréten

Dieses Produkt entspricht dem Gesetz iiber die elektromagnetische Vertrédglichkeit von Gerdten
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