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Lenovo VMware Customized Image and VUM Reference Guide

The Lenovo VMware ESXi custom image contains important deliverables from Lenovo:

1. ltis tested across Lenovo's server and adapter portfolio with the same ServerProven® support guarantee

as VMware's base release.

2. The image enables support of Lenovo's tools, including ToolCenter that give the customer the ability to
flash server firmware such as: UEFI, XCC, and vendor firmware for supported 10 adapters.

3. The image includes the latest drivers that align with VMware's release schedule. These updated drivers

support Lenovo's portfolio.

This document provides additional information for VMware customized images available from Lenovo.
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ESXi Custom Image Download Links

Custom

Image
Version
Most Recent images

Targeted
Systems

Download URL

ESXi 6.5U2  ThinkSystem, https://vmware.lenovo.com/content/custom iso/6.5/6.5u2/SystemX
System X ThinkSystem/
ESXi 6.5U2  ThinkServer https://vmware.lenovo.com/content/2018 05/Lenovo Custom ISO/
6.5u2/ThinkServer/
ESXi 6.5U2  ThinkServer- https://vmware.lenovo.com/content/2018 05/Lenovo Custom SO/
TS440-TS540  6.5u2/ThinkServer-TS440-TS540/
ESXi 6.7 ThinkSystem, https://vmware.lenovo.com/content/custom iso/6.7/6.7/SystemXT hi
System X nkSystem/
ESXi 6.7 ThinkServer https://vmware.lenovo.com/content/custom iso/6.7/6.7/ThinkServer
/
Older images
ESXi6.5U1  ThinkSystem, https://vmware.lenovo.com/content/custom iso/6.5/6.5ul/
System X and
ThinkServer
ESXi 6.0U3  ThinkSystem, https://vmware.lenovo.com/content/custom iso/6.0/6.0u3/
System X and
ThinkServer
ESXi5.5U3 System X https://vmware.lenovo.com/content/custom iso/5.5/5.5u3/
ESXi 6.5a ThinkSystem https://vmware.lenovo.com/content/custom iso/6.5/6.5a/
ESXi 6.5b ThinkSystem https://vmware.lenovo.com/content/custom iso/6.5/6.5b/thinksyste
m/
ESXi 6.5b System X and https://vmware.lenovo.com/content/custom iso/6.5/6.5b/systemx/
ThinkServer
ESXi 6.0u2 System X https://vmware.lenovo.com/content/custom is0/6.0/6.0u2/

Note: A Minimum of 16 GB RAM is recommended to run the VMware ESXi Customized Image on Lenovo

ThinkSystem.



https://vmware.lenovo.com/content/custom_iso/6.5/6.5u2/SystemXThinkSystem/
https://vmware.lenovo.com/content/custom_iso/6.5/6.5u2/SystemXThinkSystem/
https://vmware.lenovo.com/content/2018_05/Lenovo_Custom_ISO/6.5u2/ThinkServer/
https://vmware.lenovo.com/content/2018_05/Lenovo_Custom_ISO/6.5u2/ThinkServer/
https://vmware.lenovo.com/content/2018_05/Lenovo_Custom_ISO/6.5u2/ThinkServer-TS440-TS540/
https://vmware.lenovo.com/content/2018_05/Lenovo_Custom_ISO/6.5u2/ThinkServer-TS440-TS540/
https://vmware.lenovo.com/content/custom_iso/6.7/6.7/SystemXThinkSystem/
https://vmware.lenovo.com/content/custom_iso/6.7/6.7/SystemXThinkSystem/
https://vmware.lenovo.com/content/custom_iso/6.7/6.7/ThinkServer/
https://vmware.lenovo.com/content/custom_iso/6.7/6.7/ThinkServer/
https://vmware.lenovo.com/content/custom_iso/6.5/6.5u1/
https://vmware.lenovo.com/content/custom_iso/6.0/6.0u3/
https://vmware.lenovo.com/content/custom_iso/5.5/5.5u3/
https://vmware.lenovo.com/content/custom_iso/6.5/6.5a/
https://vmware.lenovo.com/content/custom_iso/6.5/6.5b/thinksystem/
https://vmware.lenovo.com/content/custom_iso/6.5/6.5b/thinksystem/
https://vmware.lenovo.com/content/custom_iso/6.5/6.5b/systemx/
https://vmware.lenovo.com/content/custom_iso/6.0/6.0u2/
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Lenovo VMware Update Manager (VUM) Repository

Lenovo VMware Update Manager (VUM) Repository is available at: https://vmware.lenovo.com/content

This is a one-stop repository that provides access to Lenovo developed bundles along with device drivers that are
part of the Lenovo Customized VMware images. These bundles and associated vibs can be used with VMware
applications and tools like VMware Update Manager (VUM), ESXCLI & PowerCLI.

To learn more about these tools, refer to the VMware documentation.

When configuring VMware Update Manager, choose the URL that is appropriate for your systems from the table
below. In most cases, selecting the “Latest” location is sufficient and provides accumulative updates for all ESXi
versions on all systems:

¢ https://vmware.lenovo.com/content/latest index/ (for System x and ThinkSystem)

e https://vmware.lenovo.com/content/latest thinkserver/ (for ThinkServer)

VUM
Location

Targeted
Systems

ESXi URL for VMware Update Manager
versions

Latest ThinkSystem, 5.5, 6.0, https://vmware.lenovo.com/content/latest index/
System X 6.5, 6.7
Latest ThinkServer 6.5, 6.7 https://vmware.lenovo.com/content/latest thinkserver/
2018 05 ThinkSystem, 6.5 https://lvmware.lenovo.com/content/2018 05/esxi_650 custom_vibs/
System X
2018 05 ThinkServer 6.5 https://vmware.lenovo.com/content/2018 05/esxi 650 thinkserver v
ibs/
2018 04 ThinkSystem, 6.7 https://vmware.lenovo.com/content/2018 04/esxi_670 custom_vibs/
System X
2018 04  ThinkServer 6.7 https://vmware.lenovo.com/content/2018 04/esxi 670 thinkserver v
ibs/
2018_03 ThinkSystem, 6.0, 6.5 https://lvmware.lenovo.com/content/2018 03/
System X,
ThinkServer
2018_01 ThinkSystem, 6.0, 6.5 https://lvmware.lenovo.com/content/2018 01/
System X,
ThinkServer
2017_11 ThinkSystem, 6.0, 6.5 https://lvmware.lenovo.com/content/2017 11/
System X,
ThinkServer
2017_08  ThinkSystem 6.5, 6.5 https://lvmware.lenovo.com/content/2017 08/
2017_06  System X, 5.5, 6.0, https://lvmware.lenovo.com/content/2017 06/
ThinkServer 6.5, CIM
Providers



https://vmware.lenovo.com/content
http://www.vmware.com/support/pubs
https://vmware.lenovo.com/content/latest_index/
https://vmware.lenovo.com/content/latest_thinkserver/
https://vmware.lenovo.com/content/latest_index/
https://vmware.lenovo.com/content/latest_thinkserver/
https://vmware.lenovo.com/content/2018_05/esxi_650_custom_vibs/
https://vmware.lenovo.com/content/2018_05/esxi_650_thinkserver_vibs/
https://vmware.lenovo.com/content/2018_05/esxi_650_thinkserver_vibs/
https://vmware.lenovo.com/content/2018_04/esxi_670_custom_vibs/
https://vmware.lenovo.com/content/2018_04/esxi_670_thinkserver_vibs/
https://vmware.lenovo.com/content/2018_04/esxi_670_thinkserver_vibs/
https://vmware.lenovo.com/content/2018_03/esxi_600_custom_vibs/
https://vmware.lenovo.com/content/2018_01/
https://vmware.lenovo.com/content/2017_11/
https://vmware.lenovo.com/content/2017_08/
https://vmware.lenovo.com/content/2017_06/
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2017_02  System X, 5.5, 6.0, https://vmware.lenovo.com/content/2017 02/
ThinkServer 6.5

2016_07  System X, 6.0, CIM  https://vmware.lenovo.com/content/2016 07/
ThinkServer Providers



https://vmware.lenovo.com/content/2017_02/esxi_550_custom_vibs/
https://vmware.lenovo.com/content/2016_07/
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System Support and VMware Lifecycle Policy

Resource / Document

Lenovo VMware Support Resources
page

Link

https://lvmware.lenovo.com

Firmware/Drivers for Lenovo
ThinkSystem and System x

https://support.lenovo.com/us/en/solutions/ht506028

Firmware/Drivers for IBM System x

https://www-
945.ibm.com/support/fixcentral/systemx/selectFixes?produ
ct=ibm%2Fsystemx%2F7875&fixids=IBM_System x Vmw
are_Code Recipe&source=dbluesearch&function=fixld&pa
rent=ibm/BladeCenterHS23

Firmware / Drivers for vSAN Ready Nodes
and Build Your Own

https://datacentersupport.lenovo.com/us/en/solutions/ht505
293

Lenovo Repository for VMware Update
Manager (VUM)

https://lvmware.lenovo.com/content/

Lenovo OS Interoperability Guide_

https://lenovopress.com/osig

Lenovo Server Proven Compatibility

https://static.lenovo.com/us/en/serverproven/index.shtml

Lenovo vSAN Certified Devices

https://datacentersupport.lenovo.com/solutions/HT505293

VMware Lifecycle Product Matrix

https://www.vmware.com/content/dam/digitalmarketing/vm
ware/en/pdf/support/product-lifecycle-matrix.pdf



https://vmware.lenovo.com/
https://www-945.ibm.com/support/fixcentral/systemx/selectFixes?product=ibm%2Fsystemx%2F7875&fixids=IBM_System_x_Vmware_Code_Recipe&source=dbluesearch&function=fixId&parent=ibm/BladeCenterHS23
https://www-945.ibm.com/support/fixcentral/systemx/selectFixes?product=ibm%2Fsystemx%2F7875&fixids=IBM_System_x_Vmware_Code_Recipe&source=dbluesearch&function=fixId&parent=ibm/BladeCenterHS23
https://www-945.ibm.com/support/fixcentral/systemx/selectFixes?product=ibm%2Fsystemx%2F7875&fixids=IBM_System_x_Vmware_Code_Recipe&source=dbluesearch&function=fixId&parent=ibm/BladeCenterHS23
https://www-945.ibm.com/support/fixcentral/systemx/selectFixes?product=ibm%2Fsystemx%2F7875&fixids=IBM_System_x_Vmware_Code_Recipe&source=dbluesearch&function=fixId&parent=ibm/BladeCenterHS23
https://www-945.ibm.com/support/fixcentral/systemx/selectFixes?product=ibm%2Fsystemx%2F7875&fixids=IBM_System_x_Vmware_Code_Recipe&source=dbluesearch&function=fixId&parent=ibm/BladeCenterHS23
https://datacentersupport.lenovo.com/us/en/solutions/ht505293
https://datacentersupport.lenovo.com/us/en/solutions/ht505293
https://vmware.lenovo.com/content/
https://lenovopress.com/osig
https://static.lenovo.com/us/en/serverproven/index.shtml
https://datacentersupport.lenovo.com/solutions/HT505293
https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/support/product-lifecycle-matrix.pdf
https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/support/product-lifecycle-matrix.pdf
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Best Practices and Solutions

1. Lenovo Custom images are not supported on IBM systems.
¢ All Lenovo custom Images include Lenovo providers which only support Lenovo FW/UEFI
on Lenovo systems. If installed on IBM hardware, the system could crash.

2. If during VMware ESXi installation you receive a “failuresbb” error, configure the UEFI the settings
to move the MM Config Base Memory windows to 3G: System Settings = Devices and I/O ports
- PCI 64-Bit Resource Allocation and Disabled System Settings = Devices and I/O ports > MM
Config Base memory window : Change to 3G

https://forums.lenovo.com/t5/tkb/articleprintpage/tkb-id/sx01 eg@tkb/article-id/9

3. VMware vSphere prior to ESXi 6.5 does not support 512e and 4K Native drives. ESXi 6.5 supports
512e, but not 4K. See http://kb.vmware.com/kb/2091600

4, For best practices for performance tuning of latency sensitive workloads in vSphere VMs,
refer to:

http://www.vmware.com/files/pdf/techpaper/VMW-Tuning-Latency-Sensitive-
Workloads.pdf#sthash.zkmNuXPp.dpuf

Performance Enhancements

To allow for more space within the VMware bootbank in the Lenovo Customized image, the IHV CIM
providers have been removed. You may choose to add the providers that are specific to your platform, or all
of them if desired. If you plan to use NSX and or vSAN, please choose only the IHV CIM providers that are
required for your system. The following are the providers that have been removed:

Note: You can determine which CIM providers you are using by the device driver that is loaded:

Device Driver in configuration IHV CIM Provider needed ‘

Elxnet emulex-cim-provider
Brcmfcoe
Elxiscsi
elx-esx-
libelxima.so
emulex-

esx-
elxnetcli
ima-be2iscsi
scsi-be2iscsi
Lpfc



https://forums.lenovo.com/t5/tkb/articleprintpage/tkb-id/sx01_eg%40tkb/article-id/9
http://kb.vmware.com/kb/2091600
http://www.vmware.com/files/pdf/techpaper/VMW-Tuning-Latency-Sensitive-Workloads.pdf#sthash.zkmNuXPp.dpuf
http://www.vmware.com/files/pdf/techpaper/VMW-Tuning-Latency-Sensitive-Workloads.pdf#sthash.zkmNuXPp.dpuf
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scsi-mpt3sas Isiprovider
Isi-msgpt3

scsi-mpt2sas

scsi-megaraid-sas

Isi-mr3

Minx minxprovider

net-tg3 brcm

net-glcnic glogic-cna-provider
net-glge

glnativefc

ima-gladxxx scsi-

gladxxx

misc-cnic-register net- glogic-nx2-provider
bnx2

net-bnx2x

gfle3

When is the Vendor CIM Provider Needed?

If you use Bootable Media Creator (BoMC) from Lenovo XClarity Essentials (OneCli), or Lenovo xClarity
Administrator to perform firmware updates, then IHV CIM providers are not required.

If you use USXPi from the Lenovo ToolsCenter Suite, Lenovo XClarity Essentials (OneCli), or Lenovo
xClarity Integrator for VMware vCenter:

e Users will have limited capabilities using Lenovo ASU, DSA for configuration, firmware updates, and
inventory for 1/0 options with VMware ESXi with the image provided.

e The use of ToolsCenter Suite CLI for firmware update for I/O options thru VMware ESXi is not
available.

e BOMC is an available option for firmware upgrades if the IHV CIM providers are not added back to the
ESXi Custom Image.

e If the individual vendor CIM providers needed for your environment are added back to the ESXi
image, the tools mentioned above will work with the specific vendor provider added.

10


https://support.lenovo.com/us/en/solutions/lnvo-tcli
https://support.lenovo.com/us/en/solutions/LNVO-XCLARIT
https://support.lenovo.com/us/en/solutions/LNVO-XCLARIT
https://support.lenovo.com/us/en/documents/lnvo-tcli
https://support.lenovo.com/us/en/solutions/lnvo-tcli
https://support.lenovo.com/us/en/documents/LNVO-VMWARE
https://support.lenovo.com/us/en/documents/LNVO-VMWARE
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Identifying the CIM Providers
To determine which CIM providers you will need for your system:
Find the Host Bus adapter information

Run this command to obtain the driver type that the Host Bus Adapter is currently using:
# esxcfg-scsidevs -a
You will see output similar to the following:

vmhba0 mptspi link-n/a pscsi.vmhbal (0:16.0) LSI Logic / Symbios Logic LSI Logic
Parallel SCSI Controller.

This output is equal to the Isiprovider

Find the Network card information

Obtain a list of network interface cards and names.
Run this command to obtain the driver type that the Network card is currently using:

# esxcli network nic list

You will see output similar to:
Name PCI Driver Link Speed Duplex MAC Address

vmnicO 00:02:04.00 ixgbe Up 1000Mbps Full 01:23:45:67:89:AB vmnicl 00:02:05.00 igb
Up 1000Mbps Full 01:23:45:67:78:AC

This is an Intel device. There is no provider for these devices.

Installation of driver or provider

To install Lenovo driver or provider, use one of these methods:
a. Install Lenovo driver or provider bundle using esxcli

b. Install Lenovo driver or provider using Update Manager:

To install using esxcli:
1. Identify required provider and driver
2. Download Lenovo bundle or *.vib file(s) from Lenovo VUM Repository
3. Login to the ESXi host from web browser with administrator privileges, such as root.
4

. Right click target datastore and choose “Browse” to open the Datastore Browser, upload the
Lenovo bundle zip or file.vib file(s) to a datastore in the ESXi host.

11
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MiHE) &RE EEN HRE) #EE IRI) ®E8H) =nnc g
ESXi-server.labslenovo.com X |

& ¢ ® O https://192.168/10.59/ui/#/host S| Q es
@ Lenovo Custom ISO  #5 https/fwww.baidu.c...

ZIN® h ¥ @S =
¥ python re.match H.. @ Welcome Page @ http://society.firefox.. 3 susel2 enable ssh ... » [EsERE

(3 Datastore browser

4 Upload

7 Create directory | @ Refresh

B [datastore1]

5. Enter the host into maintenance mode

ESXi-server.labs.lenovo.corm X

W

i(_ » G ® Q_ https;//192.168.10.59/ui/#/host Q XN ® B ¥ @O 6 =

vmware ESXi- root@192.168.1059 ~ | Help v |

|“§Navigator ! | [F ESXi-serverlabs.lenovo.com

Manage () Manage with vCenter Server | 81 Create/Register vM | [Zg Shutdown [B Reboot | (& Refresh
Monitor

= |
¥ Actions |
— ESXi-server.labs.lenovo.com ceu | [ Host
Version: 6.5.0 Update 2 (Build 8294253) ) Manage with vCenter Server
= State: Normal (connected to vCenter Server at 10.243.1.. USED:Z =

{51 Virtual Machines
~ [ Storage
~ EH datastore1 USED: 2 9§ Create/Register VM
Monitor

STORA(
Shut down
More storage...

USED: 9
Q Networking i

Uptime: 3.16 days memor, [ Disconnect from vCenter Server

[@5 Reboot

@ Semices
0 You are currently using ESXi in evaluation mode. This license will expire in 52 days.

2 Enter maintenance mode
o You are running Lenovo Customized Image ESXi6.5u2 (based on ESXi 6.5u2 Vmkemnel Release Build 82!

q Put this host into maintenance mode ]
The ESXi shell is enabled on this host. You should disable the shell unless it is necessary for &P i

L i 1S

!

b
SSHis enabled on this host. You should disable SSH unless it is necessary for administrative purposes| s+ CGenerate support bundie

0 This host is being managed by vCenter Server. Actions may be performed automatically by vCenter Server without your knowledge.

[7] Recenttasks

12
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6. Login as root at the ESXi console by using SSH.

ESXi 6.0.0
Copyright (c) 2800/-2016 VMuare, Inc.

localhost login:

7. Run the following command to install the drivers using the offline bundle: esxcli software vib install —v d

/path/Lenovo_bundle name.zip*.vib

Note: This command requires an absolute path. For example:

esxcli software vib install -v /vmfs/volumes/datastore name/
Lenovo_bundle name.zip*.vib

Note: If this command fails, unzip the file and try running the same command. If hostd does not respond, try
using localcli instead of esxcli. For example:

localcli software vib install -v /vmfs/volumes/datastore name/
Lenovo_bundle name.zip*.vib

8. Restart the ESXi host.

9. To confirm that the VIB is installed successfully, run this command: esxcli

software vib list | grep -i vib name

[root@localhost:~] esxcli softuware vib list | grep -i brcn
net-tg3 3.1371.v60.1-10EN.600.0.0.2494585 BRCH

bremfuup 550-4.00.20158625 VMuare

10. Exit maintenance mode.

13
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To install the Lenovo provider or driver using Update Manager:

1. Login vCenter Server from web browser.
2. Open Update Manager from “Home” -> “Operations and Plicies" -> “Update Manager”
3. Got to “Manage”-> “Settings” -> “download setting” , click “Edit” for “Download resources”

Getling Started  Monitor | Manage |

[ setings | Hosts Baselines | Vs Baselines | Patch Reposnory| ESXiImages |

et Download sources Edit... H Download Mow || Import Patches... [*

Network Connectivity . . . . " -
Download new patches either at intervals specified in Download Schedule or immediately by clicking the Download Mow button. You can also import patches

Download Settings manually from a local .zip file by clicking the Import Patches button.

Download Schedule
Download method Use direct connection to Internet
Notification Check Schedule
Download sources Download Source Enabled  Connectivity Status Update Type Companent Desoiption
VM Settings
hitps:/fhostupdate vmware.co..  Yes Connected Wilware Host Download vSpher...
Host! Cluster Settings

VApD Settings

Proxy settings

Use proxy Mo

Proxy -

FPort g0

Proxy requires authentication Mo -
4, Click “add” button to add Lenovo resource link, for detail of the link, please refer to “Lenovo VMware

Update Manager (VUM) Repository”

14
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192.168.12.196 Edit Download Sources ZI»
Select a method for downloading new patches.
(=) Usze direct connection to Internet

o Add... | [ Q Filter -,

Download Source Enabled Connectivity Status Update Type Component Desoription

https:fhostupdate vmwar...  Yes Connected Wilware Host Download vap...

] 1items [=p Export~ [I5Copy~
() Use ashared repository

URL:

OK ] [ Cancel

5. Input the resource information, then click “OK” button

Add Download Source

download sources for host patches and host extensions.

Enter the URL address for the third-party download source. You can add third-party

Source URL:  [hitpsiivmware. lenovo.comicontentiatest_indexindex.xmi

Description: Lenovo sample

OK ][ Cancel

15
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6. Click “Download Now” to download VMware patch or bundle from the “Download resource”, configure

proxy if required.

[ Settings | Hosts Baselines | WMs Baselines ‘ Patch Repository | ESXi Imagesl

“ Download sources

Network Connectivity

Download Settings manually from alocal zip file by clicking the Impaort Patches button.

Download Schedule

Download method Use direct connection to Internet

Edit...

| Download Now || Import Patches... |*

Download new patches either atintervals specified in Download Schedule orimmediately by clicking the Download Mow button. You can also import patches

Nofification Check Schedule
Download sources Download Source Enabled  Connectivity Status Updste Type Compaenent Desoription
VM Settings
https:ihostupdatevmware.co...  Yes Connected Wilware Host Download vSpher...
Host! Cluster Settings
vApp Settings
Proxy settings
Use proxy Mo
Proxy -
Fort 80
Proxy requires authentication Mo -
1. Configure download schedule if needed.
Getting Started  Monitor | Manage |
[Set‘tings | Hosts Baselines | WMs Baselines | Patch Repository | ESXi Images
“ Download Schedule
Network Connectivity Enable scheduled download Yes
Download Settings
Taskname Wiware v3phere Update Manager Update Download
Download Schedule
Task description A predefined scheduled task to download software updates.
Nofification Check Schedule
Freguen Dail
VM Settings ¢ & v
Host Cluster Settings Last run B7I2018 2:10:00 AM
VADD Settings Mext run BI8/2018 2:10:00 AM
Send email to
8. You can also import patch manually, go to “Manage”-> “Patch Repository”, Click the Import Patches

link at the top left of the screen.
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@ vSphere Web Client

Ome https:// 192.168.12.196 /vsphere-client/?csp#extensionid%3L e @ | | Q Search

vmware* vSphere Web Client fi=

O | | Launch vSphere Client (HTML5) | | Administrator@VSPHERELOCAL ~ | Help v |
Eidions

Getting Started  Monitor ’ Manage '

[Sotings | Hoss Baseines | is Baseines [ PEREgOSHAR] £ images |

Patch Repository | Download Now | | Go to c

(@& Import Patches... [B (Q Filter

Patch Name Product Relesse D... Severity

Category Impact Vendor Patch 1D
Update... embedd.. 4/8/201... Critical BugFix Reboot,... VMware,... ESXi60...
Update.. embedd.. 5/13/20... Important  BugFix Reboot, ... VMware,... ESXi60...
Update... embedd.. 7/6/201... Critical Security Reboot, ... VMware,... ESXi60...
Update... embedd.. 7/6/201... Important ~ Security VMware,... ESXi600...

Update.. embedd.. 7/6/201... Critical BugFix Reboot,... VMware,... ESXi600...
Update.. embedd.. 7/6/201... Important ~ BugFix Reboot, ... VMware,... ESXi600..

silw

172items [= Export~ [[5Copy~

D Recent Objects ¥ x|
| Viewed | Created
& 192.168.12.196

| Q Filter
2 Target Status
B 192.168.10.59 Check new notifications [51192.168.12.196 v Completed

<

Initiator Queued For Start Time

VMware vSphere Up... 652ms  5/7/2018 2.5

9. Select the required zip, then click Next
10. Click Finish. The Lenovo bundle added to the patch repository.

- 192.168.12.196 Import Patches ()
v 1 Upload patches Reaty to'complete

The following patches will be added to your repository. Click Finish to confirm or click Cancel to exit the wizard.
™

Contents of file "Inv-esx6.5-custom-20180201_bundle.zip”

Patch Name Release Date Type Severity Category Vendor Patch ID

Inv-esx-6.5.0-... 2/1/2018 10:0... Important Enhancement Lenovo Inv-esx-6.5.0-...

0 patches, 1 extensions and 0 notifications will be imported

| Back | Next | Finish ‘\ Cancel {
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11. Repeat the previous 3 steps if more than one bundle is needed.

12. If you have already created the baseline, (baseline with component value “Host Extension” is required,
check the value by select the Patch Repository tab). Choose required bundles and right click then click
“Add to Baselines”

[ setings | Hosts Baseline |\u’Ms Baseline | Patch Repository | ESYi Images |

Patch Repository

«_Import Patches..

Patch Name
Inv-esx-6.5.0-20...
Updates esx-ba...
Updates esx-ba...
Updates tools-i...
Updates esx-ba...
Updates misc-d..
Updates tools-li
Updates scsi-bn...
Updates sata-a...
Updates Isu-lsi-...
Updates Isu-Isi-..
Updates esx-base
Updates tool-light
Updates esx-ba
Updates tools-i...
Updates Isu-Isi-..

&j»\dd to baseline... \-_I-,IIShow patch details...

Product
embeddedEsx 6....
embeddedEsx ...
embeddedEsx ...
embeddedEsx ...
embeddedEsx G....
embeddedEsx6....
embeddedEsx 6
embeddedEsx ...
embeddedEsx ...
embeddedEsx 6....
embeddedEsx ...
embeddedEsx 6....
embeddedEsx 6.
embeddedEsx 6
embeddedEsx ...
embeddedEsx ...

Release Date

/3102018 7:00:0...
51312015 8:00:0...

TI6/2015 8:00:00 ...
TIBI2015 8:00:00 ...
TI6/2015 8:00:00 ...
TI6/2015 8:00:00 ...

TI6/2015 8:00:00

TI6/2015 8:00:00 ...
7162015 8:00:00 ...
TI6/2015 8:00:00 ...
TIBI2015 8:00:00 ...
9/9/2015 2:00:00 ...
9/9/2015 8:00:00 ...

9/9/2015 8:00:00

9/9/2015 8:00:00 ...
9/9/2015 8:00:00 ...

13. Choose the baseline, click OK

Type
Host Extension
Patch
Patch
Fatch
Patch
Fatch
Patch
Patch
Patch
Patch
Fatch
Update
Update
Update
Update
Update

Severity

Important
Critical
Important
Critical
Important
Important
Critical
Critical
Critical
Important
Critical
Important

Impartant

Add .lo i:as eline...

g#ll Show patch details...
“renncal e Uity

Categorny

Security
BugFix
BugFix
BugFix
BugFix
BugFix
BugFix
BugFix
Security
Security
BugFix
BugFix
BugFix

ghancement

Impact

Reboot, Mainten...
Reboot, Wainten...

Reboot, Mainten...

Reboot, Mainten...

Reboot, Mainten...

Reboot, Mainten...

Reboot, Mainten...

Reboot, Mainten...

Reboot, Mainten

Download Mow | | Go to compliance view

B (a Filter -
Vendor 1 4 Psatch I
Lenavo Inv-esx-6.5.0-201... *
Viware, Inc. ESXiG00-201505...
Vilware, Inc. ESXiG00-201507 ...
Viware, Inc. ESXiG00-201507 ...
Vilware, Inc. ESXiG00-201507 ...
Vilware, Inc. ESXiG00-201507 ...
Viware, Inc. ESXi600-201507
Vilware, Inc. ESKiG00-201507 ...
Viware, Inc. ESXiG00-201507 ...
Viware, Inc. ESKiG00-201507 ...
Viware, Inc. ESXiG00-201507 ...
Vilware, Inc. ESXiG00-201509...
WVilware, Inc. ESXiG00-201509...
Viware, Inc. ESXi600-201509
Viware, Inc. ESKiG00-201509...
Viware, Inc. ESXiG00-201509.. -

173items [= Export~ [ Copy ~

-

#] Edit containing baselines

Mame

[+ Baseline sample

# of Patches/Extensio...

1

SIFi2018 3:55:07 ..

| B Only custom baselines are listed here, because their contents can be edited.
| Selectthe baselines in which to include patch “Inv-esx-6.5.0-20180201"

Last Maodified

Baszeline Type
Fixed

Target Type 1a
Host
oK || cancel |
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14.

If baseline isn’t available, select “Host Baselines” tab, click “New Baseline” button upper Baselines

Getting Started  Monitor | Manage |

[ Settings | Hosts Baselines | VMs Baselines ‘ Patch Repository | ESXi Images

Hosts Baselines

Go to compliance view
Mew Baseline... | Q, Filter

o MNew Baseline Group...

Baseline Mame Content

Type Dynamic Las Group Name Type
+ Predefined This listis empty.
[A Mon-Critical HostP.. @ 135 Host Patch Yes 4
[§ Critical Host Patche... @ 32 Host Patch Yes 4
Custom
15. Create a Host Extension baseline, click Next.
[F192.168.12.196- New Baseline 7 »
1 Name and type Name and type
Enter a name and selectthe baseline type
2 Extensions
3 Ready to complete Mame: Baseline sample
Description: Itis asample
Baseline type:

() Host Patch
(=) Host Extension
() Host Uparade

@ Host Extension baselines contain extensions (additional software) to apply to a host or set of hosts.

Extensions will be installed on hosts that do not have such software installed and patched on hosts that
already have the software installed.

Next Cancel

16. Select the required patch to the new baseline. Click Next
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[[192.168.12.196- New Baseline 21 M
+ 1 Name and type Extensions L
These are all extensions in the repository. Select the extensions to include in the fixed baseline. k
-
3 Ready to complete | an | (1) Selected Objects
[ (q Filter -
Patch Name Product Release Date Type
[+ Inv-esx-5.5.0-20180201 embeddedEsx 6.5.0 1312018 7:00:00 PM Host Extens
4 e L3
i 1items [Copy~ |
|
Back Next Cancel
17. Review the baseline, click Finish
[H192.168.12.196- New Baseline 2l M
+ 1 Name and type Ready to complete
Review your settings selections before finishing the wizard.
v 2 Extensions
i g 3 Ready to complete Baseline name Baseline sample
Baseline description Itiz a sample
Baseline type Host Extension
Extensions
Inv-esx-6.5.0-20180201
Back Finish Cancel
18. We can begin to remediate the ESXi host after baseline is created. Click “Go to compliance view” button
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to compliance view

Getting Started  Monitor | Manage ]

Imm YWMs Baselines | Patch Repository | ESXi Images
Hosts Baselines Go to compliance view I

== MNew Baseline I_':O,FHIer—v] o New Baseline Group -
Baseline Name Content Type Dynamic Las Group Name Type
+ Predefined This listis empty.
[TH Mon-Critical Host P... @ 135 Host Patch Yes 4
[ Critical Host Patche.. @ 38 Host Patch Yes 45,
+ Custom
ﬁ Baseline sample i M| HostExtension Mo Bf

19. Choose Datacenter, Cluster or Host in the left tree based on the apply scope

@ vSphere Web Client

‘ Q https://192.168.12.196/vsphere-client/?cspfextensionld%3Dcom ymware.vum.s | | Q Search

vmware: vSphere Web Client  #= U I [ Launch vSpere Client(HTMLS) | | Administrator@USPHERELOCAL = | Help ~ |
Emuusmr| T B B | {ShActions ~

Getting ...  Summary  Monitor Configure  Permiss.. Hosts VMs  Datastor.. Nelworks‘Update_l_

| Attach Baseline... | [ ScanforUpdates.. || Slage Paiches.. || Remediate.. | [ Goto Admin View |

+ [1192.168.12.196
w |}z Datacenter Overall compliance status: +» Compliant

New Cluster
B192.168.10.59

No items selected

K X [;| RecentTasks X x

Viewed Created Iy~ (@ Fitter -

[ New Cluster *¥ TaskMame Target Status Initiator Queued For Start Time

@ 192.168.10.59 Check new notifications @ 192.168.12.196 + Completed VMware vSphere Up.. 570 ms | 5/7/12018 3.5
. H D

20. Click “Attach Baseline" to choose the Baselines or groups. Select the baselines or groups, click “OK”
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ﬂ New Cluster - Attach Baseline or Baseline Group

(7] M

Individual Baselines

[ New Host Baseline...
Mame
+ Patch Baselines

| @ Mon-Critical Host Patches (Predefined)

1 @ Critical Host Patches (Predefined)
w Extension Baselines

[+ [ Baseline sample
Upgrade Baselines

Baseline Groups

Eﬁ MNew Host Baseline Group...

Mame

Type

Host Patch

Host Patch

) HostExtension

Type

OK l [ Cancel

22



Lenovo ESXi Custom Image and VUM Guide

21. Click “Scan for updates”

EFNewCllster| T B B o o | {chActons v

Getting Started Summary Monitor  Configure  Permissions  Hosts  WMs

Datastores  Networks | Update Manager |

Overall compliance status: @ Unknown

b—

Baseline Type
+ Independent baselines
[7q Baseline sample © HostExtension

22. Confirm Scan by clicking the OK button.

Attach Baseline... |

Scan for Updates... | Stage Patches.. || Remediate... || Go to Admin View ‘

| Q Filter -

Compliance Status

@ Unknown

J2 New Cluster - Scan for Updates (2} b
Scan for:
[/] Patches and Extensions
[v/] Upgrades
OK ] [ Cancel
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23. The scan result will show hosts compliance result with the baselines.

& ‘@ Q https://192.168.12,196/vsphere-client/?csp#extension|d%3 Deom.vmware.vum. Q Search In @ =

O |Launch vSphere Client (HTMLS) | | Administrator@VSPHERELOCAL + | Help v |

vmware* vSphere Web Client #=

 Navigator x| IlewClusIer‘ T B B 0 o | {chAdtions v |——_v | # Work In Progress X
[E Getting ... Summary Monitor  Configure  Permiss.. Hosts VMs Datastor. Metworks | Update ... \_
J ﬁ 8 Q; | Aftach Baseling... || Scan for Updates.. H Stage Patches... H Remediate... || Go to Admin View ‘
(5] 192.168.12.196
vDatacemer Overall compliance status: & Mon-Compliant
| New Cluster J+ Detach Baseline... "~ "2
[ 192.168.10.59
Baseline Type
w Independent baselines
[7q Baseline sample ) HostExtension It
L] H 3

Compliant (0} | Non-Compliant (1) | Incompatible (0 Unknown (0}

Object

B 192.168.10.59 1 BI7I2016 4:26 AM

Mumber of Extensicns Last Patch Scan Time

¥7) Recent Objects X x Recent Tasks X x

| Viewed Created By (q, Filter -
[P New Cluster “§ Task Name Target Status Initiatar Queued For Start Time

Scan entity ﬁ MNew Cluster v Completed VSPHERE.LOCALW.. 18ms  5/7/2018 4.2
M K H »

[@ 19210681059

You can stage the host or remediate it immediately.

(Staging allows you to download patches and extensions from the Update Manager server to the ESXi hosts
without applying the patches and extensions immediately.)

For more information, see the Installing and Administering VMware vSphere Update Manager Guide. Note:
The Update Manager automatically restarts the ESXi host after the remediation is complete.

In order to make sure that all VMware functions work properly check the bootbank size. The
recommendation is that this remain under 80% and optimal performance would be 75%. If you find that you
are reaching 80% or above remove drivers that are not needed in your configuration.
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Creating a Full Image

Visit the following url for instructions on how to build a full iso.

https://download.lenovo.com/ibmdl/pub/pc/pccbbs/thinkservers/make _the customized _esxi_iso_final. pdf

Checking the Bootbank Size
1. Login as root at the ESXi console by using SSH.

2. Run following command to identify bootbank partitation:

#ls -1

You will see output similar to:

\oot@localhost:~1 s

totai 585

IruXr X, 1 root root 49 Feb 17 19:02 altbootbank
druxr -xr-x y ~not root 512 Feb 17 19:02

Irsxrsxrux 1 root st 19 Feb 17 19:02 bootbank
L=~ 1 root root 3787080 Jan B8 05:43 bootpart.qz

[root@localhost ] It
total 537

Irsxruxrux 1 root ‘ 27 1 altbootbank
dreuxr -xr-x 1 root

I rsaxrsixrux 1 root 19 Bay 27 10:24 bootbank
Cof==f 1 root

drux

45 bootpart

r=Xr-x 15 root

druxer ~xr-x 1 root

X - xr - x 1 root

Aruxr -xr-x 1 root
1

Irux

1 root

3. Run the following command to show the size of each partition:

1y Luimes /S 299 S0-da3d -5

3 lumes

ESXi Shell can be disabled by an adninistrative user
v e Secur ity docunentation for more information
[root@localhost:~] df -h
Filesysten Size Used Available Use’ Mounted on
VMFS-5 5.1T7 328.66G 4.81 67 /v o lunes/F latwoods (46C9110) «Dak ley (47C8656 ) (N2)
VMFS-5 5.17T 996.0n S.1T 07 v yolunes/datastorel
ufa 249.70 175.91 ’3.80 707 /v 0 lunes/7fbeda?2-be? 75443 -b225-6ef5d5 1 d486¢
uf 4.06G 3.1M 1.06 0’ wnf's/volunes/57481d5c¢c-272d3b7c -3eeb6-10f 2¢91e035d
ufé 299.71 }.OK 249.71 07 /vnfs/volunes :b887b-4ec14fdb-8a95-a3f027d4639d
vt 285 .81 202 .60 83.30 717 mi's/volunes/57481d31-F387fb38-a164-40f 2e¢91e035d

4. Then you can find out the size of usage of bootbank partition
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Customized Image Content

All Lenovo customized images adhere to VMware specifications. All drivers that Lenovo adds are part of the
IOVP program — http://www.vmware.com/partners/tap-access/vmware-ready/platform-compute.html .

Lenovo Custom Image or ESXi 6.5 U2 (ThinkSystem and System X)
Release Date 05/03/2018
https://vmware.lenovo.com/content/custom is0/6.5/6.5u2/SystemXThinkSystem/

VENDOR PROVIDER/DRIVER VERSION

Avago Isi-mr3 7.703.51.00-10EM.650.0.0.4598673
Avago Isi-msgpt35 05.00.00.00-10EM.650.0.0.4598673
Avago Isi-msgpt3 16.00.00.00-10EM.650.0.0.4598673
Broadcom Bnxtnet 20.6.302.0-10EM.650.0.0.4598673
Broadcom ntg3 4.1.2.0-1vmw.650.0.0.4598673

Emulex CAN | Brcmfcoe 11.4.1216.0-10EM.650.0.0.4598673
Emulex CAN | Elxiscsi 11.4.1210.0-10EM.650.0.0.4598673
Emulex CAN | Elxnet 11.4.1205.0-10EM.650.0.0.4598673
Emulex CNA | elx-esx-libelxima.so 11.4.1210.0-03

Emulex FC Lpfc 11.4.142.11-10EM.650.0.0.4598673
Qlogic glnativefc 2.1.57.0-10EM.600.0.0.2768847

Intel lavmd 1.3.0.1004-10EM.650.0.0.4598673
Intel i40en 1.5.6-10EM.650.0.0.4598673

Intel Igbn 1.4.1-10EM.600.0.0.2768847

Intel ixgben 1.6.5-10EM.600.0.0.2768847

NX2 misc-cnic-register 1.713.30.v60.1-10EM.600.0.0.2494585
NX2 net-bnx2 2.2.6b.v60.2-10EM.600.0.0.2494585
NX2 net-bnx2x 2.713.30.v60.8-10EM.600.0.0.2494585
NX2 net-cnic 2.713.30.v60.6-10EM.600.0.0.2494585
NX2 scsi-bnx2fc 1.713.30.v60.6-10EM.600.0.0.2494585
Nx2 scsi-bnx2i 2.713.30.v60.5-10EM.600.0.0.2494585
Mellanox nmix5-core 4,16.12.12-10EM.650.0.0.4598673
Mellanox nmix5-rdma 4.16.12.12-10EM.650.0.0.4598673
Mellanox nmix4-rdma 3.16.11.6-10EM.650.0.0.4598673
Mellanox nmix4-en 3.16.11.6-10EM.650.0.0.4598673
Mellanox nmix4-core 3.16.11.6-10EM.650.0.0.4598673
Lenovo Concretejob 600-4ACE26PUS

Lenovo Filetrans 600-4ACE26SUS

Lenovo Fwupdate 600-4ACE26PUS

Lenovo Immpassthru 600-4ACE26UUS

Lenovo Lnvcustomization 6.52-10.1

Lenovo Pciinfo 550-ESXI17ACN

Lenovo Fupb 6.0-17A02A
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Lenovo Custom Image for ESXi 6.5 U2 (ThinkServer)
Release Date 05/03/2018

Profile Name(TS440,TS540) :
https://vmware.lenovo.com/content/2018 05/Lenovo Custom 1SO/6.5u2/ThinkServer-TS440-TS540/

Lenovo_ESXi6.5u2-8294253_thinkserver_20180424

VENDOR PROVIDER/DRIVER VERSION

Avago Isi-mr3 7.703.51.00-10EM.650.0.0.4598673
Adaptec_Inc | scsi-aacraid 6.0.6.2.1.52011-10EM.600.0.0.2494585
Lenovo Lnvcustomization 6.52-21.1

Profile Name(Other ThinkServers) :
https://vmware.lenovo.com/content/2018 05/Lenovo Custom 1SO/6.5u2/ThinkServer/

VENDOR PROVIDER/DRIVER | VERSION

Avago Isi-mr3 7.703.51.00-10EM.650.0.0.4598673
Avago Isi-msgpt3 16.00.00.00-10EM.650.0.0.4598673
Emulex CAN | Brcmfcoe 11.4.1121.0-10EM.650.0.0.4598673
Emulex CAN | Elxiscsi 11.4.1184.0-10EM.650.0.0.4598673
Emulex CAN | Elxnet 11.4.1179.0-10EM.650.0.0.4598673
Emulex CNA | elx-esx-libelxima.so 11.4.1184.0-03

Emulex FC Lpfc 11.4.142.11-10EM.650.0.0.4598673
Qlogic glnativefc 2.1.57.0-10EM.600.0.0.2768847
Intel i40en 1.5.6-10EM.650.0.0.4598673

Intel Igbn 1.4.1-10EM.600.0.0.2768847

Intel ixgben 1.6.5-10EM.600.0.0.2768847
Mellanox 22:2‘5' 4.16.12.12-10EM.650.0.0.4598673
Mellanox nmix5-rdma 4.16.12.12-10EM.650.0.0.4598673
Mellanox nmix4-rdma 3.16.11.6-10EM.650.0.0.4598673
Mellanox nmix4-en 3.16.11.6-10EM.650.0.0.4598673
Mellanox nmix4-core 3.16.11.6-10EM.650.0.0.4598673
PMC scsi-aacraid 6.0.6.2.1.52011-10EM.600.0.0.2494585
Lenovo Lnvcustomization 6.52-20.1
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Lenovo Custom Image for ESXi 6.7 (ThinkSystem and System X)

Release Date 04/17/2018

https://vmware.lenovo.com/content/custom iso/6.7/6.7/SystemXThinkSystem/

VENDOR PROVIDER/DRIVER VERSION

Broadcom Bnxtnet 20.6.302.0-10EM.650.0.0.4598673
NX1 ntg3 4.1.2.0-1lvmw.650.0.0.4598673

Emulex

CAN Brcmfcoe 11.4.1216.0-10EM.650.0.0.4598673
Emlex Elxiscsi 11.4.1210.0-10EM.650.0.0.4598673
CE;”A‘I‘\‘I'eX Elxnet 11.4.1205.0-10EM.650.0.0.4598673
Enlex elx-esx-libelxima.so 11.4.1210.0-03

Emulex FC | Lpfc 11.4.142.11-10EM.650.0.0.4598673
Intel i40en 1.5.6-10EM.650.0.0.4598673

Intel Igbn 1.4.1-10EM.600.0.0.2768847

Intel ixgben 1.6.5-10EM.600.0.0.2768847

NX2 :‘;‘;‘;Z?'C' 1.713.30.v60.1-10EM.600.0.0.2494585
NX2 net-bnx2 2.2.6b.v60.2-10EM.600.0.0.2494585
NX2 net-bnx2x 2.713.30.v60.8-10EM.600.0.0.2494585
NX2 net-cnic 2.713.30.v60.6-10EM.600.0.0.2494585
NX2 scsi-bnx2fc 1.713.30.v60.6-10EM.600.0.0.2494585
Nx2 scsi-bnx2i 2.713.30.v60.5-10EM.600.0.0.2494585
Mellanox nmix5-core 4.16.12.12-10EM.650.0.0.4598673
Mellanox nmix5-rdma 4.16.12.12-10EM.650.0.0.4598673
Mellanox nmix4-rdma 3.16.11.6-10EM.650.0.0.4598673
Mellanox nmix4-en 3.16.11.6-10EM.650.0.0.4598673
Mellanox nmix4-core 3.16.11.6-10EM.650.0.0.4598673
Lenovo Immpassthru 670-4ACE27CUS

Lenovo Ipptool 670-4ACE27CUS

Lenovo Lnvcustomization 6.70-10.1

Lenovo Pciinfo 550-ESXI17ACN

28


https://vmware.lenovo.com/content/custom_iso/6.7/6.7/SystemXThinkSystem/

Lenovo ESXi Custom Image and VUM Guide

Lenovo Custom Image for ESXi 6.7 (ThinkServer)
Release Date 04/17/2018
https://vmware.lenovo.com/content/custom iso0/6.7/6.7/ThinkServer/

VENDOR PROVIDER/DRIVER | VERSION

Lenovo Invcustomization 6.70-20.1

Emulex CAN Brcmfcoe 11.4.1216.0-10EM.650.0.0.4598673
Emulex CAN Elxiscsi 11.4.1210.0-10EM.650.0.0.4598673
Emulex CAN Elxnet 11.4.1205.0-10EM.650.0.0.4598673
Emulex CNA elx-esx-libelxima.so 11.4.1210.0-03

Emulex FC Lpfc 11.4.142.11-10EM.650.0.0.4598673
Intel i40en 1.5.6-10EM.650.0.0.4598673

Intel Igbn 1.4.1-10EM.600.0.0.2768847

Intel ixgben 1.6.5-10EM.600.0.0.2768847
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Lenovo Custom Image for ESXi 6.5 U1 (ThinkSystem, System X and

ThinkServer)
Release Date 03/16/2018

https://vmware.lenovo.com/content/custom iso/6.5/6.5ul/

VENDOR PROVIDER/DRIVER VERSION

Avago Isi-mr3 7.703.51.00-10EM.650.0.0.4598673
Avago Isi-msgpt35 05.00.00.00-10EM.650.0.0.4598673
Avago Isi-msgpt3 16.00.00.00-10EM.650.0.0.4598673
Broadcom Bnxtnet 20.6.302.0-10EM.650.0.0.4598673
Broadcom ntg3 4.1.2.0-1vmw.650.0.0.4598673

Emulex CAN Brcmfcoe 11.4.1216.0-10EM.650.0.0.4598673
Emulex CAN Elxiscsi 11.4.1210.0-10EM.650.0.0.4598673
Emulex CAN Elxnet 11.4.1205.0-10EM.650.0.0.4598673
Emulex CNA elx-esx-libelxima.so 11.4.1210.0-03

Emulex FC Lpfc 11.4.142.11-10EM.650.0.0.4598673
Qlogic glnativefc 2.1.57.0-10EM.600.0.0.2768847

Intel lavmd 1.3.0.1004-10EM.650.0.0.4598673
Intel i40en 1.5.6-10EM.650.0.0.4598673

Intel Igbn 1.4.1-10EM.600.0.0.2768847

Intel ixgben 1.6.5-10EM.600.0.0.2768847

NX2 misc-cnic-register 1.713.30.v60.1-10EM.600.0.0.2494585
NX2 net-bnx2 2.2.6b.v60.2-10EM.600.0.0.2494585
NX2 net-bnx2x 2.713.30.v60.8-10EM.600.0.0.2494585
NX2 net-cnic 2.713.30.v60.6-10EM.600.0.0.2494585
NX2 scsi-bnx2fc 1.713.30.v60.6-10EM.600.0.0.2494585
Nx2 scsi-bnx2i 2.713.30.v60.5-10EM.600.0.0.2494585
Mellanox nmix5-core 4.16.8.8-10EM.650.0.0.4598673
Mellanox nmix4-rdma 3.15.5.5-10EM.600.0.0.2768847
Mellanox nmix4-en 3.15.5.5-10EM.600.0.0.2768847
Mellanox nmix4-core 3.15.5.5-10EM.600.0.0.2768847

PMC scsi-aacraid 6.0.6.2.1.52011-10EM.600.0.0.2494585
Lenovo Concretejob 600-4ACE26PUS

Lenovo Filetrans 600-4ACE26SUS

Lenovo Fwupdate 600-4ACE26PUS

Lenovo Immpassthru 600-4ACE26UUS

Lenovo Lnvcustomization 6.5-15

Lenovo Pciinfo 550-ESXI13FCN

Lenovo Fupb 6.0-17A02A
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Lenovo Custom Image for ESXi 6.0 U3 (ThinkSystem, System X, and

ThinkServer)
Release Date 03/16/2018

https://vmware.lenovo.com/content/custom iso/6.0/6.0u3/

VENDOR PROVIDER/DRIVER VERSION

Avago Isi-mr3 7.703.51.00-10EM.600.0.0.2768847
Avago Isi-msgpt35 05.00.00.00-10EM.600.0.0.2768847
Avago Isi-msgpt3 16.00.00.00-10EM.600.0.0.2768847
Broadcom bnxtnet 20.6.302.0-10EM.600.0.0.2768847
Broadcom net-tg3 3.1371.v60.1-10EM.600.0.0.2494585
Emulex CAN | brcmfcoe 11.4.1216.0-10EM.600.0.0.2768847
Emulex CAN | elxnet 11.4.1205.0-10EM.600.0.0.2768847
Emulex CNA | scsi-be2iscsi 11.4.1210.0-10EM.600.0.0.2494585
Emulex CAN [ ima-be2iscsi 11.4.1210.0-10EM.600.0.0.2494585
Emulex FC Lpfc 11.4.142.11-10EM.600.0.0.2768847
Qlogic glnativefc 2.1.57.0-10EM.600.0.0.2768847

Intel i40en 1.5.6-10EM.600.0.0.2768847

Intel Igbn 1.4.1-10EM.600.0.0.2768847

Intel Ixgben 1.6.5-10EM.600.0.0.2768847

PMC scsi-aacraid 6.0.6.2.1.52011-10EM.600.0.0.2494585
NX2 misc-cnic-register 1.713.30.v60.1-10EM.600.0.0.2494585
NX2 net-bnx2 2.2.6b.v60.2-10EM.600.0.0.2494585
NX2 net-bnx2x 2.713.30.v60.8-10EM.600.0.0.2494585
NX2 net-cnic 2.713.30.v60.6-10EM.600.0.0.2494585
NX2 scsi-bnx2fc 1.713.30.v60.6-10EM.600.0.0.2494585
Nx2 scsi-bnx2i 2.713.30.v60.5-10EM.600.0.0.2494585
Mellanox nmix5-core 4.15.8.8-10EM.600.0.0.2768847
Mellanox nmix4-rdma 3.15.5.5-10EM.600.0.0.2768847
Mellanox nmix4-en 3.15.5.5-10EM.600.0.0.2768847
Mellanox nmix4-core 3.15.5.5-10EM.600.0.0.2768847
Lenovo Concretejob 600-4ACE26PUS

Lenovo Filetrans 600-4ACE26SUS

Lenovo Fwupdate 600-4ACE26PUS

Lenovo Immpassthru 600-4ACE26UUS

Lenovo Lnvcustomization 6.0-35

Lenovo Pciinfo 550-ESXI13FCN

Lenovo Fupb 6.0-17A02A
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Lenovo Custom Image for ESXi 5.5 U3 (System X and ThinkServer)

Release Date 03/16/2018
https://vmware.lenovo.com/content/custom iso/5.5/5.5u3/

VENDOR PROVIDER/DRIVER VERSION

Broadcom net-tg3 3.137h.v55.1-10EM.550.0.0.1331820
Qlogic(NX2) glgcsups-provider 1.0.03-1045108

Qlogic(NX2) misc-cnic-register 1.712.30.v55.1-10EM.550.0.0.1331820
Qlogic(NX2) net-bnx2 2.2.5h.v55.1-10EM.550.0.0.1331820
Qlogic(NX2) net-bnx2x 2.712.30.v55.2-10EM.550.0.0.1331820
Qlogic(NX2) net-cnic 2.712.30.v55.2-10EM.550.0.0.1331820
Qlogic(NX2) scsi-bnx2fc 1.712.30.v55.2-10EM.550.0.0.1331820
Qlogic(NX2) scsi-bnx2i 2.712.30.v55.1-10EM.550.0.0.1331820
Qlogic(Brocade) scsi-bfa 3.2.5.0-10EM.550.0.0.1331820
Qlogic(Brocade) net-bna 3.2.5.0-10EM.550.0.0.1331820

Intel net-igb 5.2.10-10EM.550.0.0.1331820

Intel net-i40e 1.2.48-10EM.550.0.0.1331820

Emulex ima-be2iscsi 10.6.150.3-10EM.550.0.0.1331820
Emulex Elxnet 10.6.163.0-10EM.550.0.0.1331820
Emulex scsi-be2iscsi 10.6.150.3-10EM.550.0.0.1331820
Emulex Lpfc 10.6.126.0-10EM.550.0.0.1331820
LSI(Avago) scsi-mpt3sas 08.00.01.00.1vmw-10EM.550.0.0.1331820
LSI(Avago) scsi-mpt2sas 20.00.00.00.1vmw-10EM.550.0.0.1331820
LSI( Avago) scsi-megaraid-sas 6.612.07.00-10EM.550.0.0.1331820
LSI( Avago) Isi-mr3 6.912.12.00-10EM.550.0.0.1391871
QLogic(CNA) net-qglcnic 5.5.190-10EM.550.0.0.1331820
QLogic(CNA) net-glge 3.0.0.59-10EM.550.0.0.1331820
QLogic(CNA) Qlnativefc 1.1.43.1-10EM.550.0.0.1331820
QLogic(CNA) ima-gladxxx 500.2.01.31-1vmw.0.3.100400
QLogic(CNA) scsi-gladxxx 644.55.36.0-10EM.550.0.0.1331820
Lenovo [Ifu 550-1.01.20141015

VMware(Lenovo) Brecmfwup 550-4.00.20150625

Lenovo Concretejob 550-3ACE25HUS

Lenovo Filetrans 550-3ACE25HUS

Lenovo Fwupdate 550-3ACE25HUS

Lenovo Immpassthru 550-3ACE25HUS

Lenovo Hwckvm 550-ESXIO8ACN

Lenovo Pciinfo 550-ESXIO9ACN

Lenovo Soibms 550-ESXIO8ACN

Lenovo Lnvcustomization 5.5-3e

Lenovo Fupb 5.5-15D02A
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Lenovo Custom Image for ESXi 6.5a (ThinkSystem)

Release Date 02/28/17
https://lvmware.lenovo.com/content/custom iso/6.5/6.5a/

VENDOR PROVIDER/DRIVER VERSION

Avago Isi-mr3 6.912.12.00-10EM.650.0.0.4240417

Avago Isi-msgpt3 14.00.03.00-10EM.650.0.0.4598673

Emulex CAN Brcmfcoe 11.2.1153.13-
10EM.650.0.0.4240417

Emulex CAN Elxiscsi 11.2.1152.0-
10EM.650.0.0.4240417

Emulex CAN Elxnet 11.2.1149.0-10EM.650.0.0.4240417

Emulex CNA elx-esx-libelxima.so 11.2.1152.0-03

Emulex CNA emulex-esx-elxnetcli 11.2.1149.0-01

Emulex FC Lpfc 11.2.156.20-10EM.650.0.0.4240417

Intel net-i40e 1.4.28-10EM.550.0.0.1331820

Intel net-igbh 5.3.2-10EM.550.0.0.1331820

Intel net-ixgbe 4.4.1-10EM.550.0.0.1331820

QLogic Qlnativefc 2.1.50.0-10EM.600.0.0.2768847

NX2(Qlogic) gfle3 1.0.28.0-10EM.650.0.0.4240417

Lenovo(NX1 facade) Brcmfwup 550-4.00.20150625

Lenovo(LSI facade) [Ifu 6.0-2.03.20160225

Lenovo Lnvcustomization 6.5-00

Lenovo pciinfo 550-ESXI12ACN
Lenovo soibms 550-ESXIO8ACN
Lenovo hwckvm 550-ESXIO8BACN
Lenovo Fupb 6.0-15D02A
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Lenovo Custom Image for ESXi 6.5b (System X and ThinkServer)

Release Date 05/24/17
https://vmware.lenovo.com/content/custom is0/6.5/6.5b/systemx/

VENDOR PROVIDER/DRIVER VERSION

Avago Isi-mr3 6.912.12.00-10EM.600.0.0.2768847
Avago Isi-msgpt3 14.00.03.00-10EM.650.0.0.4598673
Emulex CAN Brcmfcoe 11.2.1153.13-10EM.650.0.0.4240417
Emulex CAN Elxiscsi 11.2.1152.0-10EM.650.0.0.4240417
Emulex CAN Elxnet 11.2.1149.0-10EM.650.0.0.4240417
Emulex CNA elx-esx-libelxima.so 11.2.1152.0-03

Emulex CNA emulex-esx-elxnetcli 11.2.1149.0-01

Emulex FC Lpfc 11.2.156.20-10EM.650.0.0.4240417
Intel net-i40e 1.4.28-10EM.550.0.0.1331820

Intel net-igbh 5.3.2-10EM.550.0.0.1331820

Intel net-ixgbe 4.4.1-10EM.550.0.0.1331820
Mellanox nmix5-core 4.16.8.8-10EM.650.0.0.4598673
Mellanox nmix4-rdma 3.15.5.5-10EM.600.0.0.2768847
Mellanox nmix4-en 3.15.5.5-10EM.600.0.0.2768847
Mellanox nmix4-core 3.15.5.5-10EM.600.0.0.2768847
QLogic Qlnativefc 2.1.50.0-10EM.600.0.0.2768847
NX2(Qlogic) gfle3 1.0.28.0-10EM.650.0.0.4240417
Lenovo(NX1 facade) Bremfwup 550-4.00.20150625

Lenovo(LSI facade) lIfu 6.0-2.03.20160225

Lenovo Concretejob 600-4ACE26PUS
Lenovo Filetrans 600-4ACE26PUS
Lenovo Fwupdate 600-4ACE26PUS
Lenovo Immpassthru 600-4ACE26PUS
Lenovo Lnvcustomization 6.5-01

Lenovo Pciinfo 550-ESXI12ACN
Lenovo soibms 550-ESXIO8ACN
Lenovo hwckvm 550-ESXIO8ACN
Lenovo Fupb 6.0-17A02A
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Lenovo Custom Image for ESXi 6.5b (ThinkSystem)
Release Date 08/08/2017
https://vmware.lenovo.com/content/custom iso0/6.5/6.5b/thinksystem/

A minimum of 16 GB RAM is recommended to run Customized Image on ThinkSystem.

VENDOR PROVIDER/DRIVER VERSION

Avago Isi-mr3 7.700.24.00-10EM.650.0.0.4598673
Avago Isi-msgpt35 01.00.04.00-10EM.650.0.0.4598673
NX1 Bnxtnet 20.6.101.0-10EM.650.0.0.4598673
Emulex CAN Brcmfcoe 11.2.1153.13-10EM.650.0.0.4240417
Emulex CAN Elxiscsi 11.2.1152.0-10EM.650.0.0.4240417
Emulex CAN Elxnet 11.2.1149.0-10EM.650.0.0.4240417
Emulex CNA elx-esx-libelxima.so 11.2.1152.0-03

Emulex CNA emulex-esx-elxnetcli 11.2.1149.0-01

Emulex FC Lpfc 11.2.156.20-10EM.650.0.0.4240417
Qlogic glnativefc 2.1.50.0-10EM.600.0.0.2768847
Intel net-i40e 2.0.6-10EM.600.0.0.2494585

Intel net-igbh 5.3.3-10EM.600.0.0.2494585

Intel net-ixgbe 4.5.1-10EM.600.0.0.2494585

NX2 gfle3 1.0.28.0-10EM.650.0.0.4240417
Mellanox nmix5-core 4.16.8.8-10EM.650.0.0.4598673
Mellanox nmix4-rdma 3.15.5.5-10EM.600.0.0.2768847
Mellanox nmix4-en 3.15.5.5-10EM.600.0.0.2768847
Mellanox nmix4-core 3.15.5.5-10EM.600.0.0.2768847
Lenovo(NX1 facade) | Brcmfwup 550-4.00.20150625

Lenovo(LSI facade) [Ifu 6.0-2.03.20160225

Lenovo Concretejob 600-4ACE26PUS
Lenovo Filetrans 600-4ACE26PUS
Lenovo Fwupdate 600-4ACE26QUS
Lenovo Immpassthru 600-4ACE26PUS
Lenovo Lnvcustomization 6.5-02

Lenovo Pciinfo 550-ESXI13FCN
Lenovo soibms 550-ESXIO8ACN
Lenovo hwckvm 550-ESXIO8BACN
Lenovo Fupb 6.0-17A02A
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Support

For general resources and support information, visit http://vmware.lenovo.com

If you have a VMware support contract, contact VMware Global Support Services:
http://www.vmware.com/support

If you have VMware support contract with Lenovo, contact customer support at:
https://datacentersupport.lenovo.com/us/en/products/solutions-and-software/operating-systems/vmware/contactus

If you have VMware support contract with IBM Global Services, contact:
http://www.ibm.com/contact/us/en/

All new images and patch updates will be created using the Lenovo brand. Updating from an IBM branded
customized OEM image to a Lenovo branded customized OEM image is not supported. The Lenovo
customized image is not supported on IBM systems.

Fixes and Updates

Customized Image Patch — Check for the latest update. Patches are system agnostic. You can
download the patch from under any system within https://vmware.lenovo.com/content/

Related Documentation

Refer to the following documents for platform specific installation instructions:

Lenovo Tools Center Suite is a collection of server management tools that utilize a command line interface
program to manage firmware, hardware, and operating systems for CMM, IMM, and Flex- IOM based systems
using the applications listed in the table below. ToolsCenter Suite CLI is comprised of individual ToolsCenter
application modules that are easily updated. The first release of Lenovo ToolsCenter Suite CLI replaces the
Advanced Settings Utility and Online Dynamic System Analysis tools and includes the ToolsCenter Suite CLI
Portable Edition. https://support.lenovo.com/us/en/documents/Invo-tcli

Lenovo XClarity Integrator for VMware vCenter provides IT administrators with the ability to integrate the
management features of Lenovo XClarityAdministrator and the System x, Flex System and BladeCenter systems
with VMware vCenter. Lenovo expands the virtualization management capabilities of VMware vCenter with
Lenovo System x hardware management functionality, providing affordable foundational, basic management of
physical and virtual environments to reduce the time and effort required for routine system administration. It
provides the discovery, configuration, monitoring, event management, and power monitoring needed to reduce
cost and complexity through server consolidation and simplified management.

Lenovo XClarity™ is a new centralized resource management solution that enables administrators to deploy
infrastructure faster and with less effort. The solution seamlessly integrates into Lenovo physical systems and
provides automated discovery, monitoring, policy-based firmware management, pattern-based configuration
management, and installation of operating systems and hypervisors to multiple systems.
https://support.lenovo.com/us/en/documents/LNVO-XCLARIT#tabs1-item1
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