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1 Introduction

Lenovo Diagnostics UEFlis a hardware diagnosis tool that enables the users to verify,
on their machines, if hardware pieces are presenting problems or malfunctioning, by
performing a wide variety of tests, from a list of 17 supported hardware components.

This document describes what is necessary to run the Lenovo Diagnostics UEFI Em-
bedded/Bootable tests.

2 Install and run UEFI diagnostics

Note
o This application is capable of exporting test results to text and JSON files, if
users wish to. Please, be aware that machine information, such as model
and serial number, are always present on this files, to facilitate the tested
machine’s identification.

No installation is required for the Lenovo Diagnostics UEFI Embedded.

Lenovo Diagnostics UEFI Bootable version can be executed by booting the machine
directly from a bootable device (i.e. a pendrive). To understand how to prepare a pen-
drive to run the application, please follow the steps bellow.

2.1 Download the Lenovo Diagnostics UEFI Bootable and Create a
Bootable USB Flash Drive Using Windows GUI

+ Save the UEFI Diagnostics image and Bootable Generator:

Go to www.Lenovo.com/diags.
Click on "Downloads".

Under "Lenovo Diagnostics UEFI Bootable", click on "Create Bootable USB
with UEFI Diagnostics".

Download UEFI Diagnostics zip file. Save the file. (If your system has an Atom
CPU, then click on "Lenovo UEFI Diagnostics - Bootable USB for Atom CPU
based Tablet - ThinkPad 10" instead).

Download Bootable Generator Zip file.

* Run the Bootable Generator application:

- Insert a USB flash drive.

- Go to the folder where you saved the bootable generator and double-click
onit.

- Double-click on "BootableGenerator.exe".

- Your flash drive name will appear under "Select a device". Click to select it. If
you want to, you can type a new name for the device.

- Click on "Search". Click on the image name that you saved in step 1, letter d.



- Click on "Generate".

- Amessage will appear, warning that all existing files on the flash drive will be
erased if you continue. If you are OK with that, then press "Yes" to continue.

2.2 Run the UEFI diagnostics

2.2.1 Run the Lenovo Diagnostics UEFI Bootable from a Bootable Flash Drive

—

. Create the Bootable flash drive, as explained in sections 1 and 2.
2. If Secure Boot is enabled in BIOS, disable it.

3. Insert the flash drive.

4. Restart the machine, then immediately press F12.

5. On the boot menu, select your USB flash drive, and press Enter.

6. The UEFI diagnostics menu will display on your screen.

Bootable Home

The Home screen for Lenovo Diagnostics UEFI is shown in the next figure.

LENOUD Diagnostics UEFI Time 09:19 - Uersion XXXXXXX

DIAGNDSTICS

STORAGE [S1 SYSTEM INFORMATION [F1]

BATTERY LJ] CPU [U1 BAD BLOCK RECOUERY [F3]

DISPLAY [D] FAN [F1 DATA DISPOSAL [F4]

KEYBOARD [K1 MOTHERBOARD [HI SHART INFORMATION [FS]

7

HOUSE [l PCI EXPRESS [F1 FAN SPEED [F7]

SENSOR  [K] WIRED ETHERNET [L]

Hore [M]

RUN ALL [R]

Some of the modules have BIOS internal protocols dependency and may not be displayed

Navigation [fArrows] Enter [Spacel About [A] Exit [Escl

Figure 1: Home screen 1 - bootable version



On the Lenovo home screen, when the number of modules exceeds the window
size, the application enables the 'More’ button to follow to the second page.

The second Home screen for Lenovo Diagnostics UEFI is shown in the next figure.

3 LENOVD Diagnostics UEFI EE/#" Tine 08:24 - Versi

HOME

DIAGNOSTICS TOOLS

WIRED ETHERNET I[L] SYSTEM INFORMATION [F1l

BAD BLOCK RECOVERY [F3]

DATA DISPOSAL [F41

SHART INFORMATION [FS]

FAN SPEED [F7]

Back [B]
RUN ALL [R]

Some of the modules have BIOS internal protocols dependency and may not be displayed

Navigation [Arrows] Enter [Spacel About [A] Exit [Escl

Figure 2: Home screen 2 - bootable version

On the Lenovo home screen when the user is on the second page, the application
enables the '‘Back’ button to return to the first page.

The Home screen is displayed right after the machine is booted from a USB flash
drive containing the application. The Home screen provides options to run all available
tests for devices installed in the machine, options to see detailed information about
these devices, and an option to exit the application. The Home screen is composed of;

+ Application Header Bar;
+ Screen Title Bar;
+ Two main sections (Diagnostics and Tools);
- The currently selected option in these sections is outlined in red.

* Instruction Footer Bar;

The Application Header Bar contains the name of the application, battery AC adapter
indicator, battery capacity indicator, system time and current version of the application.



The Screen Title Bar helps the user to be attentive to where s/he is throughout the appli-
cation. The Instruction Footer Bar contains additional instructions for using the screen,
as well as the Exit button.

The color of the battery capacity indicator follows the conditions below:
+ Battery Charge >=50% >

+ 50% > Battery Charge >=20% >

+ Battery Charge < 20% >RED

The Home screen has two main sections: Diagnostics and Tools. The Diagnostics

section provides options to run all installed tests, and the Tools section provides op-
tions for using extra tools.

The currently selected option is outlined in red. The user can change the selected
option either by using mouse/touch (for systems that support mouse/touch navigation)

or by using the arrow keys (¢vA?) and enter the selected option by pressing SPACE or
ENTER.

Diagnostics options, sub-options and their descriptions are subsequently described:

* Run All: It allows the user to run all tests in one single execution. The Run all
option has 4 modes:

- Quick (Unattended): It executes the quick diagnostics of the modules that
are unattended (does not require human intervention).

- Quick: It executes all the quick diagnostics of the modules.

- Full (Unattended): It executes both quick and extended diagnostics of the
modules that are unattended.

- Full: It executes all the diagnostics of the modules.

+ Battery:

- Quick: It selects and runs the battery quick diagnostics.
- Extended: It selects and runs the battery extended diagnostics.

+ CPU:

- Quick: It selects and runs the CPU quick diagnostics.
- Extended: It selects and runs the CPU extended diagnostics.

+ Display:
- Quick: It selects and runs the display diagnostics.

* Fan:

- Quick: It selects and runs the fan diagnostics.

Keyboard (Module available only for ThinkPad machines):

- Quick: It selects and runs the keyboard diagnostics.



* Memory:

- Quick: It selects and runs the memory quick diagnostics.
- Extended: It selects and runs the memory extended diagnostics.

* Motherboard:
- Quick: It selects and runs the motherboard diagnostics.
* Mouse (Module available only for ThinkPad machines):
- Quick: It selects and runs the the mouse diagnostics.
+ Optical:
- Quick: It selects and runs the optical diagnostics.
* RAID:

- Quick: It selects and runs the physical RAID diagnostics.
- Extended: It selects and runs the pirtual RAID diagnostics.

+ Sensor (Module available only for ThinkPad Machines)
- Quick: It selects and runs the sensor diagnostics.
+ Storage:

- Quick: It selects and runs the storage quick diagnostics.
- Extended: It selects and runs the storage extended diagnostics.

* Touch:

- Quick: It selects and runs the touch diagnostics.
* Wired Ethernet:

- Quick: It selects and runs the wired ethernet diagnostics.
+ Audio:

- Quick: It selects and runs the audio diagnostics.

A + Battery AC indicator and battery capacity indicator may not be dis-
played for systems that does not support smart battery feature (not
responds to LENOVO_BATTERY_INFO_PROTOCOL);

For battery, CPU, keyboard, mouse, sensor, optical and wired ether-
net diagnostic modules, if there is more than one device opens the
device selection screen.

+ For modules that have more than one device installed (except for
memory) the application will open the device selection screen.

Tools options are:
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+ System Information: On its main screen, it displays machine, BIOS and processor
information, as well as a menu from which it is possible to retrieve information
from other devices modules.

+ Diagnostic Event Log: It exhibits diagnostic events retrieved from the hardware.
+ Bad Block Recovery: It allows for the recovery of bad blocks on storage devices.

« Data Disposal: Storage tool that erases all data from the storage device (For the
embedded version, it is only available for ARM architectures).

* SMART Information: Tool used to obtain information related to the hardware con-
dition, reported by the S.M.A.R.T (Self-Monitoring, Analysis and Reporting Technol-
ogy). Monitoring system of HDDs, SSDs and NVMes, in order to prevent imminent
hardware failures.

* Fan Tool: Tool used to measure and check the relation between the fan speed
and the processor temperature.

A + Tests and tools rely on UEFI protocols availability, therefore some fea-
tures might not be available on some systems;

+ Attended tests require human intervention by interacting with a
mouse, keyboard, fingerprint or touch devices depending on the se-
lected test. To avoid issues with unresponsive devices an automatic
popup will be prompted announcing to the user that after 15 seconds
of no interaction the test will stop;

* Text font may vary from system to system;

+ For Bad Block Recovery, Data Disposal and SMART Information, if
there is more than one Storage device, the application will open the
device selection screen.

2.2.2 Run the Lenovo Diagnostics UEFI Embedded

Lenovo Diagnostics UEFI Embedded version is always available on machines fabri-
cated by Lenovo. The tool can be accessed directly from the machine’s BIOS, as ex-
plained by the steps bellow.

+ Boot the system and, then, immediately press F10 for Thinkpad, ThinkBook or
SMB systems.

« Access the Novo button menu for IdeaPad systems, then select Lenovo UEFI Diag-
nostics from the menu.

Embedded Home

The Home screen for Lenovo Diagnostics UEFI is shown in the next figure.
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LENOUO Diagnostics UEFI Time 05:40 - Uersion XXX(XXX

HOME

DIAGNDSTICS TOOLS

STORAGE [S] SYSTEM INFORMATION [F1l

BATTERY [J1 CPU [U] BAD BLOCK RECOUERY [F31

DISPLAY [D1 FAN [F] DATA DISPOSAL [F4l

KEYBOARD [K] MOTHERBOARD [H] SMART INFORMATION [FS]

MOUSE [W1 PCI EXPRESS [Pl FAN SPEED [F7l

SENSOR [¥1 FINGERPRINT [NI

More [M]

RUN ALL [R1

Some of the modules have BIDS internal protocols dependency and may not be displayed

Navigation [Arrows] Enter [Spacel About [A] Exit [Escl

Figure 3: Home screen 1 - embedded version

On the Lenovo home screen when the number of modules exceeds the window size,
the application enables the ‘More’ button to follow to the second page.

The second Home screen for Lenovo Diagnostics UEFI is shown in the next figure.
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LENOUD Diagnostics UEFI EFA" Tine 05:40 - Uersion XX-XX.XXX

HOME

DIAGNDSTICS TOOLS

WIFI [6] SYSTEM INFORMATION [F1il

BAD BLOCK RECOVERY [F31

DATA DISPOSAL [F4l

SHART INFORMATION [FS]

FAN SPEED [F7]

Back [B]

RUN ALL [R1

Some of the modules have BIDS internal protocols dependency and may not be displayed

Navigation [Arrous] Enter [Spacel About [A] Exit [Escl

Figure 4: Home screen 2 - embedded version

On the Lenovo home screen when the user is on the second page, the application
enables the '‘Back’ button to return to the first page.

The Home screen is displayed right after the machine is booted from a USB flash
drive containing the application. The Home screen provides options to run all available
tests for devices installed in the machine, options to see detailed information about
these devices, and an option to exit the application. The Home screen is composed of:

« Application Header Bar;
+ Screen Title Bar;
+ Two main sections (Diagnostics and Tools);
- The currently selected option in these sections is outlined in red.
* Instruction Footer Bar;

The Application Header Bar contains the name of the application, battery AC adapter
indicator, battery capacity indicator, system time and current version of the application.
The Screen Title Bar helps the user to be attentive to where s/he is throughout the appli-
cation. The Instruction Footer Bar contains additional instructions for using the screen,
as well as the Exit button.

The color of the battery capacity indicator follows the conditions below:

* Battery Charge >=50% »
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* 50% > Battery Charge >=20% >
* Battery Charge < 20% >RED

The Home screen has two main sections: Diagnostics and Tools. The Diagnostics
section provides options to run all installed tests, and the Tools section provides op-
tions for using extra tools.

The currently selected option is outlined in red. The user can change the selected
option either by using mouse/touch (for systems that support mouse/touch navigation)
or by using the arrow keys (¢vAa») and enter the selected option by pressing SPACE or
ENTER.

Diagnostics options, sub-options and their descriptions are subsequently described:

* Run All: It allows the user to run all tests in one single execution. The Run all
option has 4 modes:

- Quick (Unattended): It executes the quick diagnostics of the modules that
are unattended (does not require human intervention).

- Quick: It executes all the quick diagnostics of the modules.

- Full (Unattended): It executes both quick and extended diagnostics of the
modules that are unattended.

- Full: It executes all the diagnostics of the modules.
+ Battery:

- Quick: It selects and runs the battery quick diagnostics.
- Extended: It selects and runs the battery extended diagnostics.

+ CPU:

- Quick: It selects and runs the CPU quick diagnostics.
- Extended: It selects and runs the CPU extended diagnostics.

+ Display:
- Quick: It selects and runs the display diagnostics.
+ Fan:
- Quick: It selects and runs the fan diagnostics.
+ Keyboard (Module available only for ThinkPad machines):
- Quick: It selects and runs the keyboard diagnostics.
* Memory:

- Quick: It selects and runs the memory quick diagnostics.
- Extended: It selects and runs the memory extended diagnostics.

* Motherboard:

- Quick: It selects and runs the motherboard diagnostics.
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* Mouse (Module available only for ThinkPad machines):

- Quick: It selects and runs the the mouse diagnostics.

+ Optical:

- Quick: It selects and runs the optical diagnostics.

* RAID:

- Quick: It selects and runs the physical RAID diagnostics.
- Extended: It selects and runs the pirtual RAID diagnostics.

+ Sensor (Module available only for ThinkPad Machines)

- Quick: It selects and runs the sensor diagnostics.

+ Storage:

- Quick: It selects and runs the storage quick diagnostics.

- Extended: It selects and runs the storage extended diagnostics.

* Touch:

- Quick: It selects and runs the touch diagnostics.

* Wired Ethernet:

- Quick: It selects and runs the wired ethernet diagnostics.

* Audio:

- Quick: It selects and runs the audio diagnostics.

A

Battery AC indicator and battery capacity indicator may not be dis-
played for systems that does not support smart battery feature (not
responds to LENOVO_BATTERY_INFO_PROTOCOL);

For battery, CPU, keyboard, mouse, sensor, optical and wired ether-
net diagnostic modules, if there is more than one device opens the
device selection screen.

For modules that have more than one device installed (except for
memory) the application will open the device selection screen.

Tools options are:

+ System Information: On its main screen, it displays machine, BIOS and processor
information, as well as a menu from which it is possible to retrieve information
from other devices modules.

+ Diagnostic Event Log: It exhibits diagnostic events retrieved from the hardware.
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+ Bad Block Recovery: It allows for the recovery of bad blocks on storage devices.

+ Data Disposal: Storage tool that erases all data from the storage device (For the
embedded version, it is only available for ARM architectures).

* SMART Information: Tool used to obtain information related to the hardware con-
dition, reported by the S.M.A.R.T (Self-Monitoring, Analysis and Reporting Technol-
ogy). Monitoring system of HDDs, SSDs and NVMes, in order to prevent imminent
hardware failures.

« Fan Tool: Tool used to measure and check the relation between the fan speed
and the processor temperature.

A * Tests and tools rely on UEFI protocols availability, therefore some fea-
tures might not be available on some systems;

+ Attended tests require human intervention by interacting with a
mouse, keyboard, fingerprint or touch devices depending on the se-
lected test. To avoid issues with unresponsive devices an automatic
popup will be prompted announcing to the user that after 15 seconds
of no interaction the test will stop;

« Text font may vary from system to system;

* For Bad Block Recovery, Data Disposal and SMART Information, if
there is more than one Storage device, the application will open the
device selection screen.

3 Automated Execution

Automated Execution is a feature that allows the user to set an amount of diagnos-
tics from a JSON configuration file to be executed from different modules and devices
at the UEFI application with no user interaction during execution. It allows the user to
configure which specific diagnostics should be run on each device.

The user also has the option to configure the amount of times the machine should
reboot. If the machine is rebooted, all the diagnostics will run again until the machine
has rebooted the configured number of times.

3.1 Startup Script

In order to make it fully automated a startup.nsh script should be created and
placed in the flash drive where are the application and the configuration file. This will
be used to call the application by itself with no need for the user to do it. The content
of this script can be seen below:

16



for %2 in 0123456789
if exist f)a:startup.nsh then
set L fsla:
YAWA
endif
endfor

yAWA

<UEFI Application Name>.efi

3.2 JSON configuration file

An example of the JSON configuration file with modules, devices, and diagnostics
configured can be seen below:

{
"no_boots": 1,
"times_to_run'": 3,
"duration": 1,
"automated_exec": [
{
"module": "CP_Q",
"execution": [
{
"deviceId": O,
"tests": [8, 9]
}
]
Fo
{
"module": "HD_Q",
"execution": [
{
"deviceId": O,
"tests": [2, 18, 19, 20]
}
]
}
]
}

17



Table 1: List of parameters and their explanation

Config Key

Config Value (eg)

What it means...

no_boots

1

The no_boots parameter sets the amount
of times the feature will reboot the machine
and execute all the test flow configured. If
set to 1 then the machine will boot, run the
test cycle, reboot, run it again and finishes.

times_to_run

The times_to_run parameter is used to set
the amount of times each test will run. Soin
this case each test will be executed 2 times
per boot interaction.

duration

Duration defines how long the tests must
run in minutes. This parameter has priority
over the times_to_run parameter. If a test
takes longer than the duration and the time
limit is reached the test will be cancelled, if
a test lasts less than a duration it will be ex-
ecuted more than once until the time limit
is reached.

automated_exec

vector(]

The automated_exec vector is where the
feature flow will be set, is where the user
can set the modules, devices and tests that
will be executed.

module

CP_Q, ME_E

The module is to define which suite will
be executed, it follows the Shell View stan-
dards using ModuleShortName. CP_Q is
for CPU quick and ME_E is for memory ex-
tended.

Table 2: List of parameters and their explanation

Config Key

Config Value (eg)

What it means...

execution

vector(]

The execution vector defines what is going
to be executed by each suite, is where the
user can define the device and tests per de-
vice that will run.

deviceld

0,1

The deviceld parameter sets which device is
being executed per execution index inside
the suite, it follows the id of the Shell View
app standards using Devicelndex.

tests

0,1,23,12

The tests parameter defines which tests will
be executed per deviceld inside execution
vector, it follows the Shell View app stan-
dards using TestIndex.
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3.3 JSON keys and values

A * The JSON configuration file must be called AutoExecConfig.json to be
found by the application;

+ When setting duration, no_boots, deviceld, and testld the parser will
validate negative numbers and consider them as invalid parameters;

* Any parameter configured using decimal numbers will be rounded by
the application;

+ Times to run can not be set to zero, this will result on an invalid pa-
rameter.

4 Hierarchical Diagnosis

The hierarchical diagnostics functionality is a feature that conducts to hierarchic
sorted tests, in the way that the more independent is a module, the more its tests take
precedent in the tests hierarchy.

That allows the identification of modules failures that precede a specific module
being diagnosed, where its corresponding tests have firstly failed.

After testing a specific module, in the case of at least one failure has occurred, the
following popup will be displayed.

LENDVO Diagnostics UEFI =J= fiif4» Time 00:00 - Uersion XX.XX.XXX

DISPLAY

DIAGNOSTICS EXECUTION

Final Result Code: A1Z23B4CS5C-DEFGHI
HIERARCHICAL DIAGNOSTICS

One or more tests have failed, do you want to diagnose correlated
dependencies/modules?

No [ESC] ‘ Yes

Figure 5; Hierarchical diagnosis confirmation pop-up

When choosing Yes, the application will test the correlated modules, as the following
figure demonstrates it by using a Display test failure example.
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LENOVO Diagnostics UEFI Time 06:23 - Version XX XX. XXX

DISPLAY - HIERARCHICAL DIAGNOSTICS

DIAGNOSTICS EXECUTION

T
Started at: 2023/11/24 06:23:30 ]
Register Test: PASSED
BT Imstruction Test: PASSED
#87 Floating Point Test: PASSED
HHY Test: PASSED
SSE Test: PASSED
AES Test: PASSED
FHA Test: PASSED
AUKZ Test: PASSED
Cache Test: Waiting
CLMUL Test: Waiting
ISK Test: Waiting
Finished at: 0000/00/00 00:00:00
RESULT CODE:

MOTHERBOARD —

1

Total estinated time: 00:00:23 of 07:32:39

Navigation [Arrows] Pgllp [F91 PgDn [F101 Home [Escl

Figure 6: Hierarchical diagnosis execution

5 Times to run
Times To Run is a feature that is available for all Diagnostic Modules and Run All.
By selecting a test option, the user can choose how many times this test will run.

The application will then run the selected test as many times as the user has set in
the Times to Run field.
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Times to Run

> b>
Confirm [C]
Navigation [Arrowsl Enter [Spacel Times to Run Info [T] Home [Escl

Figure 7: Times to run field settings

When the system finishes the selected test, the Diagnostics Execution will be dis-
played with breaks for each round: Execution Number 1, Execution Number 2,... up to
the limit of the number set in the Times To Run field.

LENOVD Diagnostics UEFI Tine 06:24 - Version XX.XX. XXX

BATTERY - EXTENDED

DIAGNOSTICS EXECUTION

T

Final Result Code: -—=
BATTERY : SHP

Execution Number: 1

Started at: 2023/11/24 06:24:41

Battery Charge Test: NOT APPLICABLE

Battery Discharge Test: Progress [0%] (1]1])

Finished at: 0000/00/00 00:00:00

RESULT CODE: I

Execution Number: 2

Started at: 0000/00/00 00:00:00

Battery Charge Test: Waiting

Battery Discharge Test: Waiting

Finished at: 0000/00/00 00:00:00 —

RFQINT CONF- . ___ | !

Total estinated time: 00:00:09 of 03:40:00

Navigation [Arrowsl Pgllp [F91 Pghn [F10] Home [Esc]

Figure 8: Times to run Diagnostics execution example
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A * There are maximum and minimal limits for Times to Run selection

- In each diagnostic module the range is 1 50
- In Run All execution the range is 1 5

« If Times to Run was set to run only once, "Execution Number 1" will
not be displayed.

6 Audio

The system allows the user to access the audio diagnostics from the Home screen,
Diagnostics, Audio.

The user can deselect a selected test by pressing the SPACE key when the test is
highlighted. An empty space will appear between the brackets. To select a test again,
the user can press the SPACE key again.

Initially, the "Select/Deselect All Options" is selected. If the user presses the SPACE
or ENTER key on that option, then all test options will be deselected. If the user selects
the "Select/Deselect All Options" again, all tests options will be selected again.

LENOUO Diagnostics UEFL -I= EEfAl" Time 12:27 - Version XX.XX.XXX

AUDIO: fudio Device

ALGORITHM SELECTION

[[ ¥ 1 Select / Deselect All Dptions

[ ¥ 1 Internal Speaker Test

Times to Run

<< Imu> ]
Confirn [C]
Navigation [Arrows] = Enter [Spacel Tines to Run Info [T] Home [Escl

Figure 9: Audio algorithm selection

If more than one device is available, the selected device will be shown ac-
compained by it's number, on the algorithm selection screen
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The Audio Execution screen provides information about the Audio diagnostics progress,
as well as information about the results. This screen is composed of:

+ Application Header Bar

+ Screen Title Bar

+ Screen Sub-title Bar

+ Diagnostic Information Section

* Instruction Footer Bar

LENOUOD Diagnostics UEFI =B= [ Time 00:00 - Uersion XX.XX.XXX

AUDID

DIAGNOSTICS EXECUTION

Final Result Code:  U1TUMS2US-2261V3

fludio Device
Started at: 2022/12/01 02:55:26
Internal Speaker Test:
Finiched at- 2022/12/0 N2-55-33 !

| |

Total estimated time: 00:00:07 of 00:00:15

Navigation [Arrowsl m PgDn [F101 Home [Escl

Figure 10: Audio diagnostics execution

The Application Header Bar contains the name of the application, system'’s time and
application’s current version; the Screen Title and Screen Sub-title Bars help the user
to be attentive of where s/he is throughout the application; and the Instruction Footer
Bar contains additional instructions for using the screen, as well as the Exit button.

The screen has one main section that provides information about the diagnostic,
as well as a progress bar and a View Log button, both placed at the bottom of the
section, where the former indicates the global execution progress and the latter allows
to visualize tests details after finishing the diagnostic execution. That section contains
the following diagnostics information:

+ Final Result Code (an encrypted code that informs which modules were tested).
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* QR Code (QR code shown on the right side of Final Result Code and that contain
the information below, concatenated with semicolon):

Final Result Code;

Serial Number;

Test Date (YYYYMMDD format);

Machine Model;

BIOS Version;

UEFI Diags version;

Machine Type-Model (MTM);

Wired MAC Address (if not available, hide this information);

- Wireless MAC Address (if not available, hide this information);

* Number of the executed iteration.

+ Date and time that diagnostic has started.

+ Test (name of the test being currently run).

* Progress of the current test (current test's progress in percentage).

* Total estimated time of the current suite of diagnostic tests.

+ Alistwith all the algorithms which compose device test and their respective status:

- Waiting, indicating the test is waiting to be run.

Progress (plus the test execution percentage), indicating the test is being
run.

- , indicating the algorithm has found no problems at device.

- , when applicable, indicating the algorithm has detected signs to
the user be aware (for instance, of an imminent failure).

CANCELED, indicating the algorithm has been canceled by user.
NOT APPLICABLE, indicating the algorithm is not supported by device.

+ Date and time that the tests are finished (displayed after test is finished).
+ Result Code for test.

+ Elapsed time, that is a duration of test in hours, minutes and seconds (displayed
after test is finished).

While the diagnostic is running, the user can stop it at any time by pressing the ESC
key. If the user does that, the diagnostic is aborted and the status of the test that is
being run is changed to CANCELED. After the diagnostic is finished or canceled, the
user can go back to the Home screen (by pressing ESC again) or visualize the test log
(by pressing the V key).

o | The Audio module is currently only be available for TP L Gen 3 machines.
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7 Battery

The battery module is available in only few models due to UEFI protocols availability.

The system allows the user to access the battery diagnostics from the Home screen,
Diagnostics, Battery.

After the user enters the Battery option, the Battery Diagnostics Type menu will be
displayed as the following image.

=B= [ Time 00:00 - Uersion XX.XX.XXX

R LENOUO  Diagnostics UEFI

BATTERY

DIAGNOSTICS TYPE

[[ X7 Quick
[ 1 Extended

Navigation [Arrows]l Enter [Spacel Home [Escl

Figure 11: Battery diagnostics type

An item can be selected/deselected by pressing SPACE when it is highlighted. A
desired item is selected when it shows "[X]" preceding it. In order to continue, the user
has to press ENTER in the "Confirm" button. As a result, the system will show quick and
extended diagnostic types, as illustrated in the next figure.

If more than one battery is installed, Battery Extended diagnostic type
A won't be available due to UEFI detection limitation.
The system will skip Diagnostics Type screen and present Quick Algorithm
Selection screen.

If there is more than one battery device installed, the Diagnostics Type menu will
not be displayed.

After the diagnostic type selection, the menu Device Selection is displayed as shown
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in the next figure.

LENDVD Diagnostics UEFI =0= [[EHs Time 00:00 - Uersion XX.XX.XXX

BATTERY
DEVICE SELECTION

[l ¥ 1 Select / Deselect fll Options

[ ¥ 1 213-SANYD
[ X1 63-SHP

Confirm [C]
Navigation [frrows] Enter [Spacel Home [Escl

Figure 12: Battery device selection

If more than one device is available, the selected device will be shown ac-
compained by it's number, on the algorithm selection screen

After the user selected a diagnostic type, all available tests will be displayed for ex-
ecution. The available tests for quick diagnostics are illustrated in the next figure:
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3 LENOUOD Diagnostics UEFI =B= [l Time 00:00 - Uersion XX.XX.XXX

BATTERY 1: 213-SANYD

ALGORITHM SELECTION

[ ¥1 Select / Deselect All Options

[ ¥ 1 Health Test
[ ¥ 1 Temperature Test

Tines to Run

<< < JRl> B>

Confirn [C]

Navigation [Arrowsl  Enter [Spacel Times to Run Info [T]

Figure 13: Battery quick algorithm selection

Home [Escl

The available tests for extended diagnostics are illustrated in the next figure:
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LENOUD Diagnostics UEFI == [ Time 60:60 - Uersion XX.XX.XXX

BATTERY

DIAGNOSTICS TYPE

[ 1 Quick
I[ % 1 Extended

Navigation [Arrowsl Enter [Spacel Home [Escl

Figure 14: Battery extended type selection
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LENOUD Diagnostics UEFI == 8 Time 60:00 - Uersion XX.XX.XXX

BATTERY 1:213-SANYD

ALGORITHM SELECTION

\[ ¥ 1 Select / Deselect All Options

[ ¥ 1 Battery Charge Test
[ X1 Battery Discharge Test

Times to Run

<[ <JR> P!

Navigation [Arrowsl Enter [Spacel Times to Run Info IT] Home [Escl
Figure 15: Battery extended algorithm selection

After choosing Extended Charge or Discharge Tests, a popup message will be dis-
played as illustrated below:

BATTERY CHARGE TEST

Please check if the AC cable is connected and the remaining charge
is below 94%. If the AC cable is discommected. please commect it
before confirming the popup.

Figure 16: Battery charge test pop-up
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BATTERY DISCHARGE TEST

Please check if the AC cable is disconnected and the remaining
charge is above 1074. If the AC cable is comnected. please
discommect it before confirming the popup.

Figure 17: Battery discharge test pop-up

To avoid the processing of incorrect results on the log, the system will initiate a
timer of 15 seconds after the pop-up is closed, in which the battery controller has time
to detect the change of status (connected / disconnected). Currently, this timer is not
visible to the user, and can be followed by the execution time, on the bottom of the
test screen.

The user can deselect a selected test by pressing the SPACE key when the test is
highlighted. An empty space will appear between the brackets. To select a test again,
the user can press the SPACE key again.

Initially, the "Select/Deselect All Options" is selected. If the user presses the SPACE
or ENTER key on that option, then all test options will be deselected. If the user selects
the "Select/Deselect All Options" again, all tests options will be selected again.

At least one test must be selected, so that the application can run the diagnostic.

After the user chooses which tests must be performed, the user can use the "Confirm"
button. Consequently, the system will run all tests, as illustrated in the figure below.

30



ESTAE Tine 13:41 - Version XX.XX. XXX

h LENOUD Diagnostics UEFI

BATTERY - QUICK

DIAGNOSTICS EXECUTION

1
Final Result Code:  U1QBWEMFL-SK9L4C
BATTERY : Sunwoda
Started at: 2023/11/24 13:42:25
Health Test: PASSED
Temperature Test: PASSED n

Finiched at- 2029/11/24 11-42-26

Total estimated time: 00:00:02 of 00:00:40

Navigation [Arrous] Pglp [F91 PgDn [F10] Home [Escl

Figure 18: Battery quick diagnostic execution
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LENOUD Diagnostics UEFI 0= LY Time 13:42 - Version XX XX.XXX

BATTERY - EXTENDED

DIAGNOSTICS EXECUTION

Final Result Code:  UIFHZLTJK-KGBETC

BATTERY : Sunwoda

Started at: 2023/11/24 13:42:45

Battery Charge Test: CANCELED

Battery Discharge Test: CANCELED

Finichad at- 2022/11/74 13.42.65 1

| |

Total estimated time: 00:00:10 of 00:20:00

Navigation [Arrows] PgUp [F91 PgDn [F16] m

Figure 19: Battery extended diagnostic execution

The Battery Diagnostics Execution screen provides information about the battery
diagnostics progress, as well as information about the results. This screen is composed
of:

+ Application Header Bar

+ Screen Title Bar

* Screen Sub-title Bar

+ Diagnostic Information Section

* Instruction Footer Bar

The Application Header Bar contains the name of the application, system’s time and
application's current version; the Screen Title and Screen Sub-title Bars help the user
to be attentive of where s/he is throughout the application; and the Instruction Footer
Bar contains additional instructions for using the screen, as well as the Exit button.

The screen has one main section that provides information about the diagnostic,
as well as a progress bar and a "View Log" button, both placed at the bottom of the
section, where the former indicates the global execution progress and the latter allows
to visualize tests details after finishing the diagnostic execution. That section contains
the following diagnostics information:

+ Final Result Code (an encrypted code that informs which modules were tested).
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+ Date and time that diagnostic has started.

+ Test (name of the test being currently run).

* Progress of the current test (current test's progress in percentage).

* Total estimated time of the current suite of diagnostic tests.

+ Alistwith all the algorithms which compose device test and their respective status:

- Waiting, indicating the test is waiting to be run.

Progress (plus the test execution percentage), indicating the test is being
run.

- , indicating the algorithm has found no problems at device.

- , when applicable, indicating the algorithm has detected signs to
the user be aware (for instance, of an imminent failure).

FAILED, indicating the algorithm has found one or more faults.

CANCELED, indicating the algorithm has been canceled by user.
+ Date and time that the tests are finished (displayed after test is finished).
* Result Code for test.

+ Elapsed time, that is a duration of test in hours, minutes and seconds (displayed
after test is finished).

While the diagnostic is running, the user can stop it at any time by pressing the ESC
key. If the user does that, the diagnostic is aborted and the status of the test that is
being run is changed to CANCELED. After the diagnostic is finished or canceled, the
user can go back to the Home screen (by pressing ESC again) or visualize the test log
(by pressing the V key).

8 CPU

The system allows the user to access the CPU diagnostics from the Home screen,
Diagnostics, CPU.

After the user enters the CPU option, the CPU diagnostics type menu will be dis-
played as the following image.
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LENOVOD Diagnostics UEFI =J= [CEZs Time 00:00 - Uersion XX.XX.XXX

CPU

DIAGNOSTICS TYPE

|[X] Quick
[ ] Extended

Confirm [C]
Navigation [Arrowsl Enter [Spacel Home [Escl

Figure 20: CPU diagnostics type

An item can be selected/deselected by pressing SPACE when it is highlighted. A
desired item is selected when it shows "[X]" preceding it.

After the user enters the "Confirm" button, the application will display the CPU de-

vices available in the system. If there is more than one CPU device installed, the menu
Device Selection is displayed, as shown in the next figure.

34



LENOVOD Diagnostics UEFI == [CAs Time 00:00 - Version XX.XX.XXX

CFU

DEVICE SELECTION

I[ X ] Select ~ Deselect All Options

[ x] INTEL
[x] arD

Confirm [C]
Navigation [Arrows] Enter [Spacel Home [Escl

Figure 21: CPU device selection

8.1 CPU quick diagnostics

The system allows the user to access the CPU quick diagnostics from the Home
screen, Diagnostics, CPU.

Quick diagnostics are test algorithms that take less than 10 minutes to execute each
test.

An item can be selected/deselected by pressing SPACE when it is highlighted. A
desired item is selected when it shows "[X]" preceding it. To access the CPU quick di-
agnostics, the user can use the UP/DOWN arrow key until "Quick" is focused and press
SPACE key to select it.

In order to continue, the user has to press ENTER in the "Confirm" button. As a
result, the system will show a list of tests, as illustrated in the next figure, and all the
tests are initially selected to be tested.

The user can deselect a selected test by pressing the SPACE key when the test is
highlighted. An empty space will appear between the brackets. To select a test again,
the user can press the SPACE key again.

Initially, the "Select/Deselect All Options" is selected. If the user presses the SPACE
or ENTER key on that option, then all test options will be deselected. If the user selects
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the "Select/Deselect All Options" again, all tests options will be selected again.

3 LENOUD Diagnostics UEFI =B= [ Time ©0:00 - Uersion XX.XX.XXX
CPU 1: Intel(R) Core(TM) i7-6600U CPU B 2.60GHz - INTEL

ALGORITHM SELECTION

|[ K 1 Select /7 Deselect All Options

[ ¥ 1 Register Test

[ ¥ 1 BT Instruction Test
[ ¥ 1 K87 Floating Point Test
[ ¥ 1 MMX Test

[ ¥ 1 SSE Test

[ ¥ 1 AES Test

[ ¥ 1 FMA Test

[ X1 AVK2 Test

[ ¥ 1 Cache Test

[ ¥ 1 CLMUL Test

[¥1 TSX Test

Times to Run

1 B
Navigation [Arrows]l Enter [Spacel Times to Run Info [T Home [Escl

Figure 22: CPU algorithm selection
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LENDUD Diagnostics UEFI =B= s Time 00:00 - Uersion XX.XX.XXX

CPU 1: Snapdragon (TH) 8cx B 2.84 GHz - QUALCOMM
ALGORITHM SELECTION

[ ¥ 1 Select / Deselect All Options

[[ %1 Hath Test
[ ¥1 Floating Point Test
[ B 1 Extension Instruction Test

[ 1 Zero Registers Test
[ 1 Neon Test

Times to Run

1 BN
Confirm [C]
Navigation [Arrowsl Enter [Spacel Times to Run Info [T] Home [Escl

Figure 23: CPU algorithm selection - ARM version

If more than one device is available, the selected device will be shown ac-
compained by it's number, on the algorithm selection screen

At least one test must be selected, so that the application can run the diagnostic.
After the user chooses which tests must be performed, the user can use the "Confirm"
button. Consequently, the system will run all tests, as illustrated in the figure below.
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k LENOUD Diagnostics UEFI Time 13:51 - Version XX.XX.XXX
CPU - QUICK

DIAGNOSTICS EXECUTION

1
Final Result Code:  U1PINEUDK-3C7RSH
CPU: 12th Gen Intel(R) Core(TM) i7-1270P

Started at: 2023/11/10 13:50:27

Register Test: PASSED

BT Instruction Test: PASSED

MHA? Floatina Paint Toct: PASSFN 4

Total estimated time: 00:00:38 of 00:00:33

Navigation [Arrouwsl Pgllp [F91 PgDn [F101 Home [Escl

Figure 24: CPU quick diagnostics execution
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Diagnostics UEFI =B= B Time 00:00 - Uersion XX XX XXX
CPU - QUICK

DIAGNOSTICS EXECUTION

Final Result Code:  U1ZJHCIRP-SFZHK6

CPU: Snapdragon (TM) 8cx @ 2.84 GHz

Started at: 2013/01/26 09:05:18

Math Test:
Flnating Dint Tect- 4
|
Total estimated time: 00:00:01 of 00:00:05
Navigation [Arrows]

Figure 25: CPU quick diagnostics execution - ARM version

The CPU Quick Diagnostics Execution screen provides information about the CPU
diagnostics progress, as well as information about the results. This screen is composed
of:

+ Application Header Bar

* Screen Title Bar

* Screen Sub-title Bar

+ Diagnostic Information Section

* Instruction Footer Bar

The Application Header Bar contains the name of the application, system'’s time and
application’s current version; the Screen Title and Screen Sub-title Bars help the user
to be attentive of where s/he is throughout the application; and the Instruction Footer
Bar contains additional instructions for using the screen, as well as the Exit button.

The screen has one main section that provides information about the diagnostic,
as well as a progress bar and a View Log button, both placed at the bottom of the
section, where the former indicates the global execution progress and the latter allows
to visualize tests details after finishing the diagnostic execution. That section contains
the following diagnostics information:

+ Final Result Code (an encrypted code that informs which modules were tested).
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+ Date and time that diagnostic has started.

+ Test (name of the test being currently run).

Progress of the current test (current test's progress in percentage).

* Total estimated time of the current suite of diagnostic tests.

Alist with all the algorithms which compose device test and their respective status:

- Waiting, indicating the test is waiting to be run.

Progress (plus the test execution percentage), indicating the test is being
run.

- , indicating the algorithm has found no problems at device.

- , when applicable, indicating the algorithm has detected signs to
the user be aware (for instance, of an imminent failure).

FAILED, indicating the algorithm has found one or more faults.

CANCELED, indicating the algorithm has been canceled by user.
NOT APPLICABLE, indicating the algorithm is not supported by device.

+ Date and time that the tests are finished (displayed after test is finished).

Result Code for test.

+ Elapsed time, that is a duration of test in hours, minutes and seconds (displayed
after test is finished).

While the diagnostic is running, the user can stop it at any time by pressing the ESC
key. If the user does that, the diagnostic is aborted and the status of the test that is
being run is changed to CANCELED. After the diagnostic is finished or canceled, the
user can go back to the Home screen (by pressing ESC again) or visualize the test log
(by pressing the V key).

8.2 CPU extended diagnostics

The system allows the user to access the CPU extended diagnostics from the Home
screen, Diagnostics, CPU.

After the user enters the CPU option, the CPU diagnostics type menu will be dis-
played as the following image.
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LENOUD Diagnostics UEFIL =B= (& Time 00:00 - Uersion XX.XX.XXX

CPU
DIAGNOSTICS TYPE

[ 1 Quick
[L % 1 Extended

Navigation [Arrowsl Enter [Spacel Home [Escl

Figure 26: CPU diagnostics type

Extended Diagnostics may take more than 10 minutes to complete each test.

An item can be selected/deselected by pressing SPACE when it is highlighted. A
desired item is selected when it shows "[X]" preceding it. To access the CPU extended
diagnostics, the user can use the UP/DOWN arrow key until "Extended" is focused and

press SPACE key to select it.

In order to continue, the user has to press ENTER in the "Confirm" button .

When the user presses ENTER, the Algorithm Selection screen is displayed, as shown
in the figure below.
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LENOUD Diagnostics UEFI -B= s Time 00:00 - Uersion XX.XX.XXX

CPU 1: Intel(R) Core(TM) i?-6606U CPU @ 2.60GHz - INTEL
ALGORITHH SELECTION

[ X1 Select / Deselect All Options

[ ¥1 Stress Test

Times to Run %
1 B
Confirm [C]
Navigation [Arrows] Enter [Spacel Times to Run Info [T] Home [Escl

Figure 27: CPU algorithm selection

If more than one device device is available, the selected device will be
shown accompained by it's number, on the algorithm selection screen

At least one test must be selected, so that the application can run the diagnostic.
After the user chooses which tests must be performed, the user can use the "Confirm"
button. Consequently, the system will run all tests, as illustrated in the figure below.
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R LENOUD Diagnostics UEFI BIZAr Time 13:52 - Version XX.XX.XXX

CPU - EXTENDED

DIAGNOSTICS EXECUTION

Final Result Code:  U19Z27M983-7KHST3

CPU: 12th Gen Intel(R) Core(TH) i7-12770P

Started at: 2023711710 13:53:03

Stress Test: CANCELED

Finished at: 2023711710 13:53:03

RFUMT CNNF - | 1ICPARARAARAAARAAAARA-S.IZLSD |

7 L
|
Total estimated time: 00:00:00 of 00:10:00
Navigation [Arrowsl

Figure 28: CPU extended diagnostics execution

The CPU Extended Diagnostics Execution screen provides information about the
CPU diagnostics progress, as well as information about the results. This screen is com-
posed of:

+ Application Header Bar

+ Screen Title Bar

*+ Screen Sub-title Bar

+ Diagnostic Information Section

* Instruction Footer Bar

The Application Header Bar contains the name of the application, system’s time and
application’s current version; the Screen Title and Screen Sub-title Bars help the user
to be attentive of where s/he is throughout the application; and the Instruction Footer
Bar contains additional instructions for using the screen, as well as the Exit button.

The screen has one main section that provides information about the diagnostic,
as well as a progress bar and a View Log button, both placed at the bottom of the
section, where the former indicates the global execution progress and the latter allows
to visualize tests details after finishing the diagnostic execution. That section contains
the following diagnostics information:

+ Final Result Code (an encrypted code that informs which modules were tested).

43



+ Date and time that diagnostic has started.

+ Test (name of the test being currently run).

* Progress of the current test (current test's progress in percentage).

* Total estimated time of the current suite of diagnostic tests.

+ Alistwith all the algorithms which compose device test and their respective status:

- Waiting, indicating the test is waiting to be run.

Progress (plus the test execution percentage), indicating the test is being
run.

- , indicating the algorithm has found no problems at device.

- , when applicable, indicating the algorithm has detected signs to
the user be aware (for instance, of an imminent failure).

FAILED, indicating the algorithm has found one or more faults.

CANCELED, indicating the algorithm has been canceled by user.
NOT APPLICABLE, indicating the algorithm is not supported by device.

+ Date and time that the tests are finished (displayed after test is finished).
« Result Code for test.

+ Elapsed time, that is a duration of test in hours, minutes and seconds (displayed
after test is finished).

While the diagnostic is running, the user can stop it at any time by pressing the ESC
key. If the user does that, the diagnostic is aborted and the status of the test that is
being run is changed to CANCELED. After the diagnostic is finished or canceled, the
user can go back to the Home screen (by pressing ESC again) or visualize the test log
(by pressing the V key).

9 Display

The system allows the user to access the Display diagnostics from the Home screen,
Diagnostics, Display.

After the user enters the Display option, the application computes the number of

algorithms that can be performed and the Algorithm Selection screen is displayed, as
shown in the figure below.
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DISPLAY: CSOT T3 MNGOO?DA1-C - CSO

ALGORITHM SELECTION

[[ 1 Select / Deselect ALl Options

¥ 1 Red Solid Color Test

K 1 Blue Solid Color Test
¥ 1 Green Solid Color Test
¥ 1 Black Solid Color Test
¥ 1 White Solid Color Test
K 1 Luninance VESA Test

% 1 Geometry VESA Test

¥ 1 Focus UESA Test

¥ 1 Combination Test

K 1 Access Test

Times to Run

<] < I > D)
Confirm [C]
Navigation [Arrows]l Enter [Spacel Times to Run Info [T] Home [Escl

Figure 29: Display algorithm selection

If more than one device is available, the selected device will be shown ac-
compained by it's number, on the algorithm selection screen

The Algorithm Selection screen allows the user to select which algorithms will be
tested by the application. After the user chooses at least one test and chooses the
"Confirm" button on the Algorithm Selection screen, the Display test start.

Before an algorithm is run, a popup containing instructions about the algorithm

is displayed, as shown in the following figure. The user can press the ENTER key to
proceed with the algorithm execution or can press ESC to abort the test.
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DISPLAY

DIAGMOSTICS EXECUTION

Final Result Code: -~

DIk GEOHETRY VESA TEST

Lines, rectangles and circles will be painted on your screen. Hake
sure that the geometric figures are displayed correctly. After
checking your screen, click, touch or press any key to continuee.

o |

Total estimated tine: 00:00:00 of 00:00:05

Navigation [Arrows] -

Figure 30: Display test instruction pop-up

If the user chooses to proceed with the test's execution, an image pattern will be
displayed on the screen, as shown in the following figure. After the user checks the
screen, user can proceed with the test's execution by pressing any key, mouse click or
touch action.
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Figure 31: Geometry VESA test

After that, a popup shows up, asking the user if the pattern was correctly painted
on the display. If so, the user must press the ENTER key; if not, the user must press the
ESC key. This popup can be seen in the next figure.
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DISPLAY
DIAGNOSTICS EXECUTION

=

Final Result Code:

DISHLas
BLUE SOLID COLOR TEST

Was your screen painted correctly?

Focus VESA Test: Uaiting
Combination Test: Vaiting
fccess Test: Uaiting
Finished at: 0000,/00,/90 00 :00:00

EFQNT MnF-

Total estimated time: 00:00:00 of 00:00:46

P X BT

Figure 32: Display test result inquiry popup

This process is repeated for each selected algorithm. After the test is finished or
canceled, the user can go back to the Home screen by pressing the ESC key again or go
to the Diagnostics Result Log screen by pressing the V key.
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DISPLAY

DIAGNDSTICS EXECUTION

Started at: 2022/11/29 18:27:48
Red Solid Color Test: PASSED
Blue Solid Color Test: PASSED
Green Solid Color Test: PASSED
Black Solid Color Test: PASSED
White Solid Color Test: PASSED
Luminance VESA Test: PASSED
Geometry UESA Test: PASSED

Focus UESA Test: Progress [ 30/ 1 .llll
Combination Test: Waiting

fccess Test: Waiting

Finished at: 0000/00/00 00:00:00

RESULT CODE:

Elapsed Tine: --- [ﬂ

Total estimated time: 00:00:04 of 00:02:18

Navigation [Arrowsl] Pglp [F9] Pgbn [F10] Home [Escl

Figure 33: Display diagnostics execution

The Display Diagnostics Execution screen provides information about the Display
diagnostics progress, as well as information about the results. This screen is composed
of:

+ Application Header Bar

* Screen Title Bar

*+ Screen Sub-title Bar

+ Diagnostic Information Section

* Instruction Footer Bar

The Application Header Bar contains the name of the application, system’s time and
application’s current version; the Screen Title and Screen Sub-title Bars help the user
to be attentive of where s/he is throughout the application; and the Instruction Footer
Bar contains additional instructions for using the screen, as well as the Exit button.

The screen has one main section that provides information about the diagnostic,
as well as a progress bar and a View Log button, both placed at the bottom of the
section, where the former indicates the global execution progress and the latter allows
to visualize tests details after finishing the diagnostic execution. That section contains
the following diagnostics information:

* Final Result Code (an encrypted code that informs which modules were tested).
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+ Date and time that diagnostic has started.

+ Test (name of the test being currently run).

* Progress of the current test (current test's progress in percentage).

* Total estimated time of the current suite of diagnostic tests.

+ Alistwith all the algorithms which compose device test and their respective status:

- Waiting, indicating the test is waiting to be run.

Progress (plus the test execution percentage), indicating the test is being
run.

- , indicating the algorithm has found no problems at device.

FAILED, indicating the algorithm has found one or more faults.

CANCELED, indicating the algorithm has been canceled by user.
NOT APPLICABLE, indicating the algorithm is not supported by device.

+ Date and time that the tests are finished (displayed after test is finished).
* Result Code for test.

+ Elapsed time, that is a duration of test in hours, minutes and seconds (displayed
after test is finished).

While the diagnostic is running, the user can stop it at any time by pressing the ESC
key. If the user does that, the diagnostic is aborted and the status of the test that is
being run is changed to CANCELED. After the diagnostic is finished or canceled, the
user can go back to the Home screen (by pressing ESC again) or visualize the test log
(by pressing the V key).

10 FAN

o | The Fan diagnostics is only available for ThinkPad systems

After the user enters the Fan option, the Algorithm Selection screen is displayed, as
shown in the figure below.
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FAN: FAN_SYSTEM

ALGORITHM SELECTION

[ 81 Select / Deselect All Options

[ ¥ 1 Control Test

Times to Run

1 B
Confirm [C]
Navigation [Arrows] Enter [Spacel Tines to Run Info [T] Home [Escl

Figure 34: Fan algorithm seletion

If more than one device is available, the selected device will be shown ac-
compained by it's number, on the algorithm selection screen

At least one test must be selected, so that the application can run the diagnostic.
After the user chooses which tests must be performed, the user can use the "Confirm"
button. Consequently, the system will run all tests, as illustrated in the figure below.
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FAN

DIAGNDSTICS EXECUTION

Final Result Code: ---

FAN
Started at: 2023/11/24 06:34:24
Control Test: Progress [ 571 Illll
Finished at: 0000/00/00 00:00:00

RESULT CODE:

Elapsed Tine: ---

Total estimated time: 00:00:05 of 00:02:00
Navigation [Arrous]

Figure 35: Fan diagnostics execution
The Fan Diagnostics Execution screen provides information about the fan diagnos-
tics progress, as well as information about the results. This screen is composed of:
+ Application Header Bar
+ Screen Title Bar
*+ Screen Sub-title Bar
+ Diagnostic Information Section

* Instruction Footer Bar

The Application Header Bar contains the name of the application, system’s time and
application's current version; the Screen Title and Screen Sub-title Bars help the user
to be attentive of where s/he is throughout the application; and the Instruction Footer
Bar contains additional instructions for using the screen, as well as the Exit button.

The screen has one main section that provides information about the diagnostic,
as well as a progress bar and a View Log button, both placed at the bottom of the
section, where the former indicates the global execution progress and the latter allows
to visualize tests details after finishing the diagnostic execution. That section contains
the following diagnostics information:

+ Final Result Code (an encrypted code that informs which modules were tested).

+ Date and time that diagnostic has started.
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+ Test (name of the test being currently run).

* Progress of the current test (current test's progress in percentage).

* Total estimated time of the current suite of diagnostic tests.

+ Alistwith all the algorithms which compose device test and their respective status:

- Waiting, indicating the test is waiting to be run.

Progress (plus the test execution percentage), indicating the test is being
run.

- , indicating the algorithm has found no problems at device.

- , when applicable, indicating the algorithm has detected signs to
the user be aware (for instance, of an imminent failure).

FAILED, indicating the algorithm has found one or more faults.
CANCELED, indicating the algorithm has been canceled by user.
NOT APPLICABLE, indicating the algorithm is not supported by device.

+ Date and time that the tests are finished (displayed after test is finished).
* Result Code for test.

+ Elapsed time, that is a duration of test in hours, minutes and seconds (displayed
after test is finished).

While the diagnostic is running, the user can stop it at any time by pressing the ESC
key. If the user does that, the diagnostic is aborted and the status of the test that is
being run is changed to CANCELED. After the diagnostic is finished or canceled, the
user can go back to the Home screen (by pressing ESC again) or visualize the test log
(by pressing the V key).

The dual fan support was added on v04.06.000 version.

11 Keyboard

The user can choose between PS/2 or USB keyboard as is shown in the figure below.
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KEYBOARD

DEVICE SELECTION

|l X 1 Select / Deselect All Options

[ ¥ 1 P5/2 Keyboard
[ %1 USB Keyboard

Confira [C]
Navigation [Arrows] Enter [Spacel Home [Escl

Figure 36: Keyboard type selection

After the selection of the desired keyboard, the user can select the tests for the
selected keyboard type:

* PS/2 Test:
- Description:"PS/2 Test" is a keyboard test that checks the access to PS/2 type
keyboards.
- Results: PASSED; FAILED; CANCELED; NOT APPLICABLE.
+ USB Test:
- Description:"USB Test" is a keyboard test that checks the access to USB type
keyboards.
- Results: PASSED; FAILED; ; CANCELED; NOT APPLICABLE.

* 1: This test presents similar behavior to USB keyboard Test from Lenovo
Diagnostics Windows, consequently, the test result is given
when some information is not retrieved.

* Warning Message (when some information is not retrieved): WARNING
Manufacturer or Machine Type-Model (MTM) was not possible to be retrieved

* Key Test:

- Description:"Key Test" is an attended keyboard test that the user can check
whether the keys and existing LEDs are properly working for PS/2 Keyboards or
USB Keyboards.
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- Results: PASSED; FAILED; CANCELED.

LENOVO Diagnostics UEFI =j= FCLEe Time 00:00 - Uersion XX.XX.XXX

KEYBOARD

ALGORITHM SELECTION

|[X] Select ~ Deselect All Options

[ x] pssz Test
[ )(] Key Test

Tines to Run

<< IRl ]

Confirm [C]
Navigation [Arrows] Enter [Spacel Home [Escl

Figure 37: Keyboard algorithm selection

If more than one device is available, the selected device will be shown ac-
compained by it's number, on the algorithm selection screen
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LENDUO

Diagnostics UEFI ELfAY Time 13:04 - Version XX.XX.XXX

KEY TEST: PS/2 Keyboard

Press any key on your keyboard in order to test it

l[Fll][LEFT,HLT][LEFT,HLT][FII][LEFT,CUHTHUL]

Notes:

ﬂﬂﬂﬂlﬂﬂlﬂﬂﬂll- (120 ECIE
cock [ [s [o[eofuofrfi]:] ] [+ ]5]¢]

(v [Fio i 1z L CoL et
3|4fsfe|7|8|9fo]- |- [sexse] MM /]|

Enter

Ent
ctr1 | KN

To test Ctrl, Shift or Alt, press the referred key + any function key (e.g.: Alt+F1)

To test Caps. Num or Scroll Leck. press the referred key + any character key (e.g.: CapsLock+A)

To test Win key, press the referred key + any modifier key {e.g.: Win+Shift)
Press [Esc/F3]1 three times to exit the test

Figure 38: Keyboard key test execution

When there is only one device available, the device number is not going to
appear on the device's name.

After the keyboard test execution, the screen below is displayed with the test results.
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KEYBOARD

DIAGMOSTICS EXECUTION

Final Result Code:  U14G1PU71-C7UCKE

PS/2 Keyboard

Execution Number: 1

Started at: 2023/11/10 14:16:13
Key Test:
Finichad at- M72/11/710 14-1R-1R l

| |

Total estimated time: 00:00:05 of 00:02:00

Navigation [Arrousl Pgllp [F91 PgDn [F101 Home [Escl

Figure 39: Keyboard diagnostics execution

o Note

+ Keyboard attended test will automatically exit and show a popup ask-
ing if s/he wants to exit the test after 15 seconds of no user interac-
tion.

+ Test Keyboard displayed layout may differ from physical device de-
pending on system model.

12 Memory

The system allows the user to access the Memory diagnostics from the Home screen,
Diagnostics, Memory.

After the user enters the Memory option, the memory diagnostics type menu will
be displayed and user can choose between quick and extended diagnostics.
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HEMORY

DIAGNOSTICS TYPE

[[ % 1 quick
[ 1 Extended

Confirm [C]
Navigation [Arrows] Enter [Spacel

Figure 40: Memory diagnostic type

Intel's Tiger Lake processor platform has a feature called TME (Total Memory En-
cryption) that enables the encryption of the whole physical memory of a system. This
feature can usually be enabled via BIOS menu in compatible systems. The encryption
of memory can cause the memory diagnostics to present inaccurate results. If the ap-
plication detects that TME is enabled it will display this popup:
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DIAGNOSTICS EXECUTION

Final Result Code:

ned THE (Total Hemory Encryption) is Enabled

THE is enabled. please disable it in BIDS options., othervise test
results may not be accurate. Do you wish to continue the test?

No [Escl

Total estimated time: 00:00:00 of 00:19:50
et o X
Figure 41: Memory diagnostic TME pop-up

If the user does not answer the popup in 15 seconds, the test will automatically
start.

12.1 Memory quick diagnostics

The system allows the user to access the memory quick diagnostics from the Home
screen, Diagnostics, Memory.

An item can be selected/deselected by pressing SPACE when it is highlighted. A de-
sired item is selected when it shows "[X]" preceding it. The quick diagnostics is selected
by default upon selecting the memory module. To access the memory quick diagnos-
tics, the user can use the UP/DOWN arrow key until "Quick" is focused and press SPACE
key to select it.

After the user enters the Memory Quick Diagnostics option, the Algorithm Selection
screen is displayed, as shown in the figure below.
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MEMORY : MAIN_MEMORY

ALGORITHM SELECTION

[[ X1 Select / Deselect All Options

[ ¥ 1 Quick Random Pattern Test

Times to Run

1 B
Confirn [C]
Navigation [Arrowsl Enter [Spacel Times to Run Info [T] Home [Escl

Figure 42: Memory quick diagnostics

If more than one device is available, the selected device will be shown ac-
compained by it's number, on the algorithm selection screen

At least one test must be selected, so that the application can run the diagnostic.

After the user chooses which tests must be performed, the user can use the "Confirm"
button.

The user can deselect a selected test by pressing the SPACE key when the test is

highlighted. An empty space will appear between the brackets. To select a test again,
the user can press the SPACE key again.

Initially, the "Select/Deselect All Options" is selected. If the user presses the SPACE
or ENTER key on that option, then all test options will be deselected. If the user selects
the "Select/Deselect All Options" again, all tests options will be selected again.

The Memory Quick Diagnostics Execution screen is shown in the figure below.
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MEMORY - QUICK

DIAGNOSTICS EXECUTION

Final Result Code: -

MEMORY
Started at: 2023/11/24 06:34:49
Allocating Memory Step: DONE
Quick Random Pattern Test: Progress [ 141 II.II
Deallocating Memory Step: Waiting
Finished at: 0000/00/00 00:00:00
RESULT CODE:
Elapsed Time: ---

Total estimated time: 00:00:10 of 00:11:20

Navigation [fArrous] Home [Escl

Figure 43: Memory quick diagnostics execution

The system allows the user to access the memory quick diagnostics from the Home
screen, Diagnostics, Memory.

The Memory Quick Diagnostics Execution screen provides information about the
memory diagnostics progress, as well as information about the results. This screen is
composed of:

+ Application Header Bar

« Screen Title Bar

+ Screen Sub-title Bar

+ Diagnostic Information Section
* Instruction Footer Bar

The Application Header Bar contains the name of the application, system’s time and
application’s current version; the Screen Title and Screen Sub-title Bars help the user
to be attentive of where s/he is throughout the application; and the Instruction Footer
Bar contains additional instructions for using the screen, as well as the Exit button.

The screen has one main section that provides information about the diagnostic,
as well as a progress bar and a View Log button, both placed at the bottom of the
section, where the former indicates the global execution progress and the latter allows
to visualize tests details after finishing the diagnostic execution. That section contains
the following diagnostics information:
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+ Final Result Code (an encrypted code that informs which modules were tested).

* QR Code (QR code shown on the right side of Final Result Code and that contain
the information below, concatenated with semicolon):

Final Result Code;

Serial Number;

Test Date (YYYYMMDD format);

Machine Model;

BIOS Version;

UEFI Diags version;

Machine Type-Model (MTM);

Wired MAC Address (if not available, hide this information);

- Wireless MAC Address (if not available, hide this information)

* Number of the executed iteration.

+ Date and time that diagnostic has started.

+ Test (name of the test being currently run).

* Progress of the current test (current test's progress in percentage).

* Total estimated time of the current suite of diagnostic tests.

+ Alistwith all the algorithms which compose device test and their respective status:

- Waiting, indicating the test is waiting to be run.

Progress (plus the test execution percentage), indicating the test is being
run.

- , indicating the algorithm has found no problems at device.

FAILED, indicating the algorithm has found one or more faults.

CANCELED, indicating the algorithm has been canceled by user.
NOT APPLICABLE, indicating the algorithm is not supported by device.

+ Date and time that the tests are finished (displayed after test is finished).
* Result Code for test.

+ Elapsed time, that is a duration of test in hours, minutes and seconds (displayed
after test is finished).

While the diagnostic is running, the user can stop it at any time by pressing the ESC
key. If the user does that, the diagnostic is aborted and the status of the test that is
being run is changed to CANCELED. After the diagnostic is finished or canceled, the
user can go back to the Home screen (by pressing ESC again) or visualize the test log
(by pressing the V key).
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12.2 Memory Extended Diagnostics

The system allows the user to access the memory extended diagnostics from the
Home screen, Diagnostics, Memory.

An item can be selected/deselected by pressing SPACE when it is highlighted. A de-
sired item is selected when it shows "[X]" preceding it. To access the memory extended
diagnostics, the user can use the UP/DOWN arrow key until "Extended" is focused and
press SPACE key to select it.

3 LENOUD Diagnostics UEFI =B= [[EEs Time 00:00 - Uersion XX.XXXXX

MEMORY
DIAGNOSTICS TYPE

[ 1 Quick
[[ %1 Extended

Confirn [C]
Navigation [Arrows] Enter [Spacel Home [Escl

Figure 44: Memory extended diagnostics

In order to continue, the user has to press ENTER in the "Confirm" button. As a
result, the system will show a list of tests, as illustrated in the next figure, and all the
tests are initially selected to be tested.

The user can deselect a selected test by pressing the SPACE key when the test is
highlighted. An empty space will appear between the brackets. To select a test again,
the user can press the SPACE key again.

Initially, the "Select/Deselect All Options" is selected. If the user presses the SPACE

or ENTER key on that option, then all test options will be deselected. If the user selects
the "Select/Deselect All Options" again, all tests options will be selected again.
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MEMORY : MAIN_MEMORY

ALGORITHM SELECTION

[[ 1 Select / Deselect All Options

[ ¥ 1 Advanced Integrity Test

[ 1 Address Test

[ ¥1 Bit High Test

[ ¥1 Bit Low Test

[ ¥1 Walking Ones Right Test

[ ¥ 1 Ualking Ones Left Test

[ ¥ 1 Modulo 20 Test

[ ¥1 Moving Iwersions Bhit Test
[ ¥1 Moving Iwersions 32bit Test
[ 1 Random Pattern Test

[ ¥ 1 Randonm Number Seguence Test
[ ¥ 1 Block Hove Test

[

Tines to Run 1 Bit Fade Test (7180 min)

1 B
Confirn [C]
Navigation [Arrowsl Enter [Spacel Times to Run Info [T] Home [Escl

Figure 45: Memory extended algorithm selection

If more than one device is available, the selected device will be shown ac-
compained by it's number, on the algorithm selection screen

At least one test must be selected, so that the application can run the diagnostic.
After the user chooses which tests must be performed, the user can use the "Confirm"
button. Consequently, the system will run all tests, as illustrated in the figure below.
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MEMORY - QUICK

DIAGNOSTICS EXECUTION

Final Result Code:  U19Z7MI83-7KHST3

HEHORY
Started at: 2023/11/10 10:27:50
Allocating Memory Step:
Quick Random Pattern Test: CANCELED

Neallacat ine Mamoen Sten:

1
|
Total estimated time: 00:00:02 of 00:11:20
Navigation [Arrows]

Figure 46: Memory extended algorithm execution

The Memory Extended Diagnostics Execution screen provides information about
the memory diagnostics progress, as well as information about the results. This screen
is composed of:

+ Application Header Bar

+ Screen Title Bar

+ Screen Sub-title Bar

+ Diagnostic Information Section

* Instruction Footer Bar

The Application Header Bar contains the name of the application, system’s time and
application’s current version; the Screen Title and Screen Sub-title Bars help the user
to be attentive of where s/he is throughout the application; and the Instruction Footer
Bar contains additional instructions for using the screen, as well as the Exit button.

The screen has one main section that provides information about the diagnostic,
as well as a progress bar and a View Log button, both placed at the bottom of the
section, where the former indicates the global execution progress and the latter allows
to visualize tests details after finishing the diagnostic execution. That section contains
the following diagnostics information:

+ Final Result Code (an encrypted code that informs which modules were tested).
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* Number of the executed iteration.

+ Date and time that diagnostic has started.

+ Test (name of the test being currently run).

* Progress of the current test (current test's progress in percentage).

* Total estimated time of the current suite of diagnostic tests.

+ Alistwith all the algorithms which compose device test and their respective status:

- Waiting, indicating the test is waiting to be run.

Progress (plus the test execution percentage), indicating the test is being
run.

- , indicating the algorithm has found no problems at device.

FAILED, indicating the algorithm has found one or more faults.
CANCELED, indicating the algorithm has been canceled by user.
NOT APPLICABLE, indicating the algorithm is not supported by device.

+ Date and time that the tests are finished (displayed after test is finished).
+ Result Code for test.

+ Elapsed time, that is a duration of test in hours, minutes and seconds (displayed
after test is finished).

While the diagnostic is running, the user can stop it at any time by pressing the ESC
key. If the user does that, the diagnostic is aborted and the status of the test that is
being run is changed to CANCELED. After the diagnostic is finished or canceled, the
user can go back to the Home screen (by pressing ESC again) or visualize the test log
(by pressing the V key).

For memory diagnostics there is an additional step to allocate and deal-
locate memory, where the deallocate step cannot be canceled as the test
cannot keep memory allocated.

12.3 Memory logs - failed address listing

If the execution of memory tests end up returning a FAILED status during tests, the
application will make available, on the result logs, the memory addresses where errors
were encountered, as well as the values that were written, and what was actually read
from them.
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START TESTS

202308825T115318UTC
20238825T115318UTC
20238825T115319UTC
20238825T115319UTC
20238825T115319UTC
202308825T115328UTC
20238825T115321UTC
20238825T115321UTC
20238825T115321UTC
20238825T115321UTC
202308825T115322UTC
20238825T115322UTC
20238825T115322UTC
20238825T115322UTC
20238825T115323UTC
20230825T115323UTC
20238825T115323UTC
20238825T115323UTC
20238825T115324UTC
20238825T115324UTC
202308825T115324UTC
20238825T115324UTC
20238825T115325UTC
20238825T115325UTC
20238825T115325UTC
20238825T115325UTC
20238825T115439UTC
20238825T115435UTC
20238825T1154359UTC
20238825T115439UTC
20238825T115448UTC
20238825T115448UTC
202308825T115448UTC
20238825T115448UTC
20238825T115442UTC
20238825T115442UTC
20238825T115442UTC
202308825T115442UTC
20238825T115443UTC
20238825T115443UTC
20238825T115443UTC
20238825T115443UTC
20238825T115451UTC
20238825T115451UTC
20238825T115451UTC
20238825T115451UTC
20238825T115645UTC
20238825T115645UTC
20238825T115645UTC

MESSAGE TESTED_SIZE: 8,084 MB

START ADVANCED_INTEGRITY

ERROR ADDRESS: ©x1B@@2A718

ERROR WROTE @x@, READ ©xleee

STOP ADVANCED_INTEGRITY FAILED 1 S

START ADDRESS_TEST

ERROR ADDRESS: ©x1B8@2A718

ERROR WROTE @x1B@©2A718, READ @x1BE82B718

STOP ADDRESS_TEST FAILED 1 S

START HIGH_BIT

ERROR ADDRESS: ©x1B@02A728

ERROR WROTE @xFFFFFFFFFFFFFFFF, READ @xFFFFFFFFFFFFEFFF
STOP HIGH_BIT FAILED 1 §

START LOW_BIT

ERROR ADDRESS: ©x1B@02A718

ERROR WROTE @x@, READ @xl1eee

STOP LOW_BIT FAILED 1 S

START WALK_ONE_BIT_RIGHT

ERROR ADDRESS: ©x1B8@2A718

ERROR WROTE @x8000000000000000, READ ©x80000DOBOOBEGLlE00
STOP WALK_OME_BIT_RIGHT FAILED 1 S

START WALK_ONE_BIT_LEFT

ERROR ADDRESS: ©x1B@@2A718

ERROR WROTE @x1, READ @x1eel

STOP WALK_OME_BIT_LEFT FAILED 1 S

START MODULO_2@

ERROR ADDRESS: ©x1B8@2A718

ERROR WROTE @xAE128F7@36886C67, READ @xAE12@F708368a7C67
STOP MODULO_2@ FAILED 74 S

START MOVING_INVERSIONS_S8BIT

ERROR ADDRESS: ©x1B@@2A718

ERROR WROTE @x80860868080865086, READ 8x8080308080809680
STOP MOVING_INVERSIONS_S8BIT FAILED 1 §

START MOVING_INVERSIONS_32BIT

ERROR ADDRESS: ©x1B@02A718

ERROR WROTE @x10eoeoeee, READ @xlecealese

STOP MOVING_INVERSIONS_32BIT FAILED 2 S

START RANDOM_PATTERN_TEST

ERROR ADDRESS: ©@x1B8@2A728

ERROR WROTE @xEV40468D24F21709, READ @xE740468D24F207D9
STOP RANDOM_PATTERN_TEST FAILED 1 S

START RANDOM_NUMBER_SEQUENCE

ERROR ADDRESS: ©x1B8@2A738

ERROR WROTE @xCAB4C33FBE589A66, READ @xCA84C33F8ES@BABE
STOP RANDOM_NUMBER_SEQUENCE FAILED 8 S

START BLOCK_MOVE_TEST

ERROR ADDRESS: ©x1B8@2A738

ERROR WROTE @xCAB4C33FBE509A66, READ @xCAB4C33F8ES@BAGE
STOP BLOCK_MOVE_TEST FAILED 114 §

STOP TESTS UME@eeaesvveeaes3vv-717C5]

Figure 47: A log with memory addresses available

13 Motherboard

The system allows the user to access the motherboard diagnostics from the Home
screen, Diagnostics, Motherboard.

After the user enters the Motherboard option, the Algorithm Selection screen is
displayed, as shown in the figure below.
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MOTHERBOARD : MAIN_MOTHERBOARD

ALGORITHM SELECTION

[[ X1 Select / Deselect All Options

[ ¥ 1 Chipset Test
[ 1 PCI/PCle Test
[ K1 RIC Test

[ K1 USB Test

Times to Run

1 @S
Confirm [C]
Navigation [Arrousl Enter [Spacel Times to Run Info [TI1 Home [Escl

Figure 48: Motherboard algorithm selection

If more than one device is available, the selected device will be shown ac-
compained by it's number, on the algorithm selection screen

The user can deselect a selected test by pressing the SPACE key when the test is
highlighted. An empty space will appear between the brackets. To select a test again,
the user can press the SPACE key again.

Initially, the "Select/Deselect All Options" is selected. If the user presses the SPACE
or ENTER key on that option, then all test options will be deselected. If the user selects
the "Select/Deselect All Options" again, all tests options will be selected again.

At least one test must be selected, so that the application can run the diagnostic.

After the user chooses which tests must be performed, the user can use the "Confirm"
button. Consequently, the system will run all tests, as illustrated in the figure below.
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HOTHERBOARD

DIAGNOSTICS EXECUTION

Final Result Code:  U1ZUGLPEN-5ZRCIE

MOTHERBOARD
Started at: 2023711710 14:21:55
Chipset Test:
RTC Test: CANCELED
Finichad at- 2A?23/11/10 14-71.58 1

| |

Total estimated time: 00:00:04 of 00:00:07

Navigation [Arrows] Pgllp [F91 PgDn [F101 Home [Escl

Figure 49: Motherboard diagnostics execution

The Motherboard Diagnostics Execution screen provides information about the moth-
erboard diagnostics progress, as well as information about the results. This screen is
composed of:

+ Application Header Bar

+ Screen Title Bar

* Screen Sub-title Bar

+ Diagnostic Information Section

* Instruction Footer Bar

The Application Header Bar contains the name of the application, system’s time and
application's current version; the Screen Title and Screen Sub-title Bars help the user
to be attentive of where s/he is throughout the application; and the Instruction Footer
Bar contains additional instructions for using the screen, as well as the Exit button.

The screen has one main section that provides information about the diagnostic,
as well as a progress bar and a View Log button, both placed at the bottom of the
section, where the former indicates the global execution progress and the latter allows
to visualize tests details after finishing the diagnostic execution. That section contains
the following diagnostics information:

+ Final Result Code (an encrypted code that informs which modules were tested).
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* Number of the executed iteration.
+ Date and time that diagnostic has started.

+ Test (name of the test being currently run).

Progress of the current test (current test's progress in percentage).

* Total estimated time of the current suite of diagnostic tests.

Alist with all the algorithms which compose device test and their respective status:

Waiting, indicating the test is waiting to be run.
Progress (plus the test execution percentage), indicating the test is being run.

- , indicating the algorithm has found no problems at device.

- , when applicable, indicating the algorithm has detected signs to
the user be aware (for instance, of an imminent failure).

FAILED, indicating the algorithm has found one or more faults.
CANCELED, indicating the algorithm has been canceled by user.
NOT APPLICABLE, indicating the algorithm is not supported by device.

+ Date and time that the tests are finished (displayed after test is finished).

Result Code for test.

* Elapsed time, that is a duration of test in hours, minutes and seconds (displayed
after test is finished).

While the diagnostic is running, the user can stop it at any time by pressing the ESC
key. If the user does that, the diagnostic is aborted and the status of the test that is
being run is changed to CANCELED. After the diagnostic is finished or canceled, the
user can go back to the Home screen (by pressing ESC again) or visualize the test log
(by pressing the V key).

14 Mouse

The system allows the user to access the mouse diagnostics from the Home screen,
Diagnostics, Mouse.

When the user enters the Mouse option, a list of the available devices to be tested
will be displayed.
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MOUSE

DEVICE SELECTION

|[X] Select / Deselect All Options

[x] Pssz - USB Mouse
[X] I2C Mouse

Confirm [C]
Navigation [Arrows] Enter [Spacel m

Figure 50: Mouse device selection

After the user device selection, the Algorithm Selection screen is displayed, as shown
in the figure below.
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MOUSE: USB Mouse

s

ALGORITHM SELECTION

[[ 1 Select / Deselect All Options

[ K1 Reset Test
[ 1 USB External Mouse Test

Times to Run

1=
Confirn [C]
Navigation [Arrowsl Enter [Spacel Times to Run Info IT] Home [Escl

Figure 51: Mouse algorithm selection

If more than one device is available, the selected device will be shown ac-
compained by it's number, on the algorithm selection screen

List of tests that can be performed:

* Reset Test:

- Description:"Reset Test" is a mouse test that resets the connection for both
PS/2 and USB External type mouses.

* Mouse Test:

- Description:"Mouse Test" is a mouse test that checks the access and move
detection to PS/2 type mouses.

« USB External Mouse Test:

- Description:"USB External Mouse Test" is a mouse test that checks the ac-
cess and move detection to USB type mouse.

After the selection of the desired mouse type, the test begins as the screen below:
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HOUSE TEST 1: PS/2 Mouse

Check whether the mouse functions and track point movement detection are working correctly

Drag UP

Drag Left s U s Drag Right

Drag Down

Please test each mouse device separately
*If no movement was tracked it may be caused by device not properly detected by BIDS

Press [Esc/F3]1 to exit the test

Figure 52: Mouse test execution PS/2
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USB EXTERNAL MOUSE TEST: USB Mouse

Check whether the mouse functions are working correctly

Drag UP

LB|RB

Drag Left s mmmmmmems Drag Right

I

Drag Down

»If no movement was tracked it may be caused by device not properly detected by BIOS
Press [Esc/F3]1 to exit the test

Figure 53: USB external mouse test
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HOUSE TEST 1: I2C Mouse
Check whether the mouse functions and track point movement detection are working correctly

Prag UP

Drag Left s TB s Drag Right

Drag Down

Please test each mouse device separately
*If no movement was tracked it may be caused by device not properly detected by BIOS
Press [Esc/F3] to exit the test

Figure 54: Mouse test execution 12C

When there is only one device available, the device number is not going to
appear on the device's name.
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MOUSE

DIAGNOSTICS EXECUTION

Final Result Code:  U1C3bKNH1-MBC3H1

PS/2 Mouse
Started at: 2023711710 14:36:23
Reset Test:
House Test:
Finichad at- M?T/11/10 14-3R-75 1

| Uiew Log U]
Total estimated time: 00:00:02 of 00:01:01
Navigation [Arrowsl PgUp [F91 Pgbn [F101 Home [Escl

Figure 55: Mouse diagnostics execution

The Mouse Diagnostics Execution screen provides information about the memory
diagnostics progress, as well as information about the results. This screen is composed
of:

+ Application Header Bar

+ Screen Title Bar

+ Screen Sub-title Bar

+ Diagnostic Information Section
* Instruction Footer Bar

The Application Header Bar contains the name of the application, system’s time and
application's current version; the Screen Title and Screen Sub-title Bars help the user
to be attentive of where s/he is throughout the application; and the Instruction Footer
Bar contains additional instructions for using the screen, as well as the Exit button.

After the test finishes, a confirmation screen pop up to check if the test worked
fine. After the confirmation, a screen with one main section that provides information
about the diagnostic, as well as a progress bar and a View Log button, both placed at
the bottom of the section, where the former indicates the global execution progress
and the latter allows to visualize tests details after finishing the diagnostic execution.
That section contains the following diagnostics information:

+ Final Result Code (an encrypted code that informs which modules were tested).
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* Number of the executed iteration.

+ Date and time that diagnostic has started.

+ Test (name of the test being currently run).

+ Alistwith all the algorithms which compose device test and their respective status:

- , indicating the algorithm has found no problems at device.

FAILED, indicating the user could interact with mouse device, but algorithm
has found one or more faults.

CANCELED, indicating the algorithm has been canceled by user.
NOT APPLICABLE, indicating the algorithm is not supported by device.

+ Date and time that the tests are finished (displayed after test is finished).
* Result Code for test.

+ Elapsed time, that is a duration of test in hours, minutes and seconds (displayed
after test is finished).

While the diagnostic is running, the user can stop it at any time by pressing the ESC
key. If the user does that, the diagnostic is aborted and the status of the test that is
being run is changed to CANCELED. After the diagnostic is finished or canceled, the
user can go back to the Home screen (by pressing ESC again) or visualize the test log
(by pressing the V key).

Note
Mouse attended tests will automatically exit after 15 seconds of no user
interaction.

15 Optical

The system allows the user to access the optical diagnostics from the Home screen,
Diagnostics, Optical. After the user accesses the Optical option, the application displays
the number of algorithms that can be performed. If the diagnostic has more than one
algorithm, Algorithm Selection screen is displayed, as shown in the figure below.
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OPTICAL: MAIN_OPTICAL

ALGORITHM SELECTION

I[)(] Select ~ Deselect All Options

[ x] MOST Test

[X] Linear Seek Test

[ x] Random Seek Test

[ X] Funnel Seek Test

[ Xx] Read and Compare Test

Tines to Run

T[ 1 @

Confirm [C]
Navigation [Arrous] Enter [Spacel Home [Escl

Figure 56: Optical algorithm selection

If more than one device is available, the selected device will be shown ac-
compained by it's number, on the algorithm selection screen

At least one test must be selected, so that the application can run the diagnostic.
After the user chooses which tests must be performed, the user can use the "Confirm"
button. Consequently, the system will run all tests, as illustrated in the next figure.
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OPTICAL

DIAGNOSTICS EXECUTION

Final Result Code: ---

OPTICAL: DUDROM DASDESH
Started at: 2022711729 19:29:03

HOST Test: Progress [07] (11]]]
Linear Seek Test: Vaiting

Randon Seek Test: Vaiting

Funnel Seek Test: Haiting

Read And Compare Test: Waiting

Urite Test: Vaiting

Finished at: 0000/00/00 00:00:00

RESULT CODE:

Elapsed Time: ---

Total estimated time: 00:00:04 of 00:15:00
Navigation [Arrowsl Home [Escl

Figure 57: Optical diagnostics execution

The Optical Diagnostics Execution screen provides information about the optical
diagnostics progress, as well as information about the results. This screen is composed
of:

* Application Header Bar

* Screen Title Bar

* Screen Sub-title Bar

+ Diagnostic Information Section

* Instruction Footer Bar

The Application Header Bar contains the name of the application, system'’s time and
application’s current version; the Screen Title and Screen Sub-title Bars help the user
to be attentive of where s/he is throughout the application; and the Instruction Footer
Bar contains additional instructions for using the screen, as well as the Exit button.

The screen has one main section that provides information about the diagnostic,
as well as a progress bar and a View Log button, both placed at the bottom of the
section, where the former indicates the global execution progress and the latter allows
to visualize tests details after finishing the diagnostic execution. That section contains
the following diagnostics information:

+ Final Result Code (an encrypted code that informs which modules were tested).
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+ Date and time that diagnostic has started.

* Number of the executed iteration.

+ Test (name of the test being currently run).

* Progress of the current test (current test's progress in percentage).

+ Alist with all the algorithms which compose device test and their respective status,
whereas an algorithm can have seven status:
- Waiting, indicating the test is waiting to be run.

Progress (plus the test execution percentage), indicating the test is being
run.

- , indicating the algorithm has found no problems at device.

- , when applicable, indicating the algorithm has detected signs to
the user be aware (for instance, of an imminent failure).

FAILED, indicating the algorithm has found one or more faults.
CANCELED, indicating the algorithm has been canceled by user.
NOT APPLICABLE, indicating the algorithm is not supported by device.

+ Date and time that the tests are finished (displayed after test is finished).
* Result Code for test.

+ Elapsed time, that is a duration of test in hours, minutes and seconds (displayed
after test is finished).

While the diagnostic is running, the user can stop it at any time by pressing the ESC
key. If the user does that, the diagnostic is aborted and the status of the test that is
being run is changed to CANCELED. After the diagnostic is finished or canceled, the
user can go back to the Home screen (by pressing ESC again) or visualize the test log
(by pressing the V key).

16 RAID

The system allows the user to access the RAID diagnostics from the Home screen,
Diagnostics, RAID.

The purpose of this diagnostic is to find possible errors caused due to a malfunc-
tioning in RAID controller. It will check just the RAID controller, not the HDD devices
attached to it. The errors to be detected are the ones caused by fatal failures on PCl-e
level, such as communication problems between the controller and the mainboard or
even power failures.

It is possible to run tests for physical controllers and logical RAID controllers pro-
vided by Intel VROC/RST technologies.

Quick Diagnostics:

» Status Test;
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+ Slot Test;

* Link Test;

+ Advanced Error Test.
Extended Diagnostics:

* Logical Device Read Test*.

*Test available only for machines that supports Intel Virtual RAID devices (VROC/RST)
After the user enters the RAID option, the RAID diagnostics type menu will be dis-
played and user can choose between quick and extended diagnostics.

3 LENOYD Diagnostics UEFI =J= [ifls Time 00:00 - Uersion XX.XX.XXX

RATID

DIAGNOSTICS TYPE

[[ %1 Quick
[ 1 Extended

Confirm [C]

Navigation [Arrows] Enter [Space] Home [Esc]

Figure 58: RAID diagnostic type

16.1 RAID quick diagnostics

The system allows the user to access the RAID quick diagnostics from the Home
screen, Diagnostics, RAID.

An item can be selected/deselected by pressing SPACE when it is highlighted. A de-
sired item is selected when it shows "[X]" preceding it. The quick diagnostics is selected
by default upon selecting the RAID module. To access the RAID quick diagnostics, the
user can use the UP/DOWN arrow key until "Quick" is focused and press SPACE key to
select it.
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After the user enters the RAID Quick Diagnostics option, the Algorithm Selection
screen is displayed, as shown in the figure below.

LENOVO Diagnostics UEFL =B= 28 Time 00:00 - Uersion XX.XX.XXX

RAID 1: RAID

ALGORITHM SELECTION

|[ ¥ 1 select / Deselect ALl Options

[ X1 Status Test

[ ¥ 1 Slot Test

[ ¥ 1 Link Test

[ ¥ 1 Advanced Error Test

Times to Run

A : B8

confirm [C]

Navigation [Arrows]  Enter [Space] Times to Run Info [T] Home [Escl]

Figure 59: RAID quick algorithm selection

If more than one device is available, the selected device will be shown ac-
compained by it's number, on the algorithm selection screen

An item can be selected/deselected by pressing SPACE when it is highlighted. A
desired item is selected when it shows "[X]" preceding it. In order to continue, the user
has to press ENTER in the "Confirm" button. As a result, the system will show a list of
tests, as illustrated in the next figure, and all the tests are initially selected to be tested.

The user can deselect a selected test by pressing the SPACE key when the test is
highlighted. An empty space will appear between the brackets. To select a test again,
the user can press the SPACE key again.

Initially, the "Select/Deselect All Options" is selected. If the user presses the SPACE
or ENTER key on that option, then all test options will be deselected. If the user selects
the "Select/Deselect All Options" again, all tests options will be selected again.

At least one test must be selected so that the application can run the diagnostic.
After the user chooses which tests will be performed, the user can press "Confirm" by
pressing the ENTER key. Consequently, the system will run the tests, as illustrated in
the following figure.
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RAID - QUICK

DIAGNOSTICS EXECUTION

Final Result Code: U1SKGFHBP-F5RKKT

RAID

Started at: 2023706701 14:03:30
Status Test:

Slot Test:
link Tact- 4

| view Log [V]

Total estimated time: 00:00:01 of 00:00:00

Navigation [Arrows] Pglp [F91 PgDn [F101 m

Figure 60: RAID quick diagnstics execution

The RAID Quick Diagnostics Execution screen provides information about the Phys-
ical RAID diagnostics progress, as well as information about the results. This screen is
composed of:

+ Application Header Bar

*+ Screen Title Bar

+ Screen Sub-title Bar

+ Diagnostic Information Section

* Instruction Footer Bar

The Application Header Bar contains the name of the application, system’s time and
application’s current version; the Screen Title and Screen Sub-title Bars help the user
to be attentive of where s/he is throughout the application; and the Instruction Footer
Bar contains additional instructions for using the screen, as well as the Exit button.

The screen has one main section that provides information about the diagnostic,
as well as a progress bar and a View Log button, both placed at the bottom of the
section, where the former indicates the global execution progress and the latter allows
to visualize tests details after finishing the diagnostic execution. That section contains
the following diagnostics information:

* Final Result Code (an encrypted code that informs which modules were tested).
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* Number of the executed iteration.
+ Date and time that diagnostic has started.

+ Test (name of the test being currently run).

Progress of the current test (current test's progress in percentage).

* Total estimated time of the current suite of diagnostic tests.

Alist with all the algorithms which compose device test and their respective status:

- Waiting, indicating the test is waiting to be run.

Progress (plus the test execution percentage), indicating the test is being
run.

- , indicating the algorithm has found no problems at device.

FAILED, indicating the algorithm has found one or more faults.
CANCELED, indicating the algorithm has been canceled by user.
NOT APPLICABLE, indicating the algorithm is not supported by device.

+ Date and time that the tests are finished (displayed after test is finished).

Result Code for test.

+ Elapsed time, that is a duration of test in hours, minutes and seconds (displayed
after test is finished).

While the diagnostic is running, the user can stop it at any time by pressing the ESC
key. If the user does that, the diagnostic is aborted and the status of the test that is
being run is changed to CANCELED. After the diagnostic is finished or canceled, the
user can go back to the Home screen (by pressing ESC again) or visualize the test log
(by pressing the V key).

16.2 RAID extended diagnostics

The system allows the user to access the RAID extended diagnostics from the Home
screen, Diagnostics, RAID.

An item can be selected/deselected by pressing SPACE when it is highlighted. A
desired item is selected when it shows "[X]" preceding it. To access the RAID extended
diagnostics, the user can use the UP/DOWN arrow key until "Extended" is focused and
press SPACE key to select it.

After the user enters the RAID Extended Diagnostics option, the Algorithm Selection
screen is displayed, as shown in the figure below.
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RAID 1: RAID

ALGORITHM SELECTION

‘[ ¥ ] Select / Deselect ALl Options

[ ¥ 1 Logical Device Read Test

Times to Run

[ : BN

confirm [C]

Navigation [Arrows]  Enter [Spacel Times to Run Info [T] Home [Esc]

Figure 61: RAID extended algorithm selection

If more than one device is available, the selected device will be shown ac-
compained by it's number, on the algorithm selection screen

An item can be selected/deselected by pressing SPACE when it is highlighted. A
desired item is selected when it shows "[X]" preceding it. In order to continue, the user
has to press ENTER in the "Confirm" button. As a result, the system will show a list of
tests, as illustrated in the next figure, and all the tests are initially selected to be tested.

The user can deselect a selected test by pressing the SPACE key when the test is
highlighted. An empty space will appear between the brackets. To select a test again,
the user can press the SPACE key again.

Initially, the "Select/Deselect All Options" is selected. If the user presses the SPACE
or ENTER key on that option, then all test options will be deselected. If the user selects
the "Select/Deselect All Options" again, all tests options will be selected again.

At least one test must be selected so that the application can run the diagnostic.
After the user chooses which tests will be performed, the user can press "Confirm" by
pressing the ENTER key. Consequently, the system will run the tests, as illustrated in
the following figure.
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RAID - EXTENDED

DIAGNOSTICS EXECUTION

T
Final Result Code: U1TAD4PFS-HIWNCE
RAID

Started at: 2023706701 14:04:07

Logical Device Read Test: CANCELED

Finished at: 2023/06/01 14:04:08

REQIN T FANF - | 1|Ienannannannannannn-yTeann | 1

I I View Log [V]
Total estimated time: 00:00:01 of 01:17:35

Navigation [Arrows] m Pgbn [F10] m

Figure 62: RAID extended diagnostics execution

The RAID Extended Diagnostics Execution screen provides information about the
Virtual RAID diagnostics progress, as well as information about the results. This screen
is composed of:

+ Application Header Bar

+ Screen Title Bar

* Screen Sub-title Bar

+ Diagnostic Information Section

* Instruction Footer Bar

The Application Header Bar contains the name of the application, system’s time and
application's current version; the Screen Title and Screen Sub-title Bars help the user
to be attentive of where s/he is throughout the application; and the Instruction Footer
Bar contains additional instructions for using the screen, as well as the Exit button.

The screen has one main section that provides information about the diagnostic,
as well as a progress bar and a View Log button, both placed at the bottom of the
section, where the former indicates the global execution progress and the latter allows
to visualize tests details after finishing the diagnostic execution. That section contains
the following diagnostics information:

+ Final Result Code (an encrypted code that informs which modules were tested).
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* Number of the executed iteration.
+ Date and time that diagnostic has started.

+ Test (name of the test being currently run).

Progress of the current test (current test's progress in percentage).

* Total estimated time of the current suite of diagnostic tests.

Alist with all the algorithms which compose device test and their respective status:

- Waiting, indicating the test is waiting to be run.

Progress (plus the test execution percentage), indicating the test is being
run.

- , indicating the algorithm has found no problems at device.

FAILED, indicating the algorithm has found one or more faults.

CANCELED, indicating the algorithm has been canceled by user.
NOT APPLICABLE, indicating the algorithm is not supported by device.

+ Date and time that the tests are finished (displayed after test is finished).

Result Code for test.

+ Elapsed time, that is a duration of test in hours, minutes and seconds (displayed
after test is finished).

While the diagnostic is running, the user can stop it at any time by pressing the ESC
key. If the user does that, the diagnostic is aborted and the status of the test that is
being run is changed to CANCELED. After the diagnostic is finished or canceled, the
user can go back to the Home screen (by pressing ESC again) or visualize the test log
(by pressing the V key).

17 Storage

A

The system allows the user to access the storage extended diagnostics from the
Home screen, Diagnostics, Storage.

Note
On JSON logs, the actual volume name for each RAID partition will be avail-
able

Storage devices connected as RAID will not be detected by UEFI diagnostics
application, therefore they can not be tested.

After the user enters the Storage option, the storage diagnostics type menu will be
displayed as the following image.
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STORAGE

DIAGNOSTICS TYPE

[ X 1 quick
[ 1 Extended

Confirm [C]
Navigation [Arrows] Enter [Spacel m

Figure 63: Storage diagnostics type

An item can be selected/deselected by pressing SPACE when it is highlighted. A
desired item is selected when it shows "[X]" preceding it.

After the user enters the "Confirm" button, the application will display the number

of storage devices available in the system. If there is more than one storage device
installed, the menu Device Selection is displayed, as shown in the next figure.
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STORAGE

DEVICE SELECTION

|[ % 1 Select / Deselect All Options

[ X 1 UHIS RPITJ256PED2HWX-Phison Electronics Corp. (i

Confirm [C]

Navigation [Arrowsl Enter [Spacel Selected Item Info [1]
Figure 64: Storage device selection

This screen also allows seeing devices details. To access this feature, the user has to
press the | key when the desired device is focused, leading to the exhibition of a popup
with the device information, as shown in the subsequent figure. (The 8s code will only
be shown when supported.)
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STORAGE
DEVICE SELECTIDN

[ X] Select / Deselect All Options

STORAGE INFORMATION

Display Mame: KBGSAZNT1TOZ LA KIOKIA-Kioxia Corporation
Manufacturer: Kioxia Corporation

Device Type: NUMe

Serial Mumber: KINC30ZQE?Z5

83 Code: 833350L24798KKXK1APO1SY

Size: 953 GB

Mavigation [Arrous] Ester [Spacel Selected Iten Info (1)

Figure 65: Storage device information pop-up

17.1 Storage quick diagnostics

The system allows the user to access the storage quick diagnostics from the Home
screen, Diagnostics, Storage.

An item can be selected/deselected by pressing SPACE when it is highlighted. A
desired item is selected when it shows "[X]" preceding it. To access the storage quick
diagnostics, the user can use the UP/DOWN arrow key until "Quick" is focused and
press SPACE key to select it.

In order to continue, the user has to press ENTER in the "Confirm" button. As a
result, the system will show a list of tests, as illustrated in the next figure, and all the
tests are initially selected to be tested.

The user can deselect a selected test by pressing the SPACE key when the test is
highlighted. An empty space will appear between the brackets. To select a test again,
the user can press the SPACE key again.

Initially, the "Select/Deselect All Options" is selected. If the user presses the SPACE

or ENTER key on that option, then all test options will be deselected. If the user selects
the "Select/Deselect All Options" again, all tests options will be selected again.
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STORAGE 1: UHIS RPITJ256FPED2HWX-Phison Electronics Corp.

ALGOR I THH SELECTION

[ % 1 Select / Deselect All Options ]

[ X ] Device Read Test (i)
[ X 1 NVHe Read Test ()
[ ¥ 1 NvHe Short Self-Test 4}
[ ¥ 1 NvHe Controller Status Test 4}
[ ¥ 1 NVHe SHART Temperature Test ()
[ % 1 NvHe SHART Spare Space Test (i)
[ X 1 NVHe SHART Reliability Test (i
Times to Run
A : B
Navigation [Arrows] Enter [Spacel Selected Item Info [I]

Figure 66: Storage quick algorithm selection for NVMe devices
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=B= [iEEs Time 00:00 - version XX.XX.XXX

STORAGE 1: ST2ZO00LMOOT7-1RE174-Seagate Technology

ALGORITHM SELECTION

e

select / Deselect All Options |

[ %1 SMART Status Test (i)
[ %1 SMART short self-Test (i)
[ %1 Drive self-Test (i)
[ %1 Random Seek Test (i)
[ %1 Funnel Seek Test (i)
[ ¥ 1 Target Read Test (i)

Times to Run

RN : g%

Contfirm [C]

Navigation [Arrows] Enter [Space] Times to Run Info [T] @ Selected Item Info [I] Home [Es

Figure 67: Storage quick algorithm selection for HDD devices
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LENOYO Diagnostics UEFI Time 12:3b - Version XX.XX.XXX

STORAGE 1: THGJFHTOT44BA ILB-K10X 1A

ALGORITHM SELECTION

I[ X 1 Select / Deselect All Options |

[ X 1Device Read Test i)

Times to Run

<[ < N> B>

Navigation [Arrows]l Enter [Spacel Tines to Run Info [T] Selected Iten Info [I1 RGLITEISI

Figure 68: Storage quick algorithm selection for UFS devices

If more than one device is available, the selected device will be shown ac-
compained by it's number, on the algorithm selection screen

At least one test must be selected, so that the application can run the diagnostic. Af-
ter the user chooses which tests must be tested, the user can use the "Confirm" button.
It will start the diagnostic, as demonstrated in the next figure.
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LENOUO Diagnostics UEFI

Time 06:34 - Version XX XOUKXX

STORAGE - QUICK

DIAGNOSTICS EXECUTION

Final Result Code: ---

STORAGE: SAMSUNG MZULB256HBH(]-000L7
Serial Mumber: SAELNEOKC01275
83 Code: B85S5S0L2515461KABCUOOBH

Started at:

Device Read Test:
NUMe Read Test:

NUMe Short Self-Test:

NUHe Controller Status Test:
NUHe SMART Temperature Test:
NUHe SMART Spare Space Test:
NUMe SMART Reliability Test:

Finished at:
RESULT CODE:

2023/11/24 06:35:14
Progress [ 397 1
Waiting

Waiting

Waiting

Waiting

Waiting

Waiting

0000/00/00 00:00:00

1
I
Pglp [F91 PgDn [F10] Home [Escl

Total estimated time: 00:00:04 of 00:08:24

Navigation [Arrowsl

Figure 69: Storage quick diagnostics execution for NVMe devices
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LENDVO

STORAGE - QUICK

DIAGNOSTICS EWECUTION

1
Final Result Code: -
STORAGE : ST2000LHOOT-1RE1T4
Serial Number: WOZMSLHR
8% Code: BSSHOOFO3LTISICHITED(LS
Started at: 2023704703 16:47:56
SMART Status Test: [
SHART Short Self-Test: Progress (0% 1]
Drive Self-Test: Haiting
Random Seek Test: Haiting
Funnel Seek Test: Waiting
Target Read Test: Waiting
Finished at: Q000,00 00 00:00:00
RESULT CODE:
1

Total estimated time: 00:00:02 of 00:06:04

Navigation [Arrous] Pglip [F91 PgDn [F101 _

Figure 70: Storage quick diagnostics execution for HDD devices
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LENOYO Diagnostics UEFI Time 12:35 - Version XX.XX.XXX

STORAGE - QUICK

DIAGNOSTICS EXECUTION

Final Result Code: ===

STORAGE : THGJFHTOTA4BAILB
Serial Number: 7WXUY95960

Started at: 2023/05/16 12:35:30
Device Read Test: Progress [ 7% 1 lllll
Finished at: 0000700700 00:00:00

RESULT CODE:

Elapsed Time: -—-

Total estimated time: 00:00:03 of 00:03:00

Navigation [Arrows] Home [Esc]

Figure 71: Storage quick diagnostics execution for UFS devices

The tests availability relies on UEFI protocols in order to be available for the
selected device.

A

The Storage Quick Diagnostics Execution screen provides information about the
storage diagnostics progress, as well as information about the results. This screen is
composed of:

+ Application Header Bar

+ Screen Title Bar

+ Screen Sub-title Bar

+ Diagnostic Information Section

* Instruction Footer Bar

The Application Header Bar contains the name of the application, system’s time and
application's current version; the Screen Title and Screen Sub-title Bars help the user
to be attentive of where s/he is throughout the application; and the Instruction Footer
Bar contains additional instructions for using the screen, as well as the Exit button.

The screen has one main section that provides information about the diagnostic,

as well as a progress bar and a View Log button, both placed at the bottom of the
section, where the former indicates the global execution progress and the latter allows
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to visualize tests details after finishing the diagnostic execution. That section contains
the following diagnostics information:

+ Final Result Code (an encrypted code that informs which modules were tested).
+ Date and time that diagnostic has started.

+ Test (name of the test being currently run).

Progress of the current test (current test's progress in percentage).

* Total estimated time of the current suite of diagnostic tests.

Alist with all the algorithms which compose device test and their respective status:

- Waiting, indicating the test is waiting to be run.

Progress (plus the test execution percentage), indicating the test is being
run.

- , indicating the algorithm has found no problems at device.

- , when applicable, indicating the algorithm has detected signs to
the user be aware (for instance, of an imminent failure).

FAILED, indicating the algorithm has found one or more faults.

CANCELED, indicating the algorithm has been canceled by user.
NOT APPLICABLE, indicating the algorithm is not supported by device.

+ Date and time that the tests are finished (displayed after test is finished).

Result Code for test.

+ Elapsed time, that is a duration of test in hours, minutes and seconds (displayed
after test is finished).

While the diagnostic is running, the user can stop it at any time by pressing the ESC
key. If the user does that, the diagnostic is aborted and the status of the test that is
being run is changed to CANCELED. After the diagnostic is finished or canceled, the
user can go back to the Home screen (by pressing ESC again) or visualize the test log
(by pressing the V key).

17.2 Storage extended diagnostics

The system allows the user to access the storage extended diagnostics from the
Home screen, Diagnostics, Storage.

An item can be selected/deselected by pressing SPACE when it is highlighted. A de-
sired item is selected when it shows "[X]" preceding it. To access the storage extended
diagnostics, the user can use the UP/DOWN arrow key until "Extended" is focused and
press SPACE key to select it.

In order to continue, the user has to press ENTER in the "Confirm" button. As a

result, the system will show a list of tests, as illustrated in the next figure, and all the
tests are initially selected to be tested.
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The user can deselect a selected test by pressing the SPACE key when the test is
highlighted. An empty space will appear between the brackets. To select a test again,
the user can press the SPACE key again.

Initially, the "Select/Deselect All Options" is selected. If the user presses the SPACE
or ENTER key on that option, then all test options will be deselected. If the user selects
the "Select/Deselect All Options" again, all tests options will be selected again.

== [CEEe Time 60:00 - Uersion XX.XX.XXX

Diagnostics UEFI

STORAGE 1: UMIS RPITJ256PED2HWX-Phison Electronics Corp.
ALGOR | THH SELECT I1ON

'[ ¥ 1 Select / Deselect All Options

[ X 1 Bad Block Test (i)
[ % 1 NVHe Extended Self-Test (i)

Times to Run

A : AN

Confirm [C]

Navigation [Arrows] Enter [Spacel Selected ltem Info [1]

Figure 72: Storage extended algorithm selection for NVMe devices
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=B= ECEEs Time 00:00 - Uersion XX.XX.XXX

STORAGE 1: ST2ZO00LMOOT7-1RE174-Seagate Technology

ALGORITHM SELECTION

[[ ¥ 1 select / Deselect All Options |

[ %1 Bad Block Test (i)
[ %1 Linear Read Test (i)

Times to Run

RN : g%

Contfirm [C]

Navigation [Arrows] Enter [Space] Times to Run Info [T] @ Selected Item Info [I]

Figure 73: Storage extended algorithm selection for HDD devices
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LENOY0 Diagnostics UEFI Time 12:45% - Version XXXXXXX

STORAGE 1: THGJFHTOT44BAILB-KIOXIA

ALGOR I THH SELECTION

[[ %1 Select / Deselect All Options |

[ X 1 UFS Read Test (i)

Times to Run

<|< IRl > b>]

Confirm [C]

Navigation [Arrows] Enter [Spacel Times to Run Info [T] S$Selected Item Info [1] RGGITEREES

Figure 74: Storage extended algorithm selection for UFS devices

If more than one device is available, the selected device will be shown ac-
compained by it's number, on the algorithm selection screen

At least one test must be selected, so that the application can run the diagnostic. Af-
ter the user chooses which tests must be tested, the user can use the "Confirm" button.
It will start the diagnostic, as demonstrated in the next figure.
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LENOUD Diagnostics UEFI Time 11:44 - Version XX XX.XXX

STORAGE - EXTENDED

DIAGNDSTICS EXECUTION

Final Result Code: -——

STORAGE: UMIS RPJTJZ56MGE1QDQ
Serial Mumber: SSOL25209X1RC19G10B2
85 Code: 8SSSSOL25209K1RC19G10B2

Started at: 2023/11/22 11:44:35
Bad Block Test: Progress [07] [ J111]]

NUMe Extended Self-Test: Waiting
Finished at: 0000/00/00 00:00:00

RESULT CODE:

Elapsed Time: ---

L]

4

Total estimated time: 00:00:01 of 00:19:00

Navigation [Arrous] Pglp [F9] PgDn [F10]

Figure 75: Storage extended dignostics execution for NVMe devices
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LENDYD

STORAGE - EXTEMDED

CIAGHOSTICE EXECUTION

STORABE: ST2000OLMOOT-1RE174
Serial Number: HOZWSLWR
85 Code: BSSHDOPOI1TISICHITEONON4S

Started at: 202370403 16:48:20

Bad Block Test: AMCELEL
Linear Read Test: CAMCELED
Finished at: 2023/04/03 16:45:22

RESULT CODE:

Elapsed Time: 00:00:02

Total estimated time: 00:00:02 of 12:05:20

Figure 76: Storage extended dignostics execution for HDD devices
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LENOVD Diagnostics UEFI = [0 Time 00:00 - Uersion XX.XXXXX

STORAGE - EXTENDED

DIAGNDSTICS EXECUTION

STORAGE: ST2000LM007-1REB174
Serial Number: WDZMSLHR
85 Code: B8SSHDOPO3179S1CWITEOD49

Started at: 2023/04/03 16:48:20

Bad Block Test: ANCEL

Linear Read Test: ANCELE

Finished at: 2023/04/03 16:48:22

RESULT CODE: UHDOOO0000000000000-NISYAF

Elapsed Time: 00:00:02

Total estimated time: 00:00:02 of 12:05:20

Navigation [Arrous] Pglp [F91 Pgbn [F10] m

Figure 77: Storage extended dignostics execution for UFS devices

The Storage Extended Diagnostics Execution screen provides information about the
storage diagnostics progress, as well as information about the results. This screen is
composed of:

+ Application Header Bar

+ Screen Title Bar

*+ Screen Sub-title Bar

+ Diagnostic Information Section

* Instruction Footer Bar

The Application Header Bar contains the name of the application, system’s time and
application’s current version; the Screen Title and Screen Sub-title Bars help the user
to be attentive of where s/he is throughout the application; and the Instruction Footer
Bar contains additional instructions for using the screen, as well as the Exit button.

The screen has one main section that provides information about the diagnostic,
as well as a progress bar and a View Log button, both placed at the bottom of the
section, where the former indicates the global execution progress and the latter allows
to visualize tests details after finishing the diagnostic execution. That section contains
the following diagnostics information:

+ Final Result Code (an encrypted code that informs which modules were tested).

103



+ Date and time that diagnostic has started.

+ Test (name of the test being currently run).

Progress of the current test (current test's progress in percentage).

* Total estimated time of the current suite of diagnostic tests.

Alist with all the algorithms which compose device test and their respective status:

- Waiting, indicating the test is waiting to be run.

Progress (plus the test execution percentage), indicating the test is being
run.

- , indicating the algorithm has found no problems at device.

- , when applicable, indicating the algorithm has detected signs to
the user be aware (for instance, of an imminent failure).

FAILED, indicating the algorithm has found one or more faults.

CANCELED, indicating the algorithm has been canceled by user.
NOT APPLICABLE, indicating the algorithm is not supported by device.

+ Date and time that the tests are finished (displayed after test is finished).

Result Code for test.

+ Elapsed time, that is a duration of test in hours, minutes and seconds (displayed
after test is finished).

While the diagnostic is running, the user can stop it at any time by pressing the ESC
key. If the user does that, the diagnostic is aborted and the status of the test that is
being run is changed to CANCELED. After the diagnostic is finished or canceled, the
user can go back to the Home screen (by pressing ESC again) or visualize the test log
(by pressing the V key).

18 Touch

The system allows the user to access the touch diagnostics from the Home screen,
Diagnostics, Touch. After the user accesses the Touch option, the application displays
the number of algorithms that can be performed. If the diagnostic has more than one
algorithm, Algorithm Selection screen is displayed:
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LENOUOD Diagnostics UEFT EE/lR Time 08:00 - Version XX.XX.XXX

TOUCH: T2C Touch Panel
ALGORITHH SELECTION

[ H1 Select / Deselect All Dptions

[ K1 Reset Test
[[ ¥1 Grid Test

Times to Run b
1E=
Confirm [C]
Navigation [Arrowsl Enter [Spacel Times to Run Info IT] Home [Escl

Figure 78: Touch algorithm selection

If more than one device is available, the selected device will be shown ac-
compained by it's number, on the algorithm selection screen

* Reset Test:

- Description:"Reset Test" is a touch device test that resets the connection with
touch device.

* Grid Test:

- Description:"Grid Test" is a touch device test that tracks all touch events on
touch device.

On Grid test, a popup is show asking the user to touch the screen in all points to
test if it is working correctly.
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GRID TEST

Check whether the touch screen is working correctly. Please touch

in all points of the screen. HWhen you are done, press either ESC
or F3, or wait 5 seconds until timeout.

Figure 79: Grid test starting pop-up

After the test finishes, a confirmation screen pop up to check if the test worked fine.
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GRID TEST

Did the touch screen work correctly?

Figure 80: Grid test ending pop-up

After the confirmation, it will start the diagnostic, as demonstrated in the next figure.
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LENOUD Diagnostics UEFI =B= [[e Time ©0:00 - Uersion XX XXXXX

TOUCH

DIAGNOSTICS EXECUTION

Wacom Co.,Ltd.-Pen and nultitouch sensor

Started at: 2022/11/30 00:31:52

Reset Test:

Grid Test:

Finished at: 2022711730 00:31:58

RESULT CODE: UTS0000001860000000-71 7WSF

Elapsed Tine: 00:00:06

H
| | View Log U]

Total estimated time: 00:00:06 of 00:01:05

- X BT X

Figure 81: Touch diagnostics execution

The Touch Diagnostics Execution screen provides information about the Touch di-
agnostics progress, as well as information about the results. This screen is composed
of:

+ Application Header Bar

*+ Screen Title Bar

*+ Screen Sub-title Bar

+ Diagnostic Information Section

* Instruction Footer Bar

The Application Header Bar contains the name of the application, system'’s time and
application’s current version; the Screen Title and Screen Sub-title Bars help the user
to be attentive of where s/he is throughout the application; and the Instruction Footer
Bar contains additional instructions for using the screen, as well as the Exit button.

The screen has one main section that provides information about the diagnostic,
as well as a progress bar and a View Log button, both placed at the bottom of the
section, where the former indicates the global execution progress and the latter allows
to visualize tests details after finishing the diagnostic execution. That section contains
the following diagnostics information:

+ Final Result Code (an encrypted code that informs which modules were tested).
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+ Date and time that diagnostic has started.
+ Test (name of the test being currently run).
+ Alistwith all the algorithms which compose device test and their respective status:

- , indicating the algorithm has found no problems at device.

FAILED, indicating the algorithm has found one or more faults.

CANCELED, indicating the algorithm has been canceled by user.
NOT APPLICABLE, indicating the algorithm is not supported by device.

+ Date and time that the tests are finished (displayed after test is finished).
* Result Code for test.

+ Elapsed time, that is a duration of test in hours, minutes and seconds (displayed
after test is finished).

While the diagnostic is running, the user can stop it at any time by pressing the ESC
(or F3 for Grid test) key. If the user does that, the diagnostic is aborted and the status
of the test that is being run is changed to CANCELED. After the diagnostic is finished or
canceled, the user can go back to the Home screen (by pressing ESC again) or visualize
the test log (by pressing the V key).

Note
Touch grid test will automatically exit after 15 seconds of no user interac-
tion.

19 Wired ethernet

The system allows the user to access the Wired Ethernet from the Home screen,
Diagnostics.

The wired ethernet module is currently only available for the Bootable ver-
sion of UEFI.

The user can deselect a selected test by pressing the SPACE key when the test is
highlighted. An empty space will appear between the brackets. To select a test again,
the user can press the SPACE key again.

Initially, the "Select/Deselect All Options" is selected. If the user presses the SPACE

or ENTER key on that option, then all test options will be deselected. If the user selects
the "Select/Deselect All Options" again, all tests options will be selected again.
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LENOVO i ics =B= [[E8s Time 60:00 - Uersion XX.XX.XXX

HIRED ETH

DEVICE SELECTION

|[ X ] Select / Deselect All Options

[ ¥ 1 Wired Ethernet Adapter
[ ¥ 1 Wired Ethernet Adapter
[ ¥ 1 Wired Ethernet Adapter
[ ¥ ] Wired Ethernet Adapter

Confirm [C]

Navigation [Arrows] Enter [Spacel Home [Esc]
Figure 82: Wired ethernet device selection

In case the test is executed using an Ethernet dongle (or adapter) the following pop-
up message will be shown:
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~B= s Time 00:00 - Uersion XX.XXXXX

VIRED ETH
DIAGMOSTICS EXECUTION

I=

Final Result Code: ---

Vired Fihocaat odanbon
INTERNET CONMECTION TEST

Do not remove the Dongle during the test.

Started at: DO0O./00,/00 00 :00 :00
Internet Commection Test: Vaiting

Finished at: 0000/00/00 00 :00 :00
RESULY CODE :

Total estimated tine: 00:00:00 of 00:01:20
Y T e

Figure 83: Internet connection test's dongle warning
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LENDVO i ics =B= [[E8e Time 00:00 - Uersion XX.XXXXX

WIRED ETHERNET 1: HWired Ethernet Adapter

ALGORITHHM SELECTION

\[ X 1 Select / Deselect ALl Options

[ ¥ 1 Internet Connection Test

Times to Run

RA : B3

Confirm [C]

Navigation [Arrows] Enter [Space] Times to Run Info [T]

Figure 84: Wired ethernet algorithm selection

Home [Esc

If more than one device is available, the selected device will be shown ac-
compained by it's number, on the algorithm selection screen

Upon selecting the test to be executed, the user will be met with a pop-up asking

the user if the ethernet cable is connected.
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414

Version XX.X)

DIAGNOSTICS EXECUTION

Final Result Code: -~

ui rik 4 Bdanboe

INTERNET CONNECTION TEST

Is the ethernet cable commected?

et 0

Total estinated time: 00:00:00 of 00:00:40

Mavigation [Arrous] ==

Figure 85: Internet connection test's pop-up

After closing the pop-up, the application Internet Connection Test is going to check
if the Ethernet device has a connection and it is going to send and receive packets. If
the diagnostic has only one device, it will be started, as shown in the next figure.
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LENOVD Diagnost Time 08:04 - Version XX} X0

HIRED ETH

DIAGNOSTICS EXECUTION

T
Final Result Code: U1PAGDR2J-242KJ1
HWired Ethernet adapter
Started at: 2023/11/22 08:04:12
Internet Connection Test:
Finished at: 2023711722 06:04:18
REQII T PANE - | 11LFAnnnandnnanaann N Te0ac | 1

Yiew Log [V]

Total estimated time: 00:00:06 of 00:00:40

Navigation [Arrows] Pelp [F3] Pgbn [F10]

Figure 86: Wired ethernet diagnostics execution

The Wired Ethernet Diagnostics Execution screen provides information about the
Wired Ethernet diagnostics progress, as well as information about the results. This
screen is composed of:

* Application Header Bar

* Screen Title Bar

*+ Screen Sub-title Bar

+ Diagnostic Information Section

* Instruction Footer Bar

The Application Header Bar contains the name of the application, system’s time and
application’s current version; the Screen Title and Screen Sub-title Bars help the user
to be attentive of where s/he is throughout the application; and the Instruction Footer
Bar contains additional instructions for using the screen, as well as the Exit button.

The screen has one main section that provides information about the diagnostic,
as well as a progress bar and a View Log button, both placed at the bottom of the
section, where the former indicates the global execution progress and the latter allows
to visualize tests details after finishing the diagnostic execution. That section contains
the following diagnostics information:

+ Final Result Code (an encrypted code that informs which modules were tested).
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* The number of the executed iteration

+ Date and time that diagnostic has started.

+ Test (name of the test being currently run).

* Progress of the current test (current test's progress in percentage).

* Total estimated time of the current suite of diagnostic tests.

+ Alistwith all the algorithms which compose device test and their respective status:

- Waiting, indicating the test is waiting to be run.

Progress (plus the test execution percentage), indicating the test is being
run.

- , indicating the algorithm has found no problems at device.

- , when applicable, indicating the algorithm has detected signs to
the user be aware (for instance, of an imminent failure).

CANCELED, indicating the algorithm has been canceled by user.
NOT APPLICABLE, indicating the algorithm is not supported by device.

+ Date and time that the tests are finished (displayed after test is finished).
* Result Code for test.

+ Elapsed time, that is a duration of test in hours, minutes and seconds (displayed
after test is finished).

While the diagnostic is running, the user can stop it at any time by pressing the ESC
key. If the user does that, the diagnostic is aborted and the status of the test that is
being run is changed to CANCELED. After the diagnostic is finished or canceled, the
user can go back to the Home screen (by pressing ESC again) or visualize the test log
(by pressing the V key).

Note
If there is more than one device in the system, the screen below will be
displayed

20 WiFi

WiFi Diagnostic is available on embedded version only and depend on WiFi
UEFI Drivers availability.

The system allows the user to access the WiFi diagnostics from the Home screen,
Diagnostics, WiFi. After the user accesses the WiFi option, the application will display
the available WiFi tests:

* Scan Test:

- Description:"Scan Test" scans for nearby WiFl Networks.
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If more than one audio device is available, the selected device will be shown
accompained by it's number, on the algorithm selection screen

After the test is executed, the application will display the execution result screen as
in the image below:

. EFI Time 04:38 - Version XX.XX.XXX

WIFI

DIAGNOSTICS EXECUTION

Final Result Code: U1DABHGKX-SX59RE

Hifi Adapter

Started at: 2023/11/21 04:39:14

Scan Test: PASSED

Finished at: enzd/11/21 04:39:17

RERUIT PANF - T e et L aTaTeTaTaTeTe TR R YR LY Tl i

Total estimated time: 00:00:03 of 00:00:05

Navigation [Arrows] PzUp [F3) Pebn [F10] Home [Esc]

Figure 87: WiFi diagnostics execution

In the result log, the found WiFi networks are listed.

Scan test, an unattended test that will search for available WiFi networks

* If one or more networks are found:
- The rest result will be PASSED

+ If the sensor does not detect any WiFi network
- The test result will be

« If any error occurs when accessing the device and scanning for networks
- The test result will be FAILED

* If the user press [Esc]

- The test will be CANCELED

If the test can not be executed the test result will be NOT APPLICABLE.
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21 Run All

The system allows the user to access the run all diagnostics from the Home screen,
Diagnostics, Run All.

An item can be selected/deselected by pressing SPACE when it is highlighted. To
access a diagnostics type, the user can use the UP/DOWN arrow key until the desired
item is focused and press SPACE key to select it, as illustrated in the figure below.

43 LENDUD Diagnostics UEFI =0= s Time 66:06 - Uersion XX XX XXX

RUN ALL

DIAGNOSTICS TYPE

Quick:

Quick (Unattended) [(] Excludes extended tests of modules that take

nore than 10 minutes to complete each test.

e.y. Extended tests of CPU, Memory and Storage.
This test mode takes about 15 minutes to complete.

Full:
Includes all quick and extended tests of modules.
WARNING: This test mode can take several hours

Quick [W]

Full {Unattended) [E] to complete.
Unattended:
Test mode that excludes tests that need
Full I[R] user interaction.

e.g. Mouse, Keyboard, Touch, etc.

Tines to Run Times to Run:
2 Specifies number of times tests will be repeated.

Maximum of 5 repetitions.

Navigation [Arrowsl Enter [Spacel Home [Escl

Figure 88: Run All diagnostic type

After the user selects one option of the run all modes, the application will display
the entire set of modules of the UEFI Diagnostic application as follows:

+ If a module is unavailable, the module will display as Not Found.
Quick (Unattended) [Q]:

+ If a module has only attended tests, it will be displayed as Not Selected
+ If a module has only extended tests, it will be displayed as Not Selected
+ Attended tests will be displayed as Not Selected and won't be executed

+ Extended tests will be displayed as Not Selected and won't be executed

Quick [W]:
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+ If a module has only extended tests, it will be displayed as Not Selected
+ Extended tests will be displayed as Not Selected and won't be executed
Full (Unattended) [E]:

« If a module has only attended tests, it will be displayed as Not Selected
+ Attended tests will be displayed as Not Selected and won't be executed
Full [R]:

 All tests will be selected.

LENOUOD Diagnostics UEFI Time 0B:53 - Version XXX XXX
Diagnostic Status Progress Summary
1 MOTHERBOARD T
Started at: 2023/11/13 08:52:43
KEYBOARD  CANCELED 1067 > Chipset Test: CANCELED
MOUSE CANCELED 1007 > Finished at: 2023/11/13 08:52:43
] RESULT CODE
SENSOR CANCELED 1607 > UUMBOOOOBODBOOOEOOOO-IJ 56
MOTHERBOARD
CPU CANCELED 1007 >
’ Started at: 2023/11/13 08:52:44
Fen CANCELED 1607 > PCL/PCle Test: CANCELED
HEHORY CANCELED 1007 > prC Test: CANCELED
| MOTHERBOARD  CANCELED 1007 >| USB Test: CANCELED
Finished at: 2023/11/13 08:52:45
STORAGE CAMCELED 1007 >

RESULT CODE
‘ UMBOO660O000OOBOOOO-IJ?US6 1

Total estimated time: 00:00:20 of 00:22:55 FINAL RESULT CODE
U14NCSW42-LJ61T2
Failed: 00 i

Not Applicable/fvailable: 07 Canceled/Not Selected: 09

=
Navigation [Arrowsl m PgDn [F101 Uiew Log [V] m

Figure 89: Run All diagnostics execution
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LENDUO Diagnostics UEFI Time 08:53 - Version XX XX XXX

Diagnostic Status Progress Summary
1 MOTHERBOARD T
. Started at: 2023/11/13 08:52:43
KEYBOARD CANCELED 1007 > Chipset Test: CANCELED
HOUSE CANCELED 1007 > Finished at: 2023/11/13 08:52:43
’ RESULT CODE
SENSOR CAHCELED 1607 > UMBOOOOOOO0OOOOOOOO-IJPUS6
MOTHERBOARD
CPU CANCELED 1007 >
’ Started at: 2023/11/13 08:52:44
Fan CANCELED 1007 > PCI/PCIe Test: CANCELED
HEMORY CANCELED 1007 > R1C Test: CANCELED
| HOTHERBOARD  CANCELED 1007 )‘ USB Test: CANCELED
Finished at: 2023711713 08:52:45
STORAGE CANCELED 1007 > RESULT CODE
4 UUMBOOOOOOO0OOOOOOOO-IJUS6 1
Total estimated time: 00:00:20 of 00:22:55 FINAL RESULT CODE
L U14NCSU42-LJ61T2

Passed: 01 Failed: 00 by
Not Applicable/fvailable: 07 Canceled/Not Selected: 09

o catine s
Navigation [Arrousl PgUp [F91 PgDn [F101 Uiew Log [V] Home [Escl

Figure 90: Run All diagnostics execution
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LENOUD Diagnostics UEFI Tine 06:43 - Uersion 04.34.000

RUN ALL

DIAGNDSTICS EXECUTION

Execution Number: 3 T
Started at: 2023/11/24 06:44:10 ]
Health Test: PASSED
Temperature Test: PASSED
Finished at: 2023/11/24 06:44:11
RESULT CODE:
Execution Number: 4
Started at: 2023/11/24 06:44:11
Health Test: PASSED
Temperature Test: PASSED
Finished at: 2023/11/24 06:44:12
RESULT CODE:
DISPLAY
Execution Number: 1 =

SQtartad at- ARARAAASOA A - A -A0 i

Total estimated time: 00:00:05 of 01:58:56

Navigation [Arrowsl PgUp [F91 PgIn [F101 Home [Escl

Figure 91: Run All diagnostics execution - multiple iterations

The Run All Diagnostics Execution screen provides information about the diagnos-
tics progress of all modules, as well as information about the results. This screen is
composed of:

+ Application Header Bar

*+ Screen Title Bar

*+ Screen Sub-title Bar

+ Diagnostics Modules list

+ Diagnostic Information Section
* Instruction Footer Bar

The Application Header Bar contains the name of the application, system’s time and
application's current version; the Screen Title and Screen Sub-title Bars help the user
to be attentive of where s/he is throughout the application; and the Instruction Footer
Bar contains additional instructions for using the screen, as well as the Exit button.

All diagnostic modules will be displayed on Diagnostic Modules List. The ones that
are not selected or not applicable for the target system will be grayed with N/A status.
Use upper or bottom arrows to scroll modules list.

The screen has one main section that provides information about the diagnostic,
as well as a progress bar and a View Log button, both placed at the bottom of the
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section, where the former indicates the global execution progress and the latter allows
to visualize tests details after finishing the diagnostic execution. That section contains
the following diagnostics information:

Final Result Code (an encrypted code that informs which modules were tested).
Number of the executed iteration.

Date and time that diagnostic has started.

Test (name of the test being currently run).

Progress of the current test (current test's progress in percentage).

Total estimated time of the current suite of diagnostic tests.

Alist with all the algorithms which compose device test and their respective status:

- Waiting, indicating the test is waiting to be run.

Progress (plus the test execution percentage), indicating the test is being
run.

- , indicating the algorithm has found no problems at device.

- , when applicable, indicating the algorithm has detected signs to
the user be aware (for instance, of an imminent failure).

FAILED, indicating the algorithm has found one or more faults.

CANCELED, indicating the algorithm has been canceled by user.

NOT APPLICABLE/AVAILABLE, indicating the algorithm is not supported by
device.

Date and time that the tests are finished (displayed after test is finished).
Result Code for test.

Elapsed time, that is a duration of test in hours, minutes and seconds (displayed
after test is finished).

While the diagnostic is running, the user can stop it at any time by pressing the ESC
key. If the user does that, the diagnostic is aborted and the status of the test that is
being run is changed to CANCELED. After the diagnostic is finished or canceled, the
user can go back to the Home screen (by pressing ESC again) or visualize the test log
(by pressing the V key).

A total sum of ( tests are also counted as passed as it does not
indicates a hardware failure, it just indicates a point of attention), Failed, Not Applica-
ble/Available and Canceled / Not Selected tests are displayed in the Footer Bar.
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22 Diagnostics result log

After atest or arecover operationis finished, the user can see the Diagnostics Result
Log screen by pressing the V key. That screen is shown in the following figure.

a3 L ENOYD Diagnnstics LUEFT =Bz [CEs Time 00:00 - Uersion XX.XX.XXX

RUN ALL

DIAGNOSTICS RESULT LOG

serial Wumber: INVALTD T
BIDS version: S0CKTOL10

Machine Model: Lenovo Product

Final Result Code: U1GGYV4LHA-32 1EMF

DISPLAY DIAGHOSTIC | 2023/01/27 14:19:19

UDI: H1642 - GSM

Display Mame: H1642 - GSM

Manufacturer ID: GSH

Model Mame: W1642

EDID Version: 1.3 1
Save Log [F2]

Nawigation [Arrows] Enter [Spacel] Pglp [F3] Fgbn [F10] Home [Esc]

Figure 92: Run All diagnostics result log

The Diagnostics Result Log screen is composed of:
+ Application Header Bar

+ Screen Title Bar

*+ Screen Sub-title Bar

+ Diagnostic Log Section

+ Save Log Button

* Instruction Footer Bar

The Application Header Bar contains the name of the application, system’s time and
application’s current version; the Screen Title and Screen Sub-title Bars help the user
to be attentive of where s/he is throughout the application; and the Instruction Footer
Bar contains additional instructions for using the screen, as well as the Exit button.

Additionally, the screen has one main section that shows the diagnostic log, and a
Save Log button that allows the user to store the log into an USB-Storage.
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If the log content has many rows, user can scroll by pressing the Page Up and Page
Down to move the displayed region up and down, respectively. The user can also go

back to the Home screen by pressing the ESC key and save the log by pressing the F2
key.

23 Log saving

If the user chooses to save the log by pressing the Save Log button on the Diagnos-
tics Result Log screen, and there are more than one valid device where the log can be
saved, the Log Saving screen is displayed, as shown in the figure below.

g | It is possible to save logs in the Local Storage but only on FAT partitions.

a3 LENOUD Diagnostics UEFI =0= [EEe Time 00:00 - Uersion XX.XX.XXX

LOG SAVING

STORAGE SELECTION

USB:
[[ K 1 USB DRIVE |

Local Storage:

[ 1 Local Storage Partition (i)
[ 1 NOUD VOLUME (i)
[ 1 VERSADTOTES (i)

Confirn [C]

Navigation [Arrowsl Enter [Spacel Selected Item Info [I1 Gt AEIX
Figure 93: Storage selection - USB log saving

The Log Saving screen is composed of:
* Application Header Bar

+ Screen Title Bar

*+ Screen Sub-title Bar

« USB-Storage Selection List
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* "Confirm" Button

* Instruction Footer Bar

The Application Header Bar contains the name of the application, system’s time and
application's current version; the Screen Title and Screen Sub-title Bars help the user
to be attentive of where s/he is throughout the application; and the Instruction Footer
Bar contains additional instructions for using the screen, as well as the Exit button.

In addition, user can choose a device from the USB or Local FAT Storage Selection

List to save the log in. The user can check more information about each Storage parti-
tion in the respective "(i)" button.

k LENDW

=f= RELEN Time 60:00 - Uersion XX XX XXX
LG SAVING
STORAGE SELECTION

USh:
Il X ) USB DRIVE | W

LOG SAVING

Device Type: USB
Partition Name: USB DRIVE
Partition Size: 15461 MB
Partition Tupe: FAT

Navigation [Arrous] Enter [Space) selected 1ten 1nfo (11 [[EIEESN

Figure 94: USB information
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o LENOW Diag t Ef =Q= fEIEs Time 06:00 - Usrsion XX.XX.XXX

STORAGE SELECTION

[ 1 USB DRIVE ()

LOG SAVING

Device Type: NUMe

Partition Mame: Local Storage Partition
Partition Size: 1044 MB

Partition Type: FAT

Mavigation (Arrows) Enter (Space) setected 1ten nfo 1) [[EEEEERN
Figure 95: Local storage information

After the user chooses a device, s/he can press "Confirm". The application will at-
tempt to save the log into the selected device.

If the saving operation is successful, a window will be displayed to inform the user
that the operation was successful (as shown in the next figure). If the operation does
not work, a window will be displayed to inform the user that the operation was not
successful. In both cases, the user must press ENTER, and the Diagnostics Result Log
screen will be displayed again.
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A - Quick
DIAGNOSTICS RESULT LOG

Serial Mumber : PF3C97DP

BIOS Versionm: RIRET 18U (T06) (0.18)
Machine | T ThinkPad 14 Pro
Final Resul LOG SAVING

CPU QUICK D

Diagnostic results may contain sensitive or device identification
data, do you wish to continue?

unI :

Mode | : 12th Gen Intel (® Core(TM i5-1240P
Uendor : INTEL

Mumber of Cores: 12

ettt e e | NI N

Figure 96: Sensitive information confirmation pop-up
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h LENOW Diag \ El =Bz s Time 00:00 - Uersion XX.XX.XXX

STORAGE SELECTION

LOG SAVING

Loy successfully saved at device USB DRIVUE?

Mavigation (Arrows) Enter (Space) setected 1ten nfo 1) [[EEEEERN
Figure 97: Log saving information pop-up

UEFI application must always allow user to save and search files on following vol-
umes:

* Hdd FAT16 or FAT32 partition;
« USB Memory Stick.

In case the user tries to save the log to an unsupported file system, a popup will
be displayed to indicate that the media is in an invalid format. The popup can be seen
below:
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DIAGNOSTICS RESULT LDG

Sertal Mumber : PFICITOP 1
BIOS Uersion: RIRET 189 (T06) (0. 18)

Machine Model ThinkPad 14 Pro

Final Resul ke

CP) QUICK B| There is wo device formatted in FAT32 to save the log. Please
change the device to a correct format or plug a new device and try

again.
Ul :
Mode | : 12th Gen Intel (R Core(TH i5-1240P
Uendor : INTEL
Mumber of Cores: 12 N

et e e e | XN SN

Figure 98: Format notice pop-up

When the user chooses to export logs, two logs are going to be saved: one
with a ".log" extension and a ".json" file.

If the user has a config.ini file on device root, with LOG_AUTO_SAVE parameter en-
abled, the application will perform the saving of json logs automatically. While saving
logs, and sfter saving them, user is going to be met with a pop up informing that the
logs are being saved, and after the process is complete, another one, informing the
process is finished.
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STORAGE - QUICK
DIAGNOSTICS EXECUTION

1=

LOG SAVING
Fi

Log files successfully saved.

Serial Mumber: 224250440403
BS Code: BSSSS1DI369D000CALOOV

Started at: 2023/06/26 21:10:24
Nt irm Road Toat - CANCET PR

Total estimated tine: 00:00:01 of 00:03:45

pettion v [ v | oo e o

Figure 99: Log saving success pop-up

23.1 Execution type

On the logs generated by the tests that the user can perform on UEFI diagnostics, a
field named "EXECUTION TYPE", in which the description of what test flow was executed
will be registered (i.e., BATTERY QUICK, AUDIO QUICK, etc...), will be available to the
users, to help to better identify what was actually tested in each log.
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"start_time": "28231831T11143&",

"finish_time": "28231831T113635",

"start_time_epoch": "1698758876",

"finish_time_epoch™: "1698752195",

"application_version"”: "Lenovo Diagnostics UEFI Bootable 84.34.888",
"execution_type": "AUTOMATED EXECUTION",

"generic_mode": false,

"machine_model”: "ThinkPad Pl5v Gen 3",
"model_name_is_walid": "yes",

"machine_uuid"”: "{65A412CC-3846-11B2-A85C-BA7B6TEVELSF}",
"machine_serial_number": "PF35FFFB",
"serial_number_is_walid": "yes",

"machine_type_model™: "JP5A55IT18",
"machine_type_model is walid": "yes",

"bios_wversion": "N3KET16E (@.81.STT )",
"wired_ethernet_mac_address_1": "6(-24-88-38-E3-73",
"iterations": [

{

Figure 100: Execution Type field, on a JSON log

SERIAL_NUMBER: PF35FFFB

BIOS_VERSION: N3KET16E (B8.81.5TT )

MACHINE_MODEL: ThinkPad P15v Gen 3

APPLICATION VERSION: Lenowvo Diagnostics UEFI Bootable 84.34.888
EXECUTION_TYPE: AUTOMATED EXECUTION

BEGIN_EXECUTION
+++ 28231831T111436UTC BATTERY QUICK DIAGNOSTIC 1698758876

UDI: Celxpert
DISPLAYNAME: 651-Celxpert

Figure 101: Execution Type field, on a txt log

23.2 Execution summary

On TXT logs, at the end of the file, a summary that contemplates an overview of the
test flow results is going to be available, to help users to visualize how it went.
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+++ TEST SUMMARY

STORAGE: CANCELED

TOTAL TESTS: 6
PASSED TESTS: B
FAILED TESTS: %
WARNING TESTS: B
CANCELED TESTS: 6
NOT APPLICABLE TESTS: @

ELAPSED TIME: ©6:00:83
FINAL RESULT_CODE: U19CTHRZJ-TXP5X3

-== TEST SUMMARY

Figure 102: Results Summary

On this summary, users are met with:

* The modules that were tested, and what their general status was (PASSED, FAILED,
WARNING, CANCELED or NOT APPLICABLE).

* The total number of executed tests, and how many tests were finished with each
status (PASSED, FAILED, WARNING, CANCELED or NOT APPLICABLE).

* The execution's elapsed time.

* The final result code.
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24 System information

The System Information screen with the System tab selected is shown in the follow-
ing figure.

LENOVD Diagnostics UEFL ELYAN Time 14:52 - Version XX.XX.XXX

SYSTEM INFORMATION
CHOOSE A MODULE:
SYSTEH [0] MACHINE INFORMATION T

BATTERY [11

Hachine Hanufacturer: LENOUD

Hachine Type-Hodel (MTHM) : JE44051T22
I3riat D Product Version: ThinkPad 14 Pro
FAN [4] Serial Number: PF3CS7DP

KEYBOARD [51
BIDS INFORMATION

HOTHERBOARD [7]

—
=

BIDS Versiom: R1RET 18U (T06) (0.18)
HOUSE [8] BIOS Release Date: 11/10/2021
STORAGE [91 BIOS Manufacturer: LENOUD
EC Uersion: R1RHT 18U (0. 18)
Tntel ME Uersinn: 16.0.10.1473 b

Export System Information [F2]

Figure 103: System information - system tab
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The value of field "Eth Physical Address" can be highlighted in red when it
is considered invalid. Will be considered invalid the MAC addresses that
have all the same characters or be present in the MAC address list below.
Invalid MAC address list:

+ "88-88-88-88-87-88"
+ "88-88-88-88-88-87"

Example in the figure below:

Uers lon XX XX XXX

=0= EEEBe Time 00:00

SYSTEM INFORMATION

MACHINE INFORMATION L
Machine manufacturer: LENOVO
Machine Type-Model(MTM): INVALID
Product version: Lenovo Product
Serial number: INVALID
Eth Phusical Address: 8 8-86-86-86
BIDS INFORMATION
B10S Version: MZRKT11R
BIDS release date: 11/28/2019
[172] BIODS manufacturer: LENOVO
1
— (o ssin miormin 71

Navigation [Arrows]

Enter [Spacel

Pglp [F91 PgDn [F10] Home [Escl

Figure 104: System information - system tab

The System Information screen with the Battery tab selected is shown in the follow-

ing figure.
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LENOUD Diagnostics UEFI EEH Tine 14:52 - Version XX.XX.XXX

SYSTEM INFORMATION
CHOOSE A HODULE:

SYSTEM [01 BATTERY INFORMATION 1
BATTERY [11
UDI : Sunuwoda
CPU [21
Display Mame: 221-Sunwoda
DISPLAY [31
FAN [4] Primary: YES
KEYBOARD [51 Manufacturer: Sunwoda
Serial Number: 221
MEMORY [61
Bar Code Mumber : W15Z219600DD
Ll L I FRU Mumber : 5B11E335
HOUSE [81 Firmuware Level: 48
STORAGE [91 Manufacture Date: 2021/09/19
First Use Date: 2021/12/01
Temnerature: 43 C 1

Export System Information [F21
Navigation [Arrousl Enter [Spacel Pgllp [F91 PgDn [F101] Home [Escl

Figure 105: System information - battery tab

The System Information screen with the CPU tab selected is shown in the following
figure.
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®  LENOUD

Diagnostics UEFI

EE3 Time 14:52 - Version XX XX.XXX

CHOOSE A MODULE:
SYSTEH [©]

BATTERY [11

CPU 121

FAN [4]
KEYBOARD [5]

HEHORY [6]

HOTHERBOARD [71
HOUSE [8]

Navigation [Arrousl

SYSTEM INFORMATION

CPU INFORMATION

upI :

Display Mame:

Model :

Uendor :

Number of Cores:

Nunber of Enabled Cores:
Number of Threads:

Simmature:

Enter [Spacel

12th Gen Intel (R} Core(TM)
i5-1240P - INTEL
12th Gen Intel (R) Core(TM)
i9-1240P - INTEL

12th Gen Intel (R) Core(TH)
i5-1240P

INTEL

12

12

16

90har

1

Export Sustem Information [F2]

Pgllp [F91 PgDn [F101 Home [Escl

Figure 106: System information - CPU tab

The System Information screen with the Display tab selected is shown in the follow-

ing figure.
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LENOVO Diagnostics UEFI Time 17:46 -Version XX.XXXXX

SYSTEM INFORMATION
CHOOSE A MODULE:

SYSTEM [0] DISPLAY INFORMATION N
BATTERY [1]

e DI : BOE CO MU140DRM-N62 - BOE
Display Mame: BOE CQ NV140DRM-N62 - BOE
DISPLAY [3]

KEYBOARD [5] Model Mame: BOE C[) NU140DRH-N62
EDID Version: 1.4
MORY [6]
Max Resolution: 2240 x 1400 pixels
e Max Image Size: B cmx 19 cm
HOUSE [8] Input Type: Digital

Export System Informationm [F2]
Navigation [Arrouws] Enter [Spacel Home [Escl

Figure 107: System information - display tab

The System Information screen with the Fan tab selected is shown in the following
figure.
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R LENOUD Diagnostics UEFI EE3 Tine 14:52 - Version XX.XX.XXX

SYSTEM INFORMATION
CHOOSE A MODULE:

SYSTEM [0] FAN TNFORMATION
BATTERY [1]

uDI : FAN_SYSTEM
Display Name: FAN_SYSTEM
Number of Fans: 2

Fan 1 Speed: 3900 RPH
Fan 2 Speed: 3900 RPH
CPU Temperature: 54 C

STORAGE [9]

Export System Information [F21
Navigation [Arrowsl Enter [Spacel Home [Escl

Figure 108: System information - fan tab

The System Information screen with the Keyboard tab selected is shown in the fol-
lowing figure.
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LENDUD Diagnostics UEFI Tine 17:46 - Version XX.XX.XXX
SYSTEH INFORMATION
CHOOSE A MODULE:

SYSTEM [0] KEYBOARD INFORMATION

R \
BATTERY [11
UDI : Keyboard
Display Name: PS/2 Keuboard
DISPLAY [31
FAN [4] Device Type: P5/2 Keyboard

KEYBOARD [5]
MEMORY [6]
MOTHERBOARD [71

MOUSE [8]

STORAGE [91

Export System Information [F21
Navigation [Arrouwsl Enter [Spacel Home [Escl

Figure 109: System information - keyboard tab

The System Information screen with the Memory tab selected is shown in the fol-
lowing figure.

138



LENOUD Diagnostics UEFI Earg! Time 14:52 - Version XX XX.XXX

SYSTEM INFORMATION

CHOOSE A MODULE:

SYSTEN [0] MEMORY INFORMATION T
BATTERY [11

UDI : MEMORY _UDI
CPU

Display Name: MAIN_MEMORY

DISPLAY [31
FAN [4] Total Physical Memory: 16384 MB
KEYBOARD [51

M Origin: SMBIODS
Type: LPDDRS
Manufacturer: SK Hynix
Maximum Speed: 6400 H1/s
Current Speed: 4000 MT/s
Size: 2048 MB
Rank TLorator: RANK 0 ‘

Export System Information [F2]
Navigation [Arrows] Enter [Spacel Pglp [F9] Pghn [F16] Home [Escl

Figure 110: System information - memory tab

The System Information screen with the Motherboard tab selected is shown in the
following figure.
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k LENOUD Diagmostics UEFI BT Time 14:52 - Version XX XX XXX

SYSTEM INFORMATION
CHOOSE A MODULE:

SYSTEH [0] MOTHERBOARD INFORMATION T
BATTERY [11
UDI : MOTHERBOARD_UDI
Display Mame: MAIN_MOTHERBOARD
DISPLAY [3]
FAN [4] No. USB Host Controllers: 2
RIC Presence: Yes
8S Code: 8SJE440HY 10XL1HF1AY0012
MOTHERBOARD [71
MOUSE [8] Resource: PCI resource
91 Index: 1
Slot: 0
Class: Bridne Dpuire 1

Export System Information [FZ2]
Navigation [Arrows] Enter [Spacel Pglp [F9] Pghn [F101 Home [Escl

Figure 111: System information - motherboard tab

The System Information screen with the Mouse tab selected is shown in the follow-
ing figure.
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LENOUD Diagnostics UEFI

EE@ Tine 14:52 - Version XX.XX.XXX

CHOOSE A MODULE:

SYSTEM [6]
BATTERY [11

DISPLAY [31

FAN [4]
KEYBOARD [5S]
ORY [6]
MOTHERBOARD [71
STORAGE [91

Navigation [Arrowsl

SYSTEH INFORMATION

MOUSE INFORMATION

UDI :
Display Name:

Device Tuype:
Resolution ¥:
Resolution ¥Y:
Has Left Buttom:
Has Right Buttom:

UDI:

Display Name:

Uendor Tdentifier:

Enter [Spacel

P3/2 House
PS/2 Mouse

P3/2 Mouse
4

4

YES

YES

I2C Mouse
I2C House
0x77ChH 4

Export Suystem Information [F21

PgUp [F91 PgDn [F101 Home [Escl

Figure 112: System information - mouse tab

The System Information screen with the Optical tab selected is shown in the follow-

ing figure.
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B= e Time 00:00 - Uersion XX.XX.XXX
SYSTEH INFORMATION
CHOOSE A MODULE:

_ OPTICAL INFORMATION
EX
e Ewy upI: HL=DT=ST=-DVDROM DHGON-KTNGCT90B819
. Display Name: DVOROM DHEON-HL-DT-ST
EEXE
Model number: DVDROM DHEON
" (s Manufacturer: HL-DT-ST
_ Serial number: KTNGCT90819
Firmware revision: 1.02
_ Sector size: 0 bytes
Supported features: DVD-ROM, CD-ROM.

Navigation [Arrows) Enter (Space] _

Figure 113: System information - optical tab

The System Information screen with the RAID tab selected is shown in the following
figures.

* Physical RAID:
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LENDVD S 0= [0 Time 00:00 - Versiom XX.XXXXX

3 SYSTEM INFORMATION
CHODSE A MODULE:

SYSTEM [0] RAID INFORMATION T

cCPU [1]

upI: RAID
Display Name: RAID
Resource: Raid Device
Bus: 0x0

Device: ox17
Function: 0x0

Vendor Id: 0x8066

Export tem Information [F2]

Navigation [Arrousl Enter [Spacel Pglp [F9] PgDn [F101 Home [Escl

Figure 114: System information - physical RAID tab

* Virtual RAID:
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=B= EEE0r Time 00:00 - Uersion XX XX XXX

SYSTEM INFORMATION

Funct ion: 00 L
Vendor Id: 0%8086
Is Logical device: YES
Volume information: 1 volume(s) configured
Wolume Type: 0
Raid Level: 0
Product ID: RAID O Volume
WVolume Name: Vo lumed
Size: 10 GB
1

Export System Information [F2]

wigstion (rrowl | Bner Gy

Figure 115: System information - virtual RAID tab

The System Information screen with the Storage tab selected is shown in the follow-
ing figure.
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EE3r Tine 14:52 - Version XX.XX.XXX

SYSTEM INFORMATION
CHOOSE A MODULE:
SYSTEN (0] STORAGE INFORMATION 1
BATTERY [11
UDI: Ramaxel Technology (Shenzhen)
limited company-UMIS

DISPLAY [3] RPJTJ256MGE1QDQ-SSOL25209K 1RC1961

FAN [41 0B2

KEYBOARD [51 Display Name: UHIS RPJTJ256MGE1(DQ-Ranaxel
Technology (Shenzhen) linited
company

MOTHERBOARD [71

HOUSE [8] Model Mumber: UMIS RPJTJ256MGE1QDQ

STORAGE [91 Manufacturer: Ramaxel Technology (Shenzhen)

limited company
1

Export System Information [F2]
Navigation [Arrouwsl] Enter [Spacel PgUp [F9] PgDhn [F10] Home [Escl

Figure 116: System information - storage tab

Device Time: NUHe

The System Information screen with the Touch tab selected is shown in the following
figure.
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13 - Version

SYSTEM INFORMATION

TOUCH IMFORMATION 1
uDI: Melfas-LGDisplay Incell Touch

Display Name: Melfas-LGDisplay Incell Touch
Absolute Min X: 0

Absolute Min ¥: 0

Absolute Min 2: 0

fbsolute Max K: 4095

Absolute Max Y: 4095

fbsolute Max 2: ]

Sup. Alternative Button: NO

Supports Pressure as Z: YES

Manfartirer: MR 1 f A !

Export em Information [F2]

Mawigation [Arrows] Enter [Space] *gUp [F9 PgDn [F10] Home

Figure 117: System information - touch tab

The System Information screen with the WiFi tab selected is shown in the following
figure.
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LENOUD Diagnostics UEFI == [CBe Time 00:00 - Uersion XX.XX.XXX

SYSTEM INFORMATION

CHOOSE A MODULE :
uDI : Vifi Adapter
Display Name: Wifi Adapter
MAC Address: C-2A-31-58-B3-3C
Broadcast Address: FF-FF-FF-FF-FF-FF
[2/21
...Back [B] Export System Information [F2]

Navigation [Arrowsl Enter [Spacel

Figure 118: System information - WiFi tab

The System Information screen with the Wired Ethernet tab selected is shown in the
following figure.
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== s Time 90:00 - Version XX.XX.XXX

SYSTEM INFORMATION

CHOOSE A MODULE:
SYSTEM [6) 1
CPU (11 MAC Address: b0-32-B1-5D-67-FC
. Hedia State: Hedia present

DISPLAY [2]

Policy: DHCP
IR & IPud: 192.168.15.9
MOTHERBOARD (41 Subnet Mask: 255.255.255.0

DNS Server 1: 192.168.15.1
WIRED ETHERNET (7]

PCI Bus: 0x00

PCI Device: 0x00

PCI Functiom: 0x04

Export System Information [FZ2]

Navigation [Arrous] Enter [Space Pglp (F9) Pgbn (F16)

Figure 119: System information - wired ethernet tab

The System Information screen is displayed after the user enters the option System
Information on the Home screen. The System Information screen provides detailed
information about the machine, the memory devices, and the storage devices. This
screen is composed of:

+ Application Header Bar

+ Screen Title Bar

* Modules Tabs Bar;

« Content Tab;

+ Export System Information Button;

* Instruction Footer Bar

The Application Header Bar contains the name of the application, system’s time
and application’s current version; the Screen Title Bar helps the user to be attentive
of where s/he is throughout the application; and the Instruction Footer Bar contains
additional instructions for using the screen, as well as the Exit button.

Modules Tabs Bar contains the modules options to load information and displays
the tab currently selected (the name of current tab has a red background to differenti-
ate it from the other tabs), while the Content Tab is the region that exhibits information
corresponding to the selected tab.
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Export System Information Button can be accessed between the Content Tab and
the Instruction Footer Bar, where it is possible to export all the modules’ information
at once to an USB-Storage device.

TR -~ o '

Machine Mamuflacturer: LENOUO

SYSTEM INFORMATION EXPORTING

Systen information file exported may contain sensitive or device
identification data, do you wish to continue?

BIDS Release Date: 11/10/2621

BIDS Mamulacturer: LENOUO

EC Uersion: R1RHT 18U (0. 1)

Tntel NE Usrsion: 16.0.10. 1471 i

 Drort Sten Informtion (72 |
I . - T -

Figure 120: Sensitive information pop-up

The user can change the current tab either by using mouse/touch device (Bootable
version only) or by using the up () and down (V) keys to navigate among the options
and by pressing ENTER to access the option. The Content Tab region will display in-
formation about the device on the selected tab. The user can also scroll information
content using the Page Up and Page Down keys if the number of content rows is greater
than the number of rows on the screen.

For the System tab, the following information is displayed on the Content Tab:
* Machine Manufacturer;

* Machine Type-Model (MTM);

* Product Version;

» Serial Number;

BIOS Version;
* BIOS Release Date;

BIOS Manufacturer;
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+ EC Version;

* Intel ME Version;

+ Processor Manufacturer;

* Processor Version.

For the Battery tab, the following information is displayed on the Content Tab:
* Primary;

« Manufacturer;

+ Serial Number;

+ Bar Code Number;

* FRU Number;

Firmware Level;

« Manufacture Date;

First Use Date;
* Temperature;
+ Device Chemistry;

+ Cycle Count;

Charging Status;

Remaining Charge;

Capacity Mode;
* Full Charge Capacity;

Remaining Capacity;
+ Design Capacity;
+ Current;

* Voltage;

Design Voltage;

Warranty Period;
« Warranty Cycles;
+ OptionalMFGFunction2.

For the CPU tab, the following information is displayed on the Content Tab:
« UDI;
+ Display Name;
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* Model;

+ Vendor;

* Number of Cores;

* Number of Enabled Cores;

* Number of Threads;

Signature;

* Max Speed;

Current Speed;

* Features;

« Cache L1;

+ Cache L2;

+ Cache L3.

For the Display tab, the following information is displayed on the Content Tab:
« UDJ;

+ Display Name;

+ Manufacturer ID (a three-letter code identifying the manufacturer);

* Model Name;

* EDID Version;

* Max Resolution (in pixels);

* Max Image Size (in cm);

* Input Type (Analog or Digital);

+ Display Type.

For the Fan tab, the following information is displayed in the Content Tab:
« UDI;

+ Display Name;

+ CPU Fan Speed;

* CPU Temperature.

For the Keyboard tab, the following information is displayed in the Content Tab:
« UDJ;

+ Display Name;
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Device Type;
Serial Number (when applicable);
Manufacturer (when applicable);

Product Name (when applicable);

For the Memory tab, the following information is displayed on the Content Tab:

uDl;
Display Name;

Total Physical Memory (total of physical memory of machine in MB) and, for each
memory device installed on machine:

Origin (Identification of memory device);
Type (DDR2, DDR3, EEPROM and so on);
Manufacturer;

Maximum Speed (in MT/s);
Current Speed (in MT/s);
Size (in MB);

Part Number;

Serial Number.

For the Motherboard tab, the following information is displayed on the Content Tab:

uDJ;

Display Name;

No. of USB Host Controllers;

Number of PCl;

RTC Presence;

8S Code (when applicable);

Thunderbolt FW Version (when applicable);

Resource:
Index

Slot

Class name:

Subclass name:
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* Resource:

* PCl Index:

« PCl Slot:

+ Class name:

*+ Subclass name:

* Programming Interface;
* PCI Bus:

* PCl Device:

* PCI Func:

* Vendor ID:

Product ID:
* PCl Spec Version:
Offboard Device

* Resource:

* Index:

+ USB Version:

+ Class name:

+ Subclass name:

* Vendor ID:

* Product ID:

* Vendor:

* Product:

* PCl Spec Version:
+ Offboard Device
For the Mouse tab, the following information is displayed on the Content Tab:
« UDI;

+ Display Name;

* Device Type;

* Resolution X;

* ResolutionY;
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* Has Left Button;

+ Has Right Button;

+ Serial Number (when applicable);

* Manufacturer (when applicable);

+ Product Name (when applicable);

For the Optical tab, the following information is displayed on the Content Tab:
« UDI;

+ Display Name;

* Model Number;

* Manufacturer;

+ Serial Number;

* Firmware Revision;

* Size;

+ Sector Size;

+ Supported Features.

For the RAID tab, the following information is displayed on the Content Tab:
« UDJ;

+ Display Name;

* Resource;

* Bus (current item bus hexadecimal id);

 Device (current item device hexadecimal id);

+ Function (current item function hexadecimal id);

* Vendor ID (current item vendor hexadecimal id).

For Virtual RAID, the following information is also displayed on the Content Tab:

* Is Logical device;

* Volume information;
* Volume Type;

+ Raid Level;
 Product ID;

* Volume Name;
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* Size.
For the Storage tab, the following information is displayed on the Content Tab:

When the device is eMMC:
« UDJ;

+ Display Name;

* Model Number;

* Manufacturer;

+ Device Type;

+ Serial Number;

* Firmware Revision;
* Size;

* Rotation Rate;

* Physical Block Size;
+ Logical Block Size;

* No. of Logical Blocks

When the device is NVMe:
* UDIJ;

+ Display Name;

* Model Number;

* Manufacturer;

+ Device Type;

+ Serial Number;

+ 8S Code; (when applicable)
* Firmware Revision;

* Size;

* Rotation Rate;

* Temperature;

* Physical Block Size;

+ Logical Block Size;

* No. of Logical Blocks;
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+ VMD Active; (when applicable)

When the device is SSD:
« UDJ;

+ Display Name;

* Model Number;

« Manufacturer;

Device Type;

Serial Number;

Firmware Revision;

* Size;

Rotation Rate;

* Temperature;

Physical Block Size;

Logical Block Size;
* No. of Logical Blocks;

Supported Standards:

- ATA/ATAPI 4;
- ATA/ATAPI 5;
- ATA/ATAPI 6;
- ATA/ATAPI 7;
- ATA8_ACS;

« Standard version;

When the device is SATA HDD:

* RAID; (If RAID is configured, the application will show the device physical location
for each device, as well as the RAID physical location where each storage is con-
nected.)

+ UDI;

+ Display Name;
* Model Number;
« Manufacturer;

+ Device Type;
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+ Serial Number;

* Firmware Revision;

* Size;

* Rotation Rate;

* Temperature;

* Physical Block Size;

+ Logical Block Size;

* No. of Logical Blocks;
* Supported Standards:

- ATA/ATAPI 4;
- ATA/ATAPI 5;
- ATA/ATAPI 6;
- ATA/ATAPI 7;
- ATA8_ACS;

« Standard version;

+ 85 Number; (when applicable)

When the device is UFS:
+ UDI;

+ Display Name;

* Model Number;

« Manufacturer;

+ Device Type;

+ Serial Number;

* Firmware Revision;

* Size;

* Rotation Rate;

*+ Physical Block Size;

+ Logical Block Size;

* No. of Logical Blocks.
For the Touch tab, the following information is displayed on the Content Tab:

* UDI;
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+ Display Name;

* Absolute Min X;

* Absolute Min'Y;

+ Absolute Min Z;

+ Absolute Max X;

+ Absolute Max Y;

+ Absolute Max Z;

+ Supports Alternative Button;

» Supports Pressure as Z;

+ Serial Number (when applicable);
« Manufacturer (when applicable);
+ Product Name (when applicable);
For the WiFi tab, the following information is displayed on the Content Tab:
« UDI;

+ Display Name;

* MAC Address:

+ Broadcast Address:

For the Wired Ethernet tab, the following information is displayed on the Content
Tab:

« UDJ;

+ Display Name;
* MAC Address:
* Media State;

* Policy;

o |Pv4;

* Subnet Mask
+ Default Gateway;
* DNS Server 1;
* PCl Bus;

* PCl Device;

* PCl Function;

To exit the System Information screen and go back to the Home screen, the user
must press the ESC key.
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25 Hardware Diagnostic Events

This tool is only available for ThinkStation environments

Hardware Diagnostic Events are exhibited by accessing the Home screen, Tools, Di-
agnostic Event Log.

Nevertheless, this tool is currently limited to only ThinkStation products, specifically
to P520C, P520, P720, P920, P5, P7 and PX.

When entering the tool, the events are loaded and displayed, as demonstrated in
the next image.

LENOVO

Diag

Time 15:42 - Version XX XX XXX

HARDWARE DIAGNOSTIC EVENTS

For more information about each event code, select 'code lookup' on this weh site:
http://wuw. thinkworkstat ionsof tware. com

Date
2023/11/13

2023/11/13
2023711713
2023711713
2023/11/13
2023711713
2023/11/13
2023/11/13
2023/11/13
2023711713
2023711713
2023/11/13
2023/11/13

5erial Number:

Time
126
126

Code
NOOO

NODO
Ccooni
Cool
Ccoo1
coo1
cool
Cool
coo1
Ccooi
cool
Cool
Coo1

INVALID

Navigation [Arrows]

Power button

Power button

System
System
Sustem
System
System
System
System
System
System
System

Sustem

COVEr

Cover

cover

cover

cover

cover

cover

COver

cover

Cover

cover

Descriptions 1
pressed

pressed
opened
opened
opened
opened
opened
opened
opened
opened
opened
opened

onened !

Enter [Space] FeUp [F9] FPgon [F10] Home [Esc

Figure 121: Hardware diagnostic events

The application may be unable to retrieve the requested information. When that
occurs, users can use the "Clear Front Panel LED" button to be able again to retrieve
hardware diagnostic events.

P7 and PX.

g | "Clear Front Panel LED" button is not available to ThinkStation products P5,
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26 Bad block recovery

The Bad Block Recovery is a tool available for HDD and SSD/NVMe devices, that
recovers bad blocks in a storage device.

The system allows the user to access that tool by accessing the Home screen, Tools,
Bad Block Recovery.
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Bad Block Recovery tool relies on UEFI protocols availability in order to be
available for the system.

A

After the user enters the Bad Block Recovery option, the application will display the
storage devices available in the system. The menu Device Selection is displayed, as
shown in the next figure.

LENOVO Diagnostics UEFI =B= [EEEn Time 00:00 - Uersion XX.XX.XXX

BAD BLOCK RECOVERY

DEVICE SELECTION

[ X 1 Select / Deselect All Options |

[ X 1 UHIS RPITJ256PED2HWX-Phison Electronics Corp. Ci)

Confirm [C]

Navigation [Arrowsl] Enter [Spacel Selected Item Info [1]
Figure 122: Bad block recovery device selection

This screen also allows seeing devices details. To access this feature, the user has to
press the | key when the desired device is focused, leading to the exhibition of a popup
with the device information, as shown in the subsequent figure.
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=0= [IEEe Time ©0:00 - Uersion XX.XX.XXX

DEVICE SELECTION

[ X 1 Select / Deselect All Options

STORAGE INFORHAT ION

Display Name: UHIS RPITJ2SGPED2HMY-Phison Electronics Corp.
Hanufacturer: Phison Electronics Corp.

Device Type:  NWHe

Serial Number: $SOT78003Z1CD91J1035

Size: 238 6B

Navigation [Arrows) Enter [Spacel Selected Item Info [1] _
Figure 123: Bad block recovery device information

An item can be selected/deselected by pressing SPACE when it is highlighted. A
desired item is selected when it shows "[X]" preceding it. In order to continue, the user
has to press ENTER in the "Confirm" button. As a result, the system will show the Bad
Block Recovery item, as illustrated in the next figure, where the item is selected to be
executed.
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=B= [ilEs Time 90:00 - Uersion XX.XX.XXX

LENOVO Diagnostics UEFI
STORAGE 1: UMIS RPITJ256PED2HRX-Phison Electronics Corp.

ALGOR | THH SELECT ION

|[ X ] Select / Deselect All Options

[ % 1 Bad Block Recovery 4}

Confirm [C]
Navigation [Arrows] Enter [Spacel Selected Item Info [1] Home [Escl

Figure 124: Bad block recovery algorithm selection

If more than one device is available, the selected device will be shown ac-
companied by it's number, on the algorithm selection screen

That screen also allows seeing the algorithm details. To access this feature, the
user has to press the | key when the Bad Block Recovery item is focused, leading to
the exhibition of a popup with the algorithm information, as shown in the subsequent

figure.
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=B= [[ifs Time 00:00 - Uersion XX.XX.XXX

STORAGE 1: UMIS RPITJ2S6PED2MIX -Phison Electronics Corp.

ALGOR | THH SELECTION

[ X ) Select / Deselect All Options

It v 3 v Ata o 1 san

BAD BLOCK RECOVERY INFORHATION

“Bad Block Recovery” is a storage tool that checks for bad blocks
in the storage device and tries to fix them. The checking/recovery
may take minutes to hours depending on supported features. Before
running it, you should perform a complete backup.

Navigation [Arrows) Enter [Spacel selected Item Info [1] _

Figure 125: Bad block recovery information pop-up

it may cause data loss. Consequently, the user must backup his or her data

Note
o Once the Bad Block Recovery might perform write operations on a device,
before running that operation.

In order to confirm the tool's execution, the user can use the "Confirm" button. After
pressing the button, users will be met with a pop-up informing that, due to the opera-
tions executed, some data might be loss in the process, and a backup is suggested.
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BAD BLOCK RECOVERY

This tool will identify and remap the bad sectors, which might
contain irretrievable data. Before running the tool, you nust
perform a backup to keep your existing data and operating systems

files.

Figure 126: Bad block notice

If users choose the "Cancel" button, the operation is not going to proceed. If the "Ok"
button is chosen, users will be met with the tool’'s execution screen, as seen bellow.

== [CEEs Time 00:00 - Version XX.XX.XXX

LENOVO Diagnostics UEFI

BAD BLOCK RECOVERY

TOOL EXECUTION

STORAGE : UHIS RPITJ25GPED2HHX
Serial Number: $S0T78003Z1CD91J1035

2022/09/22 09:15:48

Started at:

Bad Block Recovery: Progress [ 2% 1 Illll
Finished at: 0000700700 00:00:00

Elapsed Time: ---

Total estimated time: 00:00:53 of 00:08:00

Mavigation [Arrows] m

Figure 127: Bad block recovery execution

The Bad Block Recovery Execution screen provides information about the Bad Block
Recovery tool progress, as well as its result when it has finished. This screen is com-

posed of:

+ Application Header Bar
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» Screen Title Bar
« Screen Sub-title Bar
* Tool Information Section

* Instruction Footer Bar

The Application Header Bar contains the name of the application, system’s time and
application's current version; the Screen Title and Screen Sub-title Bars help the user
to be attentive of where s/he is throughout the application; and the Instruction Footer
Bar contains additional instructions for using the screen, as well as the Exit button.

The screen has one main section that provides information about the tool, as well as
a progress bar and a View Log button, both placed at the bottom of the section, where
the former indicates the global execution progress and the latter allows to visualize the
algorithm execution details after finishing the tool execution. That section contains the
following information:

+ Final Result Code (an encrypted code that informs the algorithm’s execution).
+ Date and time that the operation has started.

+ Bad Block Recovery (name of the algorithm being currently run).

* Progress of operation (algorithm'’s progress in percentage).

* The tool's algorithm can have these status:

Progress (plus the tool execution percentage), indicating the tool is being
run.

- , indicating the algorithm has found no problems at device.

- , when applicable, indicating the algorithm has detected signs to
the user be aware (for instance, of an imminent failure).

FAILED, indicating the algorithm has found one or more faults.

CANCELED, indicating the algorithm has been canceled by user.
+ Date and time that the operation is finished (displayed after it is finished).
* Result Code for the tool's algorithm.

* Elapsed time, that is a duration of the tool's algorithm in hours, minutes and sec-
onds (displayed after it is finished).

While the tool is running, the user can stop it at any time by pressing the ESC key.
If the user does that, the operation is aborted and its status is changed to CANCELED.
After the operation is finished or canceled, the user can go back to the Home screen
(by pressing ESC again) or visualize the tool log (by pressing the V key).
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27 Data disposal

The system allows the user to access this tool by going to the Home screen, Tools,
Data Disposal.

Data Disposal is a storage tool that erases all data from the storage device.

Data Disposal tool is available in Bootable (x64 / ARM) and Embedded ARM
versions relying on the availability of the UEFI protocols and there is no
machine restriction.

This tool has 2 options:

* Quick: Data Disposal Quick Tool is a storage tool that ou erases all partitions from
a NVMe, SSD, HDD and USB by writing zero in MBR, GPT and GPT Backup table

+ Extended: Data Disposal Extended Tool is a storage tool that erases all data from
a NVMe, SSD and HDD by writing zeros in the entire disk.

After the user enters the Data Disposal option, the application will display the stor-
age devices available in the system. The menu Device Selection is displayed, as shown
in the next figure.

Before running it, you should perform a full backup because either all data
or partition will be erased from the disk (depending on which option was
chosen)
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' LENOUO Diagnostics UEFI =0= [CEEe Time 00:00 - Uersion XX.XX.XXX
DATA DISPOSAL

DEVICE SELECTION

[[ X1 Select / Deselect fAll Options

[ X1 SANSUNG MZULB2S6HBHQ-000L7-Samsung Electromics... (i)

Confirm [C]

Navigation [Arrows] Enter [Spacel Selected Item Info [I]
Figure 128: Data disposal device selection

An item can be selected/deselected by pressing SPACE when it is highlighted. A
desired item is selected when it shows "[X]" preceding it. In order to continue, the user
has to press ENTER in the "Confirm" button or use the shortcut "C". As a result, the
system will show the Algorithm Selection for the Data Disposal item - "Quick", if there
are partitions to be deleted; and always the "Extended" option, as illustrated in the next
figure, where the item is selected to be executed.
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L3

LENOUD Diagnostics UEFI =B= [CEEl» Time 00:00 - Uersion XX.XX.XXX

STORAGE 1: SAMSUNG MZULBZ2S6HBH()-000L7-Samsung Electronics. ..

ALGORITHN SELECTION

[[ 1 Select / Deselect All Dptions |

[ #¥1 Data Disposal Quick (i)
[ 1 Data Disposal Extended (i)

Confirm [C]

Navigation [Arrous] Enter [Spacel Selected Iten Info [I]

Figure 129: Data disposal algorithm selection

If more than one audio device is available, the selected device will be shown
accompanied by it's number, on the algorithm selection screen

That screen also allows seeing the algorithm details. To access this feature, the user
has to press the | key when the Data Disposal item is focused, leading to the exhibition
of a popup with the algorithm information, as shown in the subsequent figure.
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“B= [ Time 00:00 - Uersion XX.XXXXX

STORAGE 1: SANSUNG MZULB2SGHEHG -000L7-Samsung Electromics Co.. Ltd.. Memory Division
ALGORITHN SELECTION

[ X1 Select / Deselect fill Dptions

DATA DISPOSAL INFORHATION

"Data Disposal Tool™ is a storage tool that erases all data from
HDD device. The data erasing process may take a long time to
complete. Before running it, you should perform a complete backup
as the data will not be restorable from the disk.

Nevigation (Arrous) Enter [Space) Selected Iten Info (1) [ Home (£ |
Figure 130: Data disposal information
In order to confirm the tool execution, the user can use the "Confirm" button. Con-

sequently, the system will display a warning message about the data disposal process,
as illustrated in the figure below.
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~B= EEEEe Time 00:00 - Uersion XX.XX.XXX

DATA DISPOSAL

TOOL EXECUTION

DATA DISPOSAL

WARNING: All disk data will be erased and will not be restorable,
please perform a complete backup before using this tool. The
process may take a long time to complete, do you wish to continue?

No [Escl Yes

Total estinated time: 00:00:00 of 00:00:20

Navigation [Arrows) -

Figure 131: Data disposal warning message

After reading the warning message, the user can confirm the tool's execution. Con-
sequently, the system will start the data disposal process, as displayed in the figure
below.
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LENOUD Diagnostics UEFI Time 17:08 - Version XX.XX. XXX

DATA DISPOSAL

TOOL EXECUTION

STORAGE: UMIS RPJTJ256MGE1QDQ
Serial Mumber: SSOL2520941RC19610B2
85 Code: B55550L25209K1RC19610B2

Started at: 2023/11/22 17:08:30

Data Disposal Quick: PASSED

Data Disposal Extended: Progress [0/1 lIIII
Finished at: 0000/00/00 00:00:00

STORAGE : SanDisk 3.2Genl

Started at: 0000/00/00 00:00:00 —
Mata Nienneal Muick- Ma it ine i

Total estimated time: 00:00:10 of 00:00:40

Navigation [Arrousl m PgDn [F10]

Figure 132: Data disposal execution

The Data Disposal Execution screen provides information about the data disposal
progress, as well as its result when it has finished. This screen is composed of:

+ Application Header Bar
+ Screen Title Bar

*+ Screen Sub-title Bar

+ Tool Information Section

* Instruction Footer Bar

The Application Header Bar contains the name of the application, system’s time and
application's current version; the Screen Title and Screen Sub-title Bars help the user
to be attentive of where s/he is throughout the application; and the Instruction Footer
Bar contains additional instructions for using the screen, as well as the Exit button.

The screen has one main section that provides information about the tool, as well as
a progress bar and a View Log button, both placed at the bottom of the section, where
the former indicates the global execution progress and the latter allows to visualize the
algorithm execution details after finishing the tool execution. That section contains the
following information:

+ Final Result Code (an encrypted code that informs the algorithm’s execution).

+ Date and time that the operation has started.
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+ Data Disposal (name of the algorithm being currently run).
+ Progress of operation (algorithm'’s progress in percentage).

* The tool's algorithm can have these status:

Progress (plus the tool execution percentage), indicating the tool is being
run.

- , indicating the algorithm has found no problems at device.
FAILED, indicating the algorithm has found one or more faults.
CANCELED, indicating the algorithm has been canceled by user.

NOT APPLICABLE, indicating the algorithm is not supported by device.

+ Date and time that the operation is finished (displayed after it is finished).
* Result Code for the tool's algorithm.

+ Elapsed time, that is a duration of the tool's algorithm in hours, minutes and sec-
onds (displayed after it is finished).

28 SMART information

The system allows the user to access this tool by going to the Home screen, Tools,
SMART Information.

SMART Information is a tool used to obtain information related to the hardware con-
dition, reported by the S.M.A.R.T. (Self-Monitoring, Analysis and Reporting Technology)
monitoring system of HDDs, SSDs and NVMe devices , in order to prevent imminent
hardware failures.

After the user enters the SMART Information option, the application will display the

storage devices available in the system. The menu Device Selection is displayed, as
shown in the next figure.
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®  LENOUD Diagnostics UEFI =f= [iEEn Time 90:80 - Uersion XX.XX.XXX

SHART INFORHMATION

DEVICE SELECTION

|[ K 1 SAMSUNG MZULB256HBHO-000LT-Sansung Electronics.. | (i)

Confirm [C]

Mavigation [Arrows] Enter [Space Selected Iten Info [1]
Figure 133: SMART information - device selection

An item can be selected/deselected by pressing SPACE when it is highlighted. A
desired item is selected when it shows "[X]" preceding it. In order to continue, the user
has to press ENTER in the "Confirm" button. As a result, the system will show the SMART
Information, as illustrated in the next figure.
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LENOUD Diagnostics UEFI =B= [CEEe Time 00:60 - Version XX.XX.XXX

SHART INFORMATION
Displays SHART attributes and its values

ID Name Ualue Threshold Raw Ualue Hex Raw

1 Read Error Rate 100 0 0 0 il
2 Throughput Performance 100 50 0 0

3 Spin-Up Tine 100 50 0 0

5  Reallocated Sectors Count 100 50 0 0

7 Seek Error Rate 100 50 0 0

i] Seek Time Performance 160 50 0 (]

9 Power-On Hours 100 ] 5296 14B0

16  Spin Retry Count 100 50 0 (]

12  Power Cycle Count 100 0 1735 6C7

167 Unknoun 160 ] 0 0

168  Unknoun 100 ] 0 0

169 Unknoun 100 10 100 64

170 Available Reserved Space 100 10 0 0 4

Refresh [R] Export SMART Information [F2]
Navigation [Arrowsl Enter [Spacel m Pghn [F10] Home [Escl

Figure 134: SMART information screen

Value and Threshold columns are not displayed for NVMe devices as they don't pro-
vide these values, as illustrated in next figure:
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LENOUOD Diagnostics UEFI Time 17:13 - Version XX.XX.XXX

SHMART INFORMATION

Displays SMART attributes and its values

ID Name Raw Value Hex Raw
1 Critical Warning 0 0 m
2 Conposite Temperature 301 12D
3 Available Spare 100 64
4 Available Spare Threshold 10 A
5 Percentage Used 0 0
b Endurance Group Critical 0 0
Warning
ki Data Units Read 41233834 2752DAA
8 Data Units Written 1713753 1A2659
9 Host Read Commands 95390901 SAFBCES
10 Host Urite Commands 18066910 113ADDE
11  Controller Busy Time 894 JiE
12 Power Cucles 916 394 +

Navigation [Arrowsl Enter [Spacel PgUp [F9] Pgbn [F101 Home [Escl

Figure 135: NVMe SMART information screen

29 Fan speed tool

The Fan Speed Tool allows users to monitor the speed of CPU fan and the current
CPU temperature, to check if the fan is working as expected.

To access the tool, user may select it on the applications main menu, either by click-
ing it or by pressing F7 key.
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LENDUD Diagnostics UEFI EE3h Tine 11:53 - Version XX.XX.XXX

HOME

DIAGNDSTICS TOOLS

STORAGE [5S] SYSTEM INFORMATION [F11

BATTERY L1 BAD BLOCK RECOVERY [F31

DISPLAY [D1 DATA DISPOSAL [F41

KEYBOARD [K1 MOTHERBOARD [H] SHART INFORMATION [FS1

FAN SPEED [F7]

RUN ALL [R1

Sone of the modules have BIDS internal protocols dependency and may not be displayed

Navigation [Arrows] Enter [Spacel About [A] Exit [Escl

Figure 136: Fan speed tool location, on main menu

Upon entering the tool, users will be met with a warning, informing about the ne-
cessity of having a keyboard connected, as during the execution mouse and touchpad
navigation will be disabled, giving the user options to proceed and cancel the tool's exe-
cution. If the user chooses to cancel, the application will be redirected back to the main
menu. Otherwise, the tool will close the warning and proceed to the tool's screen.

FAN SPEED

WARNING: To run this tool it is necessary to have a keyboard
comnected, because during the execution mouse and touch wnavigation
will bhe disabled. Do you wish to continue?

No [Escl

Figure 137: The tool's startup notice

On the tool's screen, the user is able to visualize the current temperature of the
CPU, the current fan speed, and to monitor the temperature and speed variance in a
1 second window. The tool registers the information each second and projects it on a
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graph, in the middle of the screen.

LENOUD Diagnostics UEFI EEAr Time 14:35 - Version XX.XX.XXX

FAN SPEED

EXECUTION

set Fan Speed [ EEI TS IEITTIM Current Speed: 2832 RPH Fahrenhe it

CPU Temperature: 51 °C

FAN SPEED CHART (rpm/reads)
6000

5000 -
1000 -

3000 -

2000 —

1000 -

Navigation [Arrowsl Enter [Spacel Exit [Escl

Figure 138: The tool's main screen

Thetool also allows the user to change the speed of the fan, that can be controlled by
the "Low", "Medium" and "High" buttons. Aside from this, the toos allows the users to
change the temperature between Celsius and Fahrenheit, with the use of two buttons
next to the speed ones. To navigate between all of this buttons, users must make use
of the keyboard's arrow keys.

To exit the tool, the user must press ESC key. After pressing it, a message reading
"Exiting the Tool, please wait..." will appear under the graph, above the screen footer.

30 Exit the application

To exit the application, the user must select the option "Exit" on the Home screen
and press the ENTER key. Then, the interface will be closed and the machine will be
reset.
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31 Resources by platform
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32 Terms and conditions

Over the next few pages, you are going to be introduced to Lenovo's terms and
conditions. Please, read carefully.
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License Agreement

This License Agreement (this “Agreement”) by and between Lenovo on behalf of
itself and its Affiliates (collectively, “Lenovo”) applies to each Lenovo
Software Product that You acquire, whether it is preinstalled on or included
with a Lenovo hardware product, acquired separately, or downloaded by You
from a Lenovo website, a third-party website or an application store approved
by Lenovo. It also applies to any updates or patches to these Software
Products.

This Agreement does not apply to non-Lenovo software that is either preloaded
on or downloaded to Your product, nor does it apply to any Software as a
Service or Software Product offerings that come with their own licensing
terms. This Agreement is available in other languages at
https://support.lenovo.com/us/en/solutions/ht100141.

1. Acceptance of this Agreement

1.1 Lenovo will license the Software Product to You only if You accept this
Agreement. You agree to the terms of this Agreement by clicking to accept it
or by installing, downloading, or using the Software Product.

1.2 If You do not agree to these terms, do not install, download, or use the
Software Product(s) .

(a) If You acquired the Software Product(s) and paid a license fee,
return the Software Product to the party from whom You acquired it to obtain
a refund or a credit of the amount You paid.

(b) If You acquired the Software Product(s) preinstalled on or provided
with a Lenovo hardware product, You may continue to use the hardware product,
but not the Software Product(s) covered under this Agreement.

2. Definitions
2.1 “Affiliate” means any entity that directly or indirectly controls, is
controlled by or is under common control of a party.
2.2 “Open Source License” means a license that gives You legal permission to
freely use, modify, and share the Open Source software and is:

(a) approved by the Open Source Initiative (hereinafter “0SI”) with
principles defined at: https://opensource.org/osd; and/or

(b) compliant with the free software foundation criteria described at:
https://www.gnu.org/philosophy/free-sw.html.
2.3 “Open Source software” means any computer program, including any
modification, improvement, derivative work, release, correction, governed by
the terms and conditions of an Open Source License.
2.4 You and Lenovo may be referred to collectively as the “Parties” and each
individually as a “Party”.
2.5 “Software Product” means Lenovo computer software programs (whether
preinstalled or provided separately) and related licensed materials such as
documentation.



2.6 “You” and “Your” mean you, the licensee, and may refer either to an
individual person or to a single legal entity.

3. Entitlement

You should maintain Your original dated transaction document, such as a
receipt, invoice or similar document, as Your proof of Your right to use the
Software Product. The transaction document specifies the usage level
acquired. If no usage level is specified, You may install and use a single
copy of the Software Product on a single hardware product. Your transaction
document also provides evidence of Your eligibility for future upgrades, if
any. For Software Products preinstalled on, included with, or distributed at
no charge for use on a Lenovo hardware product, Your hardware product sales
transaction document is also the proof of Your right to use the Software
Product.

4. License

4.1 The Software Product is owned by Lenovo or a Lenovo supplier, and is
copyrighted and licensed, not sold. Lenovo grants You a nonexclusive license
to use the Software Product when You lawfully acquire it.

4.2 You may (1) use the Software Product up to the level of use specified in
Your transaction document and (2) make and install copies, including a backup
copy, to support such use. The terms of this Agreement apply to each copy You
make. You may not remove or alter any copyright notices or legends of
ownership.

4.3 If You acquire the Software Product as a program upgrade, after You
install the upgrade You may not use the Software Product from which You
upgraded or transfer it to another party.

4.4 You will ensure that anyone who uses the Software Product (accessed
either locally or remotely) does so only for Your authorized use and complies
with the terms of this Agreement.

4.5 You may not (1) use, copy, modify, or distribute the Software Product
except as provided in this Agreement or in any way that violates any
applicable laws including but not limited to copyright laws; (2) reverse
assemble, reverse compile, or otherwise translate the Software Product except
as specifically permitted by law without the possibility of contractual
waiver; or (3) sublicense, rent, or lease the Software Product.

4.6 Lenovo may terminate Your license if You fail to comply with the terms of
this Agreement. If Lenovo does so, You must destroy all copies of the
Software Product.

4.7 Lenovo uses an Update program to update Software Products on Your
computer. Where supported by the operating system, critical updates are
downloaded and installed automatically. Updates are classified as critical
when they are needed for the computer to function properly. Failure to
install critical updates could result in data corruption or loss, a major
system malfunction, or a hardware failure. For example, critical updates
could include an update to the hard-disk-drive firmware, a BIOS upgrade, a
device-driver fix, or a fix for the operating system or other preinstalled
software. If this automatic update feature is available, You can disable this
automatic feature by changing the settings of the System Update program at
any time.

5. Account

5.1 You may need to create your own account (“Account”) in order to use the
Software Product or some of its features or functions. For Account creation,
You may be allowed to use a Lenovo Universal Account (such as Lenovo ID) or a
third party account information. If so, additional Lenovo or third party



terms may apply. Please refer to the instructions provided together with the
Software Product.

5.2 Upon creation of an Account and at subsequent times as requested by
Lenovo, You agree to provide Lenovo with true, accurate, current and complete
information which may be necessary for administration of the Account; for
example, your name, email address, phone number, etc. (collectively,
"Registration Data"). At all times, You shall maintain and promptly update
Registration Data. If your Registration Data is false, inaccurate, not
current or incomplete, your access to the Software Product or certain of its
functions may be restricted or refused.

5.3 You are solely responsible for maintaining the confidentiality of your
Account information and password. At all times, You are solely liable for any
activities occurring on or through your Account, even if such activities may
not be authorized by You.

5.4 You shall immediately notify Lenovo of any unauthorized use of your
Account or if any other breach of security has occurred. In no event shall
Lenovo be liable for any unauthorized use of your Account.

5.5 You shall be the Account owner when you create the Account. Subsequent
changes to ownership must be supported by appropriate legal documents. Lenovo
will not adjudicate any ownership-related dispute. If Lenovo is unable to
determine the valid owner of the Account, Lenovo may at its own discretion
suspend or terminate the Account.

6. Transferability

6.1 You may not transfer or assign the Software Product to any other party,
except as permitted in this Section 6 “Transferability”.

6.2 Preinstalled Software Products are licensed for use only on the Lenovo
hardware product on which they are preinstalled or with which they are
included and may be transferred only with that Lenovo hardware product. They
may not be transferred independent of the Lenovo hardware product.

7. Open Source and Other Third-Party Products

7.1 Portion(s) of the Software Products and future updates and patches
provided hereunder may include Open Source software licensed under a
particular Open Source License. To the extent that the terms of this
Agreement conflict with the terms of such Open Source License, then the terms
of such Open Source License shall control for such applicable Open Source
software. For the sake of clarity, in the event that all or any portion of
the Software Product provided hereunder does not reference, or otherwise
indicate, such Open Source License, this Agreement shall control.

7.2 Any Open Source Software is provided on an “AS IS” basis, without any
indemnity, representation or warranty of any kind being provided by Lenovo or
any author of or contributor to the Open Source Software, whether express or
implied, including without limitation any indemnity, representation or
warranty of title, non-infringement, merchantability or fitness for a
particular purpose. Neither Lenovo nor any author of or contributor to the
Open Source Software shall have liability for any damages caused by the Open
Source Software, including direct, indirect, special, incidental and
consequential damages, such as lost profits.

7.3 You acknowledge and agree that You are and shall be responsible for
complying with the terms and conditions of any Open Source License applicable
to any Software Product used or redistributed by You. Lenovo will provide You
reasonable assistance with respect to Your compliance obligations, but You
bear ultimate responsibility for compliance with all applicable Open Source
Licenses.

7.4 Lenovo Software Products, their functions, features or future updates and
patches may contain, work together with, rely on or provide links to software



components, applications, websites or other products or services provided by
a third party (collectively “Third Party Products”). Third Party Products are
not controlled or operated by Lenovo. They are usually licensed/provided by
third parties under their own terms and conditions and may be subject to
license fees and/or other costs. Third Party Products licensed/provided by
Lenovo are governed by the terms of this Agreement if no third party terms
and conditions are available. Any Open Source License compliance obligations
associated with the use of any Open Source Software included in the Third
Party Products are the sole responsibility of the applicable third party.

7.5 YOU UNDERSTAND THAT DOWNLOADING AND/OR USE OF THIRD PARTY PRODUCTS MAY BE
SUBJECT TO ADDITIONAL TERMS AND CONDITIONS, LICENSE/SERVICE FEES OR OTHER
COSTS REQUIRED/CHARGED BY THE THIRD PARTIES. YOU ACKNOWLEDGE AND AGREE THAT
YOU ARE SOLELY RESPONSIBLE FOR COMPLIANCE WITH SUCH TERMS AND CONDITIONS AND
PAYMENT OF THE FEES AND COSTS.

7.6 LENOVO MAKES NO REPRESENTATIONS OR WARRANTIES WHATSOEVER REGARDING
SECURITY, QUALITY, CONTENT OR ANY OTHER ASPECT OF THIRD PARTY PRODUCTS,
INCLUDING BUT NOT LIMITED TO THEIR AVAILABILITY, USE, ACCURACY, RELIABILITY
OR COMPLETENESS. YOU UNDERSTAND AND AGREE THAT YOU DOWNLOAD AND/OR USE ANY
THIRD PARTY PRODUCT AT YOUR OWN DISCRETION AND RISK AND THAT YOU WILL BE
SOLELY RESPONSIBLE FOR ANY DAMAGES TO YOUR DEVICE OR OTHER PROPERTIES OR LOSS
OF DATA THAT RESULTS FROM THE DOWNLOAD AND/OR USE OF THE THIRD PARTY
PRODUCTS. IT IS UP TO YOU TO TAKE PRECAUTIONS TO ENSURE THAT THE THIRD PARTY
PRODUCTS YOU SELECT FOR USE IS FREE OF SUCH ITEMS AS VIRUSES, WORMS, TROJAN
HORSES AND OTHER ITEMS OF A DESTRUCTIVE NATURE, AND LENOVO SHALL NOT BE
LIABLE FOR ANY DAMAGE OR INJURY ARISING OUT OF OR RELATING TO ANY THIRD PARTY
PRODUCT.

8. Software Product Specifications & Associated Services

The Software Product specifications and specified operating environment
information may be found in documentation accompanying the Software Product,
if available, such as a README or similarly titled file, or otherwise
published by Lenovo. Through Lenovo Software Products, Lenovo or a third
party may offer services to You subject to additional terms and conditions.
We strive to keep the Software Products and associated services up and
running, but like all online services, Our services may suffer occasional
disruptions and outages and their availability and performance may vary
depending on your region and other factors.

You agree that Lenovo may change, improve, suspend or discontinue any
specification, function or feature of any Software Product or associated
service from time to time without providing prior notification. You should
have a regular backup plan for any data stored with the Software Products or
otherwise provided to Lenovo, as those data may become unavailable in the
above scenarios. To the extent permitted by law, Lenovo is not liable for any
disruption or loss You may suffer as a result of such disruptions, outages or
variations, changes or stop of any Software Product, service or their
feature.

9. Privacy

Please review the Lenovo Product Privacy statement available at
www.lenovo.com/privacy/. Your use of the Software Product shall be in
accordance with the terms of the Lenovo Product Privacy Statement.

Privacy policies and practices of third parties may differ from Lenovo’s. The
personal, user, and/or device information you choose to provide to or that is
collected by third parties are not covered by the Lenovo Product Privacy
Statement. We encourage you to review the privacy statements of any third
parties you interact with before allowing the collection and use of your
information.



10. Marketing and Support Information

Lenovo may send You product announcements, marketing information,
administrative messages, and technical service and support information
regarding Lenovo or third party products or services. You may unsubscribe and
stop from receiving such information at any time by following notification
requirements provided by the Software Product or by contacting Lenovo with
the options provided on the Lenovo website
(https://optout.wd.lenovo.com/Lenovo_ GenericOptouts/Optout) or by an
authorized local Lenovo representative.

11. Charges

11.1 Charges for the Software Product are based on the level of use acquired.
Use of Lenovo or third party services may require the payment of additional
charges to Lenovo or such third parties.

11.2 If You wish to increase the level of use, contact Lenovo or the party
from whom You acquired the Software Product. Additional charges may apply.
11.3 If any authority imposes a duty, tax, levy or fee, excluding those based
on Lenovo’s net income, upon the Software Product, then You agree to pay the
amount specified or supply exemption documentation. You are responsible for
any personal property taxes for the Software Product from the date that You
acquire it.

12. No Warranty

12.1 The Software Product(s) and any associated service is provided to You
“AS IS.”

12.2 SUBJECT TO ANY STATUTORY WARRANTIES WHICH CANNOT BE EXCLUDED, LENOVO
MAKES NO WARRANTIES OR REPRESENTATIONS, EITHER EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO THE IMPLIED WARRANTIES OR REPRESENTATIONS OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT,
REGARDING THE SOFTWARE PRODUCT, SERVICE OR TECHNICAL SUPPORT, IF ANY.

12.3 The exclusion of warranties set forth in Sections 12.1 and 12.2 of this
Agreement also applies to any of Lenovo’s developers and suppliers.

12.4 Suppliers or publishers of non-Lenovo Software Products may provide
their own warranties. Lenovo does not provide technical support, unless
Lenovo specifies otherwise in writing.

13. Limitation of Liability

13.1 Circumstances may arise where, because of a default on Lenovo's part or
other liability, You may be entitled to recover damages from Lenovo. In each
such instance, regardless of the basis on which You are entitled to claim
damages from Lenovo (including fundamental breach, negligence,
misrepresentation, or other contract or tort claim), except and to the extent
that liability cannot be waived or limited by applicable laws, Lenovo is
liable for no more than the amount of actual direct damages suffered by You,
up to the amount You paid for the Software Product and associated service.
This limit does not apply to damages for bodily injury (including death) and
damage to real property and tangible personal property for which Lenovo is
required by law to be liable.

13.2 This limit also applies to Lenovo's suppliers and resellers. It is the
maximum for which Lenovo, its suppliers and resellers are collectively
responsible.

13.3 UNDER NO CIRCUMSTANCES IS LENOVO, ITS SUPPLIERS OR RESELLERS LIABLE FOR
ANY OF THE FOLLOWING EVEN IF INFORMED OF THEIR POSSIBILITY: (1) THIRD-PARTY
CLAIMS AGAINST YOU FOR DAMAGES; (2) LOSS OF, OR DAMAGE TO, YOUR DATA; OR (3)
SPECIAL, INCIDENTAL, PUNITIVE OR INDIRECT DAMAGES OR FOR ANY ECONOMIC
CONSEQUENTIAL DAMAGES, INCLUDING LOST PROFITS, BUSINESS REVENUE, GOODWILL, OR



ANTICIPATED SAVINGS. SOME STATES OR JURISDICTIONS DO NOT ALLOW THE EXCLUSION
OR LIMITATION OF INCIDENTAL OR CONSEQUENTIAL DAMAGES, SO THE ABOVE LIMITATION
OR EXCLUSION MAY NOT APPLY TO YOU.

13.4 THE LENOVO SOFTWARE PRODUCT AND RELATED SERVICES ARE NOT INTENDED FOR
USE IN CONNECTION WITH ANY NUCLEAR, AVIATION, MASS TRANSIT, OR MEDICAL
APPLICATION OR ANY OTHER INHERENTLY DANGEROUS APPLICATION THAT COULD RESULT
IN DEATH, PERSONAL INJURY, CATASTROPHIC DAMAGE, OR MASS DESTRUCTION, AND YOU
AGREES THAT LENOVO WILL HAVE NO LIABILITY OF ANY NATURE AS A RESULT OF ANY
SUCH USE OF THE SOFTWARE OR SERVICES.

14. Consumer Rights

Nothing in this Agreement affects any statutory rights of consumers that
cannot be waived or limited by contract. You may have additional consumer
rights under applicable local laws, which this Agreement cannot change.

15. General

15.1 In the event that any provision of this Agreement is held to be invalid
or unenforceable, the remaining provisions of this Agreement remain in full
force and effect.

15.2 Lenovo software may be subject to the export control laws of the United
States, the EU, or China. You will not export, reexport or transfer without
appropriate government authorization Lenovo software to end users in any
destination subject to comprehensive embargo administered by the United
States Office of Foreign Assets Control. You will not export, reexport or
transfer to any person or entity found on any sanctions list including, but
not limited to OFAC’s Specially Designated Nationals List, the Bureau of
Industry and Security’s Entity List, Military End Use/User List, Denied
Parties List, or Unverified List, or any other list sanctions list without
obtaining the applicable approvals and authorizations from all relevant
government authorities. You otherwise agree to comply with all applicable
export and import laws and regulations, including those of the United States.
15.3 Neither You nor Lenovo will bring a legal action under this Agreement
more than two (2) years after the cause of action arose unless otherwise
provided by local law without the possibility of contractual waiver or
limitation.

15.4 You agree that Lenovo may modify this Agreement at any time without
incurring any liability to You. Such modifications may be needed, for
example, to provide additional functions or services through the Software
Product or due to legal requirements. This Agreement, as amended, will become
effective immediately upon acceptance by You or, short of your acceptance,
will become effective fifteen (15) days after a notice is sent to You through
the Software Product or by other means. However, modifications required by
laws and regulations will become effective immediately upon release by
Lenovo. If You do not agree to the modified terms, You should discontinue
your use of the Software Product.

15.5 The terms under the sections titled with “6.7. Open Source and Other
Third- Party Software Components and Products”, “Privacy”, “Marketing and
Support Information”, “No Warranty”, “Limitation of Liability”, “Consumer
Rights”, “General” and “Dispute Resolution” will survive expiration or
termination of this Agreement.

16. Dispute Resolution

If You acquired the Software Product in Cambodia, Indonesia, Philippines,
Vietnam or Sri Lanka, disputes arising out of or in connection with this
Software Product shall be finally settled by arbitration held in Singapore
and this Agreement shall be governed, construed and enforced in accordance
with the laws of Singapore, without regard to conflict of laws. If You



acquired the Software Product in India, disputes arising out of or in
connection with this Software Product shall be finally settled by arbitration
held in Bangalore, India. Arbitration in Singapore shall be held in
accordance with the Arbitration Rules of Singapore International Arbitration
Center then in effect. Arbitration in India shall be held in accordance with
the laws of India then in effect. The arbitration award shall be final and
binding for the Parties without appeal and shall be in writing and set forth
the findings of fact and the conclusions of law. All arbitration proceedings
shall be conducted, including all documents presented in such proceedings, in
the English language, and the English language version of this Agreement
prevails over any other language version in such proceedings.

Third-Party Software for Lenovo UEFI Diagnostics Application,
v04.33.000

The following 3rd-party software packages may be used by or distributed with
UEFI Diagnostics Application. Any information relevant to third-party vendors
listed below are collected using common, reasonable means.

Date generated: 2023-11-23
Revision ID: 2023-11-23T17:09:53%

edk?2 (edk2-stable202202)

* Declared Licenses *
BSD-2-Patent

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice,
this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice,
this list of conditions and the following disclaimer in the documentation
and/or other materials provided with the distribution.

Subject to the terms and conditions of this license, each copyright holder
and contributor hereby grants to those receiving rights under this license

a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except for failure to satisfy the conditions of this license) patent
license to make, have made, use, offer to sell, sell, import, and otherwise
transfer this software, where such license applies only to those patent
claims, already acquired or hereafter acquired, licensable by such copyright
holder or contributor that are necessarily infringed by:

(a) their Contribution(s) (the licensed copyrights of copyright holders and
non-copyrightable additions of contributors, in source or binary form)
alone; or

(b) combination of their Contribution(s) with the work of authorship to
which such Contribution(s) was added by such copyright holder or



contributor, if, at the time the Contribution is added, such addition
causes such combination to be necessarily infringed. The patent license
shall not apply to any other combinations which include the
Contribution.

Except as expressly stated above, no rights or licenses from any copyright
holder or contributor is granted under this license, whether expressly, by
implication, estoppel or otherwise.

DISCLAIMER

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS"
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR CONTRIBUTORS BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

* Other Licenses *

src/edk2-1ibc/StdLib/LibC/StdLib/strtoumax.c
src/edk2-1ibc/StdLib/LibC/StdLib/strtoimax.c

khkkhkhkkhkhkkhkkrkkhkkrkk Ak kkkhxk*

* Copyright (c) 1990, 1992, 1993

* The Regents of the University of California. All rights reserved.

src/edk2-1ibc/StdLib/LibC/StdLib/Rand.c
src/edk2-1ibc/StdLib/LibC/StdLib/Qsort.c
src/edk2-1ibc/StdLib/LibC/StdLib/Bsearch.c
khkkhkhkkhkhkhkhkhk A kkrkkhk Ak kkkhxk*
* Portions Copyright (c) 2010, Intel Corporation. All rights reserved.<BR>
* Copyright (c) 1990, 1993
The Regents of the University of California. All rights reserved.

*

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions

are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.
Neither the name of the University nor the names of its contributors
may be used to endorse or promote products derived from this software
without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS "~ "AS IS'' AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

ARE DISCLAIMED. 1IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE

X% ok ok ok ok ok 3k X 3k X o X X X X X %
w

DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE

FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL



OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

P

src/edk2-1ibc/StdLib/LibC/StdLib/realpath.c
src/edk2-1ibc/StdLib/LibC/StdLib/Xdiv.c
src/edk2-1ibc/StdLib/LibC/StdLib/Xabs.c
src/edk2-1ibc/StdLib/LibC/StdLib/NumericInt.c
src/edk2-1ibc/StdLib/LibC/StdLib/Malloc.c
src/edk2-1ibc/StdLib/LibC/StdLib/Environs.c
khkkhkkhkrhkhkkhkhkhkhrkhhkhkkrkhk*

Copyright (c) 2010 - 2014, Intel Corporation. All rights reserved.<BR>

This program and the accompanying materials

are licensed and made available under the terms and conditions of the BSD
License

which accompanies this distribution. The full text of the license may be
found at

http://opensource.org/licenses/bsd-license.php

THE PROGRAM IS DISTRIBUTED UNDER THE BSD LICENSE ON AN "AS IS" BASIS,
WITHOUT WARRANTIES OR REPRESENTATIONS OF ANY KIND, EITHER EXPRESS OR
IMPLIED.

src/edk2-1ibc/StdLib/LibC/StdLib/setprogname.c
khkkhkkhkrhkhkkhkhkhkhrkhhkhkkrkhk*

Copyright (c) 2011, Intel Corporation. All rights reserved.<BR>

This program and the accompanying materials

are licensed and made available under the terms and conditions of the BSD
License

which accompanies this distribution. The full text of the license may be
found at

http://opensource.org/licenses/bsd-license.php

THE PROGRAM IS DISTRIBUTED UNDER THE BSD LICENSE ON AN "AS IS" BASIS,
WITHOUT WARRANTIES OR REPRESENTATIONS OF ANY KIND, EITHER EXPRESS OR
IMPLIED.

Copyright (c) 2001 The NetBSD Foundation, Inc.
All rights reserved.

This code is derived from software contributed to The NetBSD Foundation
by Todd Vierling.

*
*
*
*
*
*
* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions

* are met:

* 1. Redistributions of source code must retain the above copyright

* notice, this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright

* notice, this list of conditions and the following disclaimer in the
* documentation and/or other materials provided with the distribution.
*
*
*
I

THIS SOFTWARE IS PROVIDED BY THE NETBSD FOUNDATION, INC. AND CONTRIBUTORS
""AS IS'' AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
MITED



TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE FOUNDATION OR CONTRIBUTORS
BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.
/

X% ok X ok o o % %

MdePkg/Library/BaseCacheMaintenanceLib/X86Cache.c
MdePkg/Library/BaseCacheMaintenanceLib/EbcCache.c

*hkkkhkhkhkkkxkkkhkkkkhxkx*k

Copyright (c) 2006 - 2018, Intel Corporation. All rights reserved.<BR>
SPDX-License-Identifier: BSD-2-Clause-Patent

MdePkg/Library/BaseCacheMaintenancelLib/RiscVCache.c

*hkkkhkhkhkkhkkrkhkkkkhxk*x*k

Copyright (c) 2020, Hewlett Packard Enterprise Development LP. All rights
reserved.

MdePkg/Library/BaseCacheMaintenancelLib/ArmCache.c

KAhkkhkhkhAkrAk Ak kAKX KKK K, K%

// Copyright (c) 2007 - 2014, Intel Corporation. All rights reserved.<BR>
// Portions copyright (c) 2008 - 2009, Apple Inc. All rights reserved.<BR>

// SPDX-License-Identifier: BSD-2-Clause-Patent
* Package Info *

Project URL: https://github.com/tianocore/edk2/archive/refs/tags/edk2-
stable202202.zip

edk2-1ibc (master)

* Declared Licenses *
BSD-2-Clause-Patent

Copyright (c) 2019, TianoCore and contributors. All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice,
this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice,
this list of conditions and the following disclaimer in the documentation

and/or other materials provided with the distribution.

Subject to the terms and conditions of this license, each copyright holder



and contributor hereby grants to those receiving rights under this license

a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except for failure to satisfy the conditions of this license) patent
license to make, have made, use, offer to sell, sell, import, and otherwise
transfer this software, where such license applies only to those patent
claims, already acquired or hereafter acquired, licensable by such copyright
holder or contributor that are necessarily infringed by:

(a) their Contribution(s) (the licensed copyrights of copyright holders and
non-copyrightable additions of contributors, in source or binary form)
alone; or

(b) combination of their Contribution(s) with the work of authorship to
which such Contribution(s) was added by such copyright holder or
contributor, if, at the time the Contribution is added, such addition
causes such combination to be necessarily infringed. The patent license
shall not apply to any other combinations which include the
Contribution.

Except as expressly stated above, no rights or licenses from any copyright
holder or contributor is granted under this license, whether expressly, by
implication, estoppel or otherwise.

DISCLAIMER

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS"
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR CONTRIBUTORS BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

* Other Licenses *

StdLib/LibC/StdLib/setprogname.c
StdLib/LibC/StdLib/setprogname.c
khkkkrkhkhkkhkrhhkhkhkxxk*k

Copyright (c) 2011, Intel Corporation. All rights reserved.<BR>

This program and the accompanying materials

are licensed and made available under the terms and conditions of the BSD
License

which accompanies this distribution. The full text of the license may be
found at

http://opensource.org/licenses/bsd-license.php

THE PROGRAM IS DISTRIBUTED UNDER THE BSD LICENSE ON AN "AS IS" BASIS,
WITHOUT WARRANTIES OR REPRESENTATIONS OF ANY KIND, EITHER EXPRESS OR
IMPLIED.

* Copyright (c) 2001 The NetBSD Foundation, Inc.

* All rights reserved.
*
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This code is derived from software contributed to The NetBSD Foundation
by Todd Vierling.

Redistribution and use in source and binary forms, with or without

modification, are permitted provided that the following conditions

are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE NETBSD FOUNDATION, INC. AND CONTRIBUTORS
"TAS IS'' AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
MITED
TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. 1IN NO EVENT SHALL THE FOUNDATION OR CONTRIBUTORS
BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

StdLib/LibC/StdLib/strtoimax.c
StdLib/LibC/StdLib/strtoumax.c

* *

*
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Copyright (c) 1990, 1993
The Regents of the University of California. All rights reserved.

Redistribution and use in source and binary forms, with or without

modification, are permitted provided that the following conditions

are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. Neither the name of the University nor the names of its contributors
may be used to endorse or promote products derived from this software
without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS "~ 'AS IS'' AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. 1IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

StdLib/LibC/StdLib/Qsort.c

* *

KA AAkKAkAKN KA AKX XK Kk K* %



Copyright (c) 2010, Intel Corporation. All rights reserved.<BR>
* Copyright (c) 1992, 1993
* The Regents of the University of California. All rights reserved.

StdLib/LibC/StdLib/Bsearch.c
*Ahkkhkhkkkhkhkkhkkhkhkhkkkx*x*k
* Copyright (c) 1990, 1993
The Regents of the University of California. All rights reserved.

Redistribution and use in source and binary forms, with or without

modification, are permitted provided that the following conditions

are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

4. Neither the name of the University nor the names of its contributors
may be used to endorse or promote products derived from this software
without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS "~ 'AS IS'' AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. 1IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.
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StdLib/LibC/Math/e sqgrt.c
StdLib/LibC/Math/e pow.c
StdLib/LibC/Math/e loglO.c
StdLib/LibC/Math/e log.c
StdLib/LibC/Math/e acos.c
*Ahkkhkhkkkhkhkhkkhkhkkkkx*x*k
Copyright (c) 2010 - 2011, Intel Corporation. All rights reserved.<BR>
This program and the accompanying materials are licensed and made available
under
the terms and conditions of the BSD License that accompanies this
distribution.
The full text of the license may be found at
http://opensource.org/licenses/bsd-1license.

THE PROGRAM IS DISTRIBUTED UNDER THE BSD LICENSE ON AN "AS IS" BASIS,
WITHOUT WARRANTIES OR REPRESENTATIONS OF ANY KIND, EITHER EXPRESS OR
IMPLIED.

Developed at SunPro, a Sun Microsystems, Inc. business.
Permission to use, copy, modify, and distribute this
software is freely granted, provided that this notice

X % o % %



* is preserved.

StdLib/LibC/Math/

*hkkkhkhkkkxkkhkkkkhxkh*x*k

* Copyright (C) 1993 by Sun Microsystems, Inc. All rights reserved.
*

Developed at SunPro, a Sun Microsystems, Inc. business.
Permission to use, copy, modify, and distribute this

software is freely granted, provided that this notice

is preserved.

X o X

* Package Info *

Project URL: https://github.com/tianocore/edk2-1libc

OpenSSL (1.1.17)

* Declared Licenses *
OpenSSL

LICENSE ISSUES

The OpenSSL toolkit stays under a double license, i.e. both the conditions
of

the OpenSSL License and the original SSLeay license apply to the toolkit.

See below for the actual license texts.

OpenSSL License

Copyright (c) 1998-2019 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in
the documentation and/or other materials provided with the
distribution.

3. All advertising materials mentioning features or use of this
software must display the following acknowledgment:

"This product includes software developed by the OpenSSL Project
for use in the OpenSSL Toolkit. (http://www.openssl.org/)"

b S R AR S S S S S S S S S
N



4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to
endorse or promote products derived from this software without
prior written permission. For written permission, please contact
openssl-core@openssl.org.

5. Products derived from this software may not be called "OpenSSL"
nor may "OpenSSL" appear in their names without prior written
permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following
acknowledgment:
"This product includes software developed by the OpenSSL Project
for use in the OpenSSL Toolkit (http://www.openssl.org/)"

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT "~ 'AS IS'' AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. 1IN NO EVENT SHALL THE OpenSSL PROJECT OR
ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT

NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;

LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED
OF THE POSSIBILITY OF SUCH DAMAGE.

This product includes cryptographic software written by Eric Young
(eay@cryptsoft.com). This product includes software written by Tim
Hudson (tjh@cryptsoft.com).

X% o o o X X X o X o X X o o o X X X X X X X X X X X X X X X X X

Original SSLeay License

Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com)
All rights reserved.

This package is an SSL implementation written
by Eric Young (eay@cryptsoft.com).
The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as
the following conditions are aheared to. The following conditions
apply to all code found in this distribution, be it the RC4, RSA,
lhash, DES, etc., code; not just the SSL code. The SSL documentation
included with this distribution is covered by the same copyright terms
except that the holder is Tim Hudson (tjh@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in
the code are not to be removed.

* If this package is used in a product, Eric Young should be given
attribution

* as the author of the parts of the library used.

* This can be in the form of a textual message at program startup or

% ok 3k ok oF S 3k ok 3k % X X % %
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in documentation (online or textual) provided with the package.

Redistribution and use in source and binary forms, with or without

modification, are permitted provided that the following conditions

are met:

1. Redistributions of source code must retain the copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software
must display the following acknowledgement:

"This product includes cryptographic software written by
Eric Young (eay@cryptsoft.com)"
The word 'cryptographic' can be left out if the rouines from the

rary
being used are not cryptographic related :-).

4. If you include any Windows specific code (or a derivative thereof) from
the apps directory (application code) you must include an

nowledgement:

"This product includes software written by Tim Hudson
h@Qcryptsoft.com)"

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG "~ 'AS IS'' AND

ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

The licence and distribution terms for any publically available version or
derivative of this code cannot be changed. i.e. this code cannot simply

copied and put under another distribution licence
[including the GNU Public Licence.]

* Package Info *

Pro
htt
980

ject URL:
ps://github.com/openssl/openssl/tree/129058165d195e43a0ad10111b0c2e29bpdf65

* Declared Licenses *

MIT



Copyright © 2021 Project Nayuki. (MIT License)
https://www.nayuki.io/page/qr-code-generator-library

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in
all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

* Package Info *

Project URL: https://github.com/nayuki/QR-Code-
generator/archive/refs/tags/v1.7.0.zip

* Declared Licenses *
BSD-3-Clause

Developed by ESN, an Electronic Arts Inc. studio.
Copyright (c) 2014, Electronic Arts Inc.
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

* Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

* Neither the name of ESN, Electronic Arts Inc. nor the
names of its contributors may be used to endorse or promote products
derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS"
AND

ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL ELECTRONIC ARTS INC. BE LIABLE



FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES

(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND
ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

* Other Licenses *

Portions of code from:

MODP_ASCII - Ascii transformations (upper/lower, etc)
http://code.google.com/p/stringencoders/

Copyright (c) 2007 Nick Galbreath -- nickg [at] modp [dot] com. All rights
reserved.

* Package Info *

Project URL:
https://github.com/ultrajson/ultrajson/archive/refs/tags/5.1.0.zip

* Apache-2.0 *

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction, and
distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by the
copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all other
entities that control, are controlled by, or are under common control with
that entity. For the purposes of this definition, "control" means (i) the
power, direct or indirect, to cause the direction or management of such
entity, whether by contract or otherwise, or (ii) ownership of fifty percent
(50%) or more of the outstanding shares, or (iii) beneficial ownership of
such entity.

"You" (or "Your") shall mean an individual or Legal Entity exercising
permissions granted by this License.



"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation source, and
configuration files.

"Object" form shall mean any form resulting from mechanical transformation or
translation of a Source form, including but not limited to compiled object
code, generated documentation, and conversions to other media types.

"Work" shall mean the work of authorship, whether in Source or Object form,

made available under the License, as indicated by a copyright notice that is
included in or attached to the work (an example is provided in the Appendix

below) .

"Derivative Works" shall mean any work, whether in Source or Object form,
that is based on (or derived from) the Work and for which the editorial
revisions, annotations, elaborations, or other modifications represent, as a
whole, an original work of authorship. For the purposes of this License,
Derivative Works shall not include works that remain separable from, or
merely link (or bind by name) to the interfaces of, the Work and Derivative
Works thereof.

"Contribution" shall mean any work of authorship, including the original
version of the Work and any modifications or additions to that Work or
Derivative Works thereof, that is intentionally submitted to Licensor for
inclusion in the Work by the copyright owner or by an individual or Legal
Entity authorized to submit on behalf of the copyright owner. For the
purposes of this definition, "submitted" means any form of electronic,
verbal, or written communication sent to the Licensor or its representatives,
including but not limited to communication on electronic mailing lists,
source code control systems, and issue tracking systems that are managed by,
or on behalf of, the Licensor for the purpose of discussing and improving the
Work, but excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity on
behalf of whom a Contribution has been received by Licensor and subsequently
incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of this
License, each Contributor hereby grants to You a perpetual, worldwide, non-
exclusive, no-charge, royalty-free, irrevocable copyright license to
reproduce, prepare Derivative Works of, publicly display, publicly perform,
sublicense, and distribute the Work and such Derivative Works in Source or
Object form.

3. Grant of Patent License. Subject to the terms and conditions of this
License, each Contributor hereby grants to You a perpetual, worldwide, non-
exclusive, no-charge, royalty-free, irrevocable (except as stated in this
section) patent license to make, have made, use, offer to sell, sell, import,
and otherwise transfer the Work, where such license applies only to those
patent claims licensable by such Contributor that are necessarily infringed
by their Contribution(s) alone or by combination of their Contribution (s)
with the Work to which such Contribution(s) was submitted. If You institute
patent litigation against any entity (including a cross-claim or counterclaim
in a lawsuit) alleging that the Work or a Contribution incorporated within
the Work constitutes direct or contributory patent infringement, then any



patent licenses granted to You under this License for that Work shall
terminate as of the date such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of the Work or
Derivative Works thereof in any medium, with or without modifications, and in
Source or Object form, provided that You meet the following conditions:

You must give any other recipients of the Work or Derivative Works a copy of
this License; and

You must cause any modified files to carry prominent notices stating that You
changed the files; and

You must retain, in the Source form of any Derivative Works that You
distribute, all copyright, patent, trademark, and attribution notices from
the Source form of the Work, excluding those notices that do not pertain to
any part of the Derivative Works; and

If the Work includes a "NOTICE" text file as part of its distribution, then
any Derivative Works that You distribute must include a readable copy of the
attribution notices contained within such NOTICE file, excluding those
notices that do not pertain to any part of the Derivative Works, in at least
one of the following places: within a NOTICE text file distributed as part of
the Derivative Works; within the Source form or documentation, if provided
along with the Derivative Works; or, within a display generated by the
Derivative Works, if and wherever such third-party notices normally appear.
The contents of the NOTICE file are for informational purposes only and do
not modify the License. You may add Your own attribution notices within
Derivative Works that You distribute, alongside or as an addendum to the
NOTICE text from the Work, provided that such additional attribution notices
cannot be construed as modifying the License.

You may add Your own copyright statement to Your modifications and may
provide additional or different license terms and conditions for use,
reproduction, or distribution of Your modifications, or for any such
Derivative Works as a whole, provided Your use, reproduction, and
distribution of the Work otherwise complies with the conditions stated in
this License.

5. Submission of Contributions. Unless You explicitly state otherwise, any
Contribution intentionally submitted for inclusion in the Work by You to the
Licensor shall be under the terms and conditions of this License, without any
additional terms or conditions. Notwithstanding the above, nothing herein
shall supersede or modify the terms of any separate license agreement you may
have executed with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade names,
trademarks, service marks, or product names of the Licensor, except as
required for reasonable and customary use in describing the origin of the
Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or agreed to in
writing, Licensor provides the Work (and each Contributor provides its
Contributions) on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY
KIND, either express or implied, including, without limitation, any
warranties or conditions of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or
FITNESS FOR A PARTICULAR PURPOSE. You are solely responsible for determining
the appropriateness of using or redistributing the Work and assume any risks
associated with Your exercise of permissions under this License.



8. Limitation of Liability. In no event and under no legal theory, whether in
tort (including negligence), contract, or otherwise, unless required by
applicable law (such as deliberate and grossly negligent acts) or agreed to
in writing, shall any Contributor be liable to You for damages, including any
direct, indirect, special, incidental, or consequential damages of any
character arising as a result of this License or out of the use or inability
to use the Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all other
commercial damages or losses), even if such Contributor has been advised of
the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work
or Derivative Works thereof, You may choose to offer, and charge a fee for,
acceptance of support, warranty, indemnity, or other liability obligations
and/or rights consistent with this License. However, in accepting such
obligations, You may act only on Your own behalf and on Your sole
responsibility, not on behalf of any other Contributor, and only if You agree
to indemnify, defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason of your
accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS
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