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Note
Before using this information, be sure to read and understand the Lenovo Privacy
Statement.
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1. LENOVO DIAGNOSTICS OVERVIEW

1.1 What is Lenovo Diagnostics?
Lenovo Diagnostics is a diagnostic tool that tests various devices in Lenovo computers providing feedback to
the users about their machines health. Lenovo Diagnostics is composed by Modules, that allow performing
diagnostics for a group of devices, tools to create custom executions (diagnostic script). It is also possible to
check detailed information about each device (system information) and consult the results for the tests
performed in a machine (Log History).

@ Lenovo Diagnostics

Modules Toals
Audio Controller Storage Video Card Diagnostic Script ~ System Information Log History Recover Bad Sectors

1.2 Understanding the diagnostics
Each module contains one or more tests that may be performed under one or more devices resulting in a
diagnostic. This structure is displayed in the image below:

Qﬁ Module
Tests [ Devices P Diagnostic

SMART Status Test : AT St Test Passed @ SPARRT Statuss Tost Passed @
: i 3 Targete s Tt Pissed @ Taegeted Head Tost Passed
Targeted Read Test s e Tk Passes @ L Fanciom Sezk Test Passed @
3 ¥ - Funriel Seck Test Passed @

i : i el Seek Test Paved ©
Random SeekTest O » et 1o ©
Funnel Seek Test : SVART Dvera Sall Tosd Pusind SMART Drive Sef et Pazsed @
SMART Huulth Tost Passed & SMART Hegth Test Passed @

A T
SMART Short Self Test | Result Code: WHDG1V000-OMZWYL  Result Code: WHDD03000-OMZWYL

SMART Drive Selif Test

i g t | |
SMART Health Test i ‘ ’ Passed

No errors found
Final Result Code: M‘uiRHE JM‘

When a d|agnost|c is finished, Lenovo D|agnost|cs d|splays the results for each performed test and creates
two results codes resuming the test execution.

The tests on Lenovo Diagnostics may have the following statuses:
© passed When the test algorithm is executed and no failure is found.

© railed When the test identifies the diagnosed device is defective.
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I\ Warning When the test indicates the diagnosed device may have some defect, but the
result is not conclusive.
Q Canceled When the test is canceled in the middle of test execution.
< Not Applicable When the device does not meet a minimum requirement for the test to be
executed.

The generated codes are:
Contains information about the machine serial number, system platform and
Result Code test execution status and date. This code is generated for each tested device.

Final Result Code Contains information about the machine serial number, system platform and
execution date. This code also reports the module where the tests have been
performed and the tests with failed status.

On the next section, you will learn how to use Lenovo Diagnostics to perform the diagnostics.

1.3 Anti-tamper protection

To protect users against possible security faults caused by using tampered versions of Lenovo Diagnostics
Linux, the application performs a file checking before booting, in which the files on the bootable device are
validated.

If it is detected that one or more files are not consistent with their expected format, the users will be
prompted during the loading of the linux dependencies, which will read:

"Checksum mismatch!"

"THIS DISTRO WAS MODIFIED AND IT IS NOT A LENOVO ORIGINAL."

"PLEASE CONFIRM, DO YOU WANT TO PROCEED WITH BOOT? (Yes, No, yes-Don't ask again) -
[Yy/Nn/Dd]"

In case this happens, there are three possibilities to the user, based on their choices of how to proceed:
e The user may choose to do not load the application, by typing N or n. In this case, the computing
is simply going to restart.
e The user may choose to ignore the warning, and proceed with the application, by typing Y or y.
In this case, the application is going to load normally, but a red label stating that the application was
modified is going to appear to the right of the application’s name.

Lenovo Diagnostics Linux Bootable Engineer Edition

Diagnostics Tools

e It's also possible for the user to permanently allow the booting of the modified version, by
typing D or d. In this case, in future using, the user will not be prompted again. The effects are the
same as the previous bullet, but no more warning will be made during linux loading. The red label,
however, will still appear.
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2. PERFORMING DIAGNOSTICS IN LENOVO DIAGNOSTICS

2.1 Lenovo Diagnostics Main screen
By opening the Lenovo Diagnostics, you will see the main screen with the tabs Diagnostics and Tools.

Note: At the first time using the bootable version (without config.ini parameters on the USB flash drive) a
popup will be shown informing about the sensitive data. When pressing the "OK" button, the information is
memorized and the popup is no longer shown.

A Sensitive aata in log fMiss

Diagnostics may generate log files that contakn
Lenaitive of device ientification data, do you wish 1o
continue?

oK Cancel

Diagnostics: Here it is possible to see the modules provided by Lenovo Diagnostics and select one of them to
perform the tests. Modules with unavailable devices are shown as disabled with the information “Not
Available” and modules with available but unsupported devices are shown disabled with a red “X" and the
information “Not Supported”, as illustrated in the image below. On this tab, it is also possible to select the
“Run All” option and perform the diagnostic for all available modules.

Lenovo Diagnostics Linux Bootable

Refresh button Q : You must update the modules after plugging or unplugging any device.
Sound Notice button : You must choose if you want to be advised regarding the tests execution.
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Tools: By selecting this option, you can access additional Lenovo Diagnostics features like Diagnostic Script,
System Information, Log History, Recover Bad Sectors, SMART Tool, Temperature Tool, Battery Charge Graph
and Data Disposal.

4

2.2 Run diagnostic for a module
The diagnostic for a module in Lenovo Diagnostics is based on the following steps:

2.2.1 Select Devices and Tests

By selecting a module in the Diagnostics tab, you will be directed to a screen where you can select which
devices and tests will be performed. On this step, all devices and tests supported by the selected module are
displayed and you may select one or more of them to perform the tests. It is also possible to select the
number of times to run the set of tests in a range from 1 to 999 times.

Lenovo Diagnostics Linux Bootable

Estimated time o run the selected-|__Storage
tests
O Tests
Fill the number of times to run the

\m’w Time: 00:06:19 (9 Run Time: 00:00:00 / selectedtests
Select all devices and tests. /
Il Sehect b Number of times to run 1
Select a device to be performed- _—
~.4] WDC WD10EZEX-08WN4AO - 931.51 GBs @ lick to see device's information
~ (8] Quick Tests
] Targeted Read Test @ ] }—Click to see test's description
(8] Random Seek Test © e —
8] Funnel Seek Test @ S L —Configure the tests parameter
- B -
(m] SMART Short Self Test @ _—
B SMART Drive Self Test @ e

[ SMART Status Test O —
¥ || Extended Tests _
[ Linear Read Test @ (3~
[ ] SMART Conveyance Seif Test @
_}-Start the tests

Run tests

Serial number: PEO3TMER

Back to Home screen ﬁ

By clicking on See Device Information, you can view detailed information about the device. The properties
displayed depend on the selected module.

10
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Lenovo Diagnostics Linux Bootable

WDC WD5000AAKX-083CA1 - 465.76 GBs
voe wo, AKX-O83CA1-WD-

Lenovo Diagnostics Linux Bootable

Targeted Read Test

Checks the 5ectors in the neighbornood of Bad 5ectors reported in the
SMART fogs

Estimated Time: 00:00:02

Serial number: PEO3TMER

By clicking on See test description, you can view a brief description of the test and the estimated time to run
it, as can be seen in the screen below.

If a test supports parameters customization, the icon s displayed next to the test name. By clicking on this
icon, a popup is displayed in order to set the values. The image below shows the customization for the Linear

Read Test from Storage module:

Lenovo Diagnostics Linux Bootable

O Tel  surrangers | d

(4] setectan

Stop Range (% | 100 mber of times to run !
[M] Random Seek Tes
(] Funnel Seek Test|  Coversge ares 00 | 20
[H] SMART Short Self

(8] SMART Drive Sel ] 5100 test when 10 5d blodks aee found
(W] SMART Status Ter
¥ [ ] Extended tests
[ Linear Read Test |
["] SMART Conveyance Seif Test &
Full Disk Scan @

oK

ﬁ Run tests

11
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After the devices and test selection, the user is able to run the diagnostic. The test execution is detailed in the
next section.

2.2.2 Run Tests

After configuring the tests execution and clicking on Run Test, the user will be directed to the Execution
screen. This screen is displayed for both Recommended and Custom tests.
In the image below, the test execution screen can be seen:

Lenovo Diagnostics Linux Bootable

Storage
O Tems © Execution

Estimated Time: 00:09:18 (9 Run Time: 00:00:00

0% 1n progress

Storage

SAMSUNG MZVLW25GHEHP-000L7 - 238.47 GBs

AUTO_SCROLL
Enabiea

Stoptests

Serial Number: PFODM74D

Once you have pressed OK, the tests execution begins. See in the image below that all devices selected in the
previous steps are displayed with their respective tests. The user can follow each test execution by tracking
the individual test progress and watch the test status of each one individually. In addition, it is possible to see
the overall test progress and time that report the progress for all devices and tests selected.

If the user has selected Custom Tests with more than one iteration, it will be possible to see the amount of
iterations that failed and navigate around these iterations in order to see the executions that are already
finished and the executions that have not been started yet.

12
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Lenovo Diagnostics Linux Bootable

Diagnostics
Storage
© Tests © Execution
Custom Tests
Estimated time based Eeti A Tima 0018 S Qurrent execution
e Time: 00:18:03 () Run Time: 00:00:07 time
= | Iteration
Iteration 1/ 3 [0 Failed] information
Overall progress —f——— .
10% In progress
Devicename [~ ST3500418AS - 465.76 GBs
2/20/2020 14:25:13 - Targeted Read Test Passed (1s) —— Test Status
Random Seek Test 10% = H |—— Test progress
Funnel Seek Test Waiting
SMART Short Self Test Waiting
Enable/Disable auto  —— ?u::dScroll stoptests— L st0p test execution
scrolling e

Serial Number: L1C4T80

Some tests have specific guidelines that should be followed by the user to assure the correct execution. In
this case, before beginning the execution of these tests, the application displays a popup with the test
instructions. For instance, the Audio Playback test asks the user to make sure the output device is working
correctly and advises that a probably loud sound will be played.

s Linux Bootable

Extimnted Y 60:00:30 (3 um Tima: 00,8882

If the user choses to continue by pressing the OK button, the execution continues normally. If the user
presses the Cancel button, the current test is canceled and the execution proceeds to the tests that have not
been executed yet.

If you want to abort the whole test execution, you can click on Stop tests. In this case, the current test and all
tests waiting for execution are canceled, including those from the next iterations. In the same way, the overall
status for the current iteration and for all next iterations are changed to Canceled.

13
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After all tests have been completed, the system will display the screen below, where it is possible to analyze

the tests results.

Overall status

Lenovo Diagnostics Linux Bootable

Storage

© Tests

‘J 2/17/2020 12:50:48 - Passed
No errors found

Final Result Code:

Modet: ThinkCentre M81 i The border color is

Serial Number: 11C4180 ik . printed considering the

8105 Version: SHKTASAUS ! tests statuses

Applcation version:

Product Name:

Wired Ethernet MAC Address 1:

Test Start Time & Date:

Test End Time & Date:

Storage
KINGSTON SA400537240G - 223.57 GBs

2/17/2020 12:50:48 - Targeted Read Test
2 020 12:50:48 - Random Seek Test

2/17/2020 12:50:49 - Funnel Seek Test

Serial Number: L1C4T80

In the image above it is possible to see each test results, machine information, final result and test date. This
section also displays a QR Code containing all these information, in addition to the machine’'s UUID.

When the execution of a script starts, the application is going to automatically filter the diagnostics that are
unsupported, and in case they were listed on the script, they are not going to be listed for execution, but will
be logged on the JSON log, in the “unsupported_test” field.

2.3 See Execution Log

After a diagnostic execution, Lenovo Diagnostics generates a log with detailed information about the devices
and their test results. This log is composed by the following sections:

General information: Contains information about the machine, test date and final result. This section also
displays a QR Code containing this information.

‘ 11/9/2017 13:21:51 - Passed

Mo errors found

Final Result Code:
Model: ThinkCentre Ma1
Serial number: L1C4TS6

BIOS version: SHKT45AUS
Application Version: LSC Lite 4.21.0,22
Product Name: 5049G3P

Test Start Time & Date: 11/9/2017 13:21:51
Test End Time & Date: 11/9/2017 13:27:57

Device information: Displays the technical details of each tested device and their respective result codes.

14
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Storage
© $T3500418AS - 465.76 GBs

upk:
Manufacturer:

Model:

Serial:

Firmware:

Size:

Rotation Rate:

Cache:

Temperature:

Physical Sector Size:
Logical Sector Size:
Logical Sectors:
Supported Standards:

Result Code:WHDG 1V000-QMZWYL

Seagate-ST3500418A5-S2ZATNCKT
Seagate
ST3500418A5
SZATNCKT
cceB

465.76 GBS
7200 RPM
16,00 MBs
29°C

512

512
976773168

ATAS-ACS, ATAT-ATAPI, ATAS-ATAPI, ATAS-ATAP|, ATA4-ATAPI, ATAS-ACS, ATAT-ATAPI, ATAG-ATAP|,
ATAS-ATAP, ATAA-ATAP!

Test Results: Displays the results and execution time of each performed test.

2.3.1 QR Code

11/8/2017 13:21:51 - SMART Status Test
11/9/2017 13:21:51 - Targeted Read Test
11/8/2017 13:21:52 - Random Seek Test
11/8/2017 13:23:10 - Funnel Seek Test
11/8/2017 13:24:09 - SMART Short Self Test
11/9/2017 13:25:10 - SMART Drive Self Test

11/8/2017 13:27:52 - SMART Health Test
11/8/2017 13:27:52 - Message: Disk's heaith: 100%

Passed (0s
Passed (15

Passed (785

Passed (615

Passed (162s]

0000000

)
)
)
Passed (595)
)
)
]

Passed (05

After a test cycle is completed, the user will be able to read on the log screen (and on the HTML log file, if

exported), a QR code that contains the machine’s general information and a summary of the diagnostics results.

By reading the QR code with a camera, the user will be met, on the screen of the device used to perform the
reading, with the following information:

¢ Final Result Code: A code that identifies the diagnostics performed and their results (internal use only).

e Model: The tested machine’s model.
e Serial Number: The tested machine’s serial number.

e BIOS Version: The tested machine’s BIOS version.

e Device’s UUID: The tested machine’s Universal Unique Identifier.

e Application’s mode: Standard OR Engineer (when a config.ini file exists).

e Application’s Version: The version of the application’s build used during the diagnostics.

e Machine Type-model: A combination of type and model identifiers.
e Wired MAC Address: The machine’s wired mac address. This value may be unavailable if the related
hardware is not installed.
e Wireless MAC Address: The machine’s wired mac address. This value may be unavailable if the related
hardware is not installed.
e Test Start Date: The time & date register of the beginning of the diagnostic flow execution (YYYY-MM-DD

format).

e Test End Date: The time & date register of the end of the diagnostic flow execution (YYYY-MM-DD

format).
e Scripts Name: The name of the script used for the diagnostic flow, in case a script execution occurred.

15
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2.4 About

In this function, the application will display a screen where we can find information related to the Lenovo
Diagnostics Linux application.

Lenovo.

Lenovo Diagnostics Linux Bootable

e Application version.

e Copyright information.

e Linux and Kernel version.

e Privacy Policy: Link to Lenovo's website with related information, if the connection is available.
e License Agreement: Information about licenses of libraries and services used by the application.

e Open-Source Software Licenses: Information related to open source included in and distributed by
Lenovo.

16
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3. LENOVO DIAGNOSTICS MODULES AND TESTS

This section provides information about all modules available in Lenovo Diagnostics and their
respective tests. Here, you will understand the approach implemented by each test and how these
tests should be performed to assure the correct diagnostic of your machine.

Note: Many of the tested hardware, such as lid sensors for example, depend on the good
communication with the hardware’s firmware. If firmware problems exist, the results of some tests
may be inaccurate, and side effects may happen. In this situations, we strongly recommend a BIOS
update, if available.

3.1 Audio
@ The Audio module is composed by the following tests:
Test Test type Attendance
Audio Playback Test Quick Attended
Microphone Interactive Test Quick Attended

Audio Playback Test
The audio playback test tries to play random numbers through the audio hardware and asks the user in what
order the numbers were played.

~ Hear the audios and enter the numbers in the

~ spoken order
.
Audio playback test
First audio sequence

During the test, three random numbers will be played, 1 - 3
the device volume may be loud. You will have two
attempts to run this test. If no audio has been heard,
you can report the failure at any time. Click OK to start 4 5 6
playing sound

7 8 9

t may ar 2 headset for this test —
aQ o +«

Select or type the number you heard
Click Fadl # no sound was heard

UK Loinel

Advise the user that device volume may be loud during the
execution

fo

Play three random numbers and ask the user what order the numbers were
played

Note: A second sequence of numbers will start if the first one ends.

17
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Microphone Interactive Test
This test helps to identify if the microphone is capable of capturing sound properly.
The microphone interactive test is performed according to the following workflow:

i Microphone Interactive Test

i Microphone Interactive Test

Select a microphone device:

It may be necessary to use a headset for this test. Press Record and speak on the microphone:
@: M?aolone (Rfakek High Del‘inition A{Jtiio) ) — e— mr ; mr —_
() Mixagem estéreo (Realtek High Definition Audio) BiLy - LdLd
Cancel Next Cancel
) Select a microphone to be tested and click on Next button ) Press record and speak on the microphone
1 Microphone Interactive Test i Microphone Interactive Test
Press Play and listen to the recorded audio: Press Play and listen to the recorded audio:
i mr - M - nc -
> L - = Dty LI - 1]
Cancel Next Cancel Next
The recorded audio will be played automatically Press Next to advance to next step
i Microphone Interactive Test
Did you hear the same sound you recorded?
Mo Yes
Inform you were able to listen the sound you
recorded
Note: If the Microphone test does not work properly, please try using a headset.
3.2 Audio Controller
!
.’ The Audio Controller module is composed by the following tests:
Test Test type Attendance
CORB Status Test Quick Unattended
Output Stream Test Quick Unattended
Input Stream Test Quick Unattended
Bidirectional Input Test Quick Unattended

CORB Status Test
This test checks the status of the Command Outbound Ring Buffer (CORB) mechanism.

Output Stream Test
This test checks the status of the output streams. Before starting the test, Lenovo Diagnostics advises the
user that a short audio tune will be played, as displayed in the image below.

In order to run this test, a short audio tune will be
played. Please note, sound may be loud since the
volume will be set to 50% during the test,

Ok

18
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Input Stream Test

This test checks the status of the input streams.

Bidirectional Stream Test

In this test all the available bidirectional streams are checked, as a short audio tune is played for five seconds
on all possible audio devices.

3.3 Battery

h The Battery module is composed by the following tests:

Test Test type Attendance

Battery Health Test Quick Unattended

Battery Temperature Test Quick Unattended
Battery Discharge Test Extended Attended
Battery Charge Test Extended Attended

Battery Health Test
Battery Health Test checks the device charge capacity and other important battery properties in order to
evaluate device's health.

Battery Temperature Test
Temperature test evaluates if the battery temperature is too high, which may prevent it from charging
properly. This diagnostic is only available for SMART batteries.

Battery Discharge Test

Battery Health Test checks the device charge capacity and other important battery properties in order to
evaluate device's health. If there is an AC cable plugged the user will have to unplug it before proceeding to
the test as displayed below. It is only available if the battery is more than 20% charged.

i Battery Discharge Test

Pleaze unplug the ac cable before proceeding to the
test,

oK

Battery Charge Test
The test checks if the battery charge increases while the AC cable is connected. If there is no AC cable plugged
you should connect it before proceeding to the test.

i Battery Charge Test

Please plug the ac cable before proceeding to the test,

QK

19
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3.4 Bluetooth

6 The Bluetooth module is composed by the following test:
Test Test type Attendance
Scan Test Quick Unattended

Scan Test

Scan for nearby active Bluetooth devices.

The test starts by asking the user to make sure that the Bluetooth device is enabled and there is another
Bluetooth close and active.

i scanTest X
| .

Make sure your bluetooth device is enabled and there is
another bluetooth device close and active |

oK

3.5 Camera

a The Camera module is composed by the following tests:

Test Test type Attendance
Camera Capture Test Quick Attended
Camera Barcode Test Quick Attended

Camera Capture Test
It verifies if the camera device is working properly based on the user's feedback for the captures images. This
test is performed according to the following workflow:

I Camera Capture Test I Camera Capture Test

The video from the camera will be displayed during a few

i i ?
seconds. Click Ok to continue. The camera images were correctly displayed?

ok Yes o

Inform the user the video from camera Ask the user if the images was properly

Displaythe video from camera
will be displayed displayed

Camera Barcode Test
Verifies if the camera device can properly read the content of barcodes and QR codes. This test is performed
according to the following workflow:

20
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The user must point a QR code or a barcode to
the camera, until it is centralized on the middle
screen square

If the application is not able to read the barcode / QR code contents, the user must click the fail button or
cancel the test via the “x” button on the window's top right screen, or the ESC button.

3.6 Processor

ﬁ The Processor module is composed by the following tests:

Test Test type Attendance

BT Instruction Test Quick Unattended
x87 Floating Point Test Quick Unattended
MMX Test Quick Unattended

SSE Family Test Quick Unattended
AES Test Quick Unattended

Stress Test Extended Unattended

BT Instruction Test
The test checks the processor support for BT instruction.

x87 Floating Point Test
The test checks the processor support for x87 Floating Point instructions. If the processor does not support

such feature, the test returns unsupported.

MMX Test
The test checks the processor support for MMX instructions. If the processor does not support such feature,

the test returns unsupported.
SSE Test

The test checks the processor support for SSE Family (SSE, SSE2, SSE3, SSSE3, SSE4.1, SSE4.2) instructions. If
the processor does not support such feature, the test returns unsupported.
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AES Test
The test checks the processor support for AES instructions. If the processor does not support such feature,
the test returns unsupported.

Stress Test

The stress test performs a sequence of continuous check on all processor cores for 10 minutes. While
running this test, the CPU temperature can increase considerably, to check the temperature a popup screen
with this information is displayed.

3.7 Display

Q The Display module is composed by the following tests:

Test Test type Attendance
Red Purity test Quick Attended
Green Purity test Quick Attended
Blue Purity test Quick Attended
Black Purity test Quick Attended
White test Quick Attended
Color Transition Test Quick Attended
Monochromatic Mesh Test Quick Attended
Inverted Monochromatic Mesh Test Quick Attended
Sharpness Test Quick Attended
Resolution Fitting Test Quick Unattended
Display Interactive Test Quick Attended

Red Purity test
This test identifies any dead pixel or burn-in problem within the red channel.

Green Purity test
This test identifies any dead pixel or burn-in problem within the green channel.
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Blue Purity test
This test identifies any dead pixel or burn-in problem within the blue channel.

Black Purity test
This test identifies any dead pixel or burn-in problem within the black channel.

White Purity test
This test identifies any dead pixel or burn-in problem within the white channel.

Color Transition Test
This test identifies any problem with the display color distinction.

Resolution Fitting Test
This test checks if the system can take full advantage of the display native resolution.

Display Interactive Test

The Display Interactive Test is the combination of all purity tests. The purity tests aim to identify dead pixels

or burn-in problems in the channels: red, green, blue, black and white.

i Display Interactive Test

Your screen will be filled with some colors. Try to identify
any spot or stain on the displayed colored background,
then follow the instructions issued by the test for the
next color to be displayed. You can press ESC at any time
to stop the test.

oK

Advise the user that her screen will be filled with Fill the screen with a color.
some colors.

Ask the user which number is being displayed.

All Purity tests from Display module are performed according to the following workflow:

Your screen will be filled with the color red. Try to
identify any spot or stain distinct from the red

Was the displayed screen uniform and free of spots and
stains?

background.
Yes No

oK

Ask the user if the color

Advise the user that her screen Fill the screen with the color )
was properly displayed

will be filled with the color
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Note: If the user connects an external display device, the device will be recognized on the page of the
module, and all of the available tests will be listed under the device name.
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3.8 Display Interface

g The Display module is composed by the following tests:

Test Test type Attendance
EDID Checksum Test Quick Unattended
Display Communication Test Quick Unattended

EDID Checksum Test
This test checks the integrity of the Extended Display Identification Data (EDID) checksum provided by the
monitor.

Display Communication Test
This test checks the communication with the monitor.

Note: If the user connects an external display device, the device will be recognized on the module’s page, and
all the available tests will be listed under the device name.

3.9 Fan

ﬁ The Fan module is composed by the following test:
Test Test type Attendance
Control Test Quick Unattended

Control Test
Check if the fan controller is able to work on higher speeds according to predefined levels (0-7) in the
firmware.

3.10 Fingerprint Reader

N

= The Fingerprint Reader module is composed by the following test:
Test Test type Attendance
Recognition Test Quick Attended

Recognition Test

Check if the Fingerprint Reader device is able to detect a swipe or touch of a finger.

To do this, the user will be asked to swipe or touch with one finger above the fingerprint sensor to perform
the operation required for the test.

i’ Recognition Test

Swipe or touch with one finger abowve
the fingerprint sensor.

0%

25



Lenovo Diagnostics Linux v4.56.1 - User Guide

Note: At the beginning of the test, a pop-up informing the user of the timeout will appear.

i Fingerprint Reader

Pay attention on the execution time avallable for
interacting in Fingerprint Detection Test: B seconds.
Please make sure to respect this timeout,

otherwise the test may fall, Click Ok to continue

Ok

3.11 Keyboard

\ The Keyboard module is composed by the following tests:

Test Test type Attendance
PS2 Keyboard Test Quick Unattended
USB Keyboard Test Quick Unattended
Keycode Verification Test Quick Attended
Advanced Test Quick Attended
Keyboard Backlight Test Quick Attended

PS2 Keyboard Test
This test tries to identify any defective PS/2 keyboard detected on this machine.

USB Keyboard Test
This test tries to identify any defective USB keyboard detected on this machine.

Keycode Verification Test

It presents the latest pressed key by the user in a legible format and the current state of the toggle keys.

If the user confirms that all pressed keys were displayed, the test is finished as “Passed”. Otherwise, the test is
finished as “Failed".

Feel free to use your keyboard and prowide the best
mesull wien you linssh; Press E5¢ 3x Do el

Latest Preseed Key

Togate eys: [ | wum [ ] caps [ sermn

e o eEyirand Befanarg s eapeced? oo L]

When you cancel the Keycode Verification Test, a popup will be displayed asking if you really want to exit the
test, allowing you to return to where you had stopped by pressing “No” or finish the test by pressing “Yes".
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Are you sure you would like to exit the test?

Note: If the user wants to cancel the test by using the keyboard, it's possible to do it by pressing the ESC key
three times.

Advanced Test

It verifies the status of the keyboard keys.

The test will be showing the pressed keys until all keys are tested. The user can select the most appropriate
keyboard layout.

Choose the laryour | YHO0-14 x

Esc 36 2 LE!] F4 Fa 21 B Fa a F1D Fli Fi3 Prtsc  Del
1 s 3 a 5 & 7 B ¥ a - - Bacispale | Mome

Tk L+ L [ Ll T ¥ u i ] B i | ! End
Copi A 5 1] ¥ [# H i i L ] Ersir Pgls
Shia Z A B W B W L] I Thift Up - PgDs
=] E L an Space A Mem CErl Lett  Oowe - Right

B bark borderod koys ane ignored by this test. Press Esc 3x bo axt.
¥ g iy

Clmar Is pour kyboand behaving as axpectad? o L1}

When the user cancels the Advanced Test, a popup will be displayed asking if the user really wants to exit the
test, allowing him to return to where he had stopped by pressing “No” or finish the test by pressing “Yes".

Are you sure you would like to exit the test?

Note: If the user wants to cancel the test by using the keyboard, it's possible to do it by pressing the ESC key
three times.
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Backlight Test

The backlight test gives instructions to the user on how to activate the keyboard's backlight, and checks the

result of the activation.

The test starts by asking the user whether the backlight symbol is present in the keyboard or not.

i Backight test

To continue with this test, make sure that your
keyboard has the backlight icon on the Spacebar or
on the Esc key. Does your keyboard have this icon?

Backlight test

Press ‘Fn + Spacebar or ‘Fn + Esc’ and check if the
keyboard backiight tums on and changes its
Intensity on each press, IS the keyboard backlight
behaving as expected?

Yes No

If the user responds that it has, the test will give instructions on how to activate the backlight, and proceeds

to ask if it turned on or not.

3.12 Memory

‘. The Memory module is composed by the following tests:

Test Test type Attendance

Quick Random Pattern Test Quick Unattended
Advanced Integrity Test Extended Unattended
Address Test Extended Unattended

Bit Low Test Extended Unattended

Bit High Test Extended Unattended
Walking Ones Left Test Extended Unattended
Walking Ones Right Test Extended Unattended
Modulo-20 Test Extended Unattended
Moving Inversions 8 Bit Test Extended Unattended
Moving Inversions 32 Bit Test Extended Unattended
Random Pattern Test Extended Unattended
Random Number Sequence Test Extended Unattended
Block Move Test Extended Unattended
Nibble Move Test Extended Unattended
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Quick Random Pattern Test

The test consists of filling the memory with a random generated pattern and then checking if the pattern was
correctly written. When checking, it writes the pattern binary complement and checks again. The test is
repeated twice. By default, 15 random patterns are used, therefore, the test runs once for each of these
patterns.

Advanced Integrity Test

The test is based on the March C- enhanced algorithm. This test consists of filling the accessible memory with
a pattern, checking it, and writing its complement in an 8 bytes block size (64 bits) and then checking it again.
This procedure is repeated twice, the first one addresses the accessible memory from the highest position to
the lowest and the second time by doing the inverse path. This test is intended to cover Stuck-At Faults and
some Coupling Faults and Transition Faults.

Address Test

This test consists of writing each memory address its own address. After that, the algorithm reads the
memory previously written and checks if they still store their own address. This test is intended to cover any
addressing fault in the accessible memory range.

Bit Low Test

This test consists of filling the memory buffer with a pattern where all bits are 0 and then checking it. When
checking for this pattern, it writes its binary complement, and finally checks if the complement was stored
accordingly. Such process is repeated 4 times. This test is intended to identify the most serious Stuck-At
Faults, some cases of Transition Faults and some cases of Read Random Faults.

Bit High Test

This test consists of filling the memory buffer with a pattern where all bits are 1 and then checking it. When
checking for this pattern, it writes its binary complement, and finally checks if the complement was stored
accordingly. Such process is repeated 4 times. This test is intended to identify the most serious Stuck-At
Faults, some cases of Transition Faults and some cases of Read Random Faults.

Walking Ones Left Test

The Walking Ones Left Test consists of writing a pattern where only the rightmost bit is set (e.g. 00000001),
then shift this pattern to the left (e.g. 00000010) until the end of the size of a byte, writing it again at the same
memory address each time such pattern is shifted. Therefore, the test is intended to cover most of the Stuck-
At Faults and some cases of Coupling Faults, and also testing the data bus by confirming that every bit can be
written.

Walking Ones Right Test

The Walking Ones Right Test consists of writing a pattern where only the leftmost bit is set (e.g. 10000000),
then shift this pattern to the right (e.g. 01000000) until the end of the size of a byte, writing it again at the
same memory address each time such pattern is shifted. Therefore, such test is intended to cover most of
the Stuck-At Faults and some cases of Coupling Faults, and also testing the data bus by confirming that every
bit can be written.

Modulo-20 Test
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The test consists of writing into an interval of 20 memory locations for each block with a pattern and filling all
other locations with its complement 6 times. Unlike the other tests, the Modulo-20 test is not affected by
buffering or caching, so it is able to detect most of the Stuck-At Faults, Coupling Faults, Transition Faults and
Read Random Faults that are not detected by other testing approaches.

Moving Inversions 8 Bit Test

The test consists of filling the memory with the 8-bit wide pattern: 10000000 and then checking that the
pattern was correctly written. When checking, it writes the pattern binary complement (01111111) and checks
it again. The procedure described earlier is repeated 8 times, one for each pattern right shifted: 10000000,
01000000, 00100000, 00010000, 00001000, 00000100, 00000010, 00000001.

Moving Inversions 32 Bit Test

This test fills all the accessible memory with a shifting pattern, that is, a value which is binary left shifted as it
is written out through the accessible memory of every memory block. Once the pattern reaches 0x80000000
(a value with the left most bit set to 1 only) then the pattern is reset to 0x00000001. After that, it checks the
written values and writes their binary complements, starting from the first memory address to the last one.
Finally, the algorithm checks the memory for the complements written in the previous step, this checking
starts from the last element down to the first one. Such process is repeated 2 times. This test presents a
more thorough approach intended to cover most of the Stuck-At Faults and Transition Faults and some cases
of Coupling Faults and Read Random Faults...

Random Pattern Test

The test consists of filling the memory with a random generated pattern and then checking if the pattern was
correctly written. When checking, it writes the pattern binary complement and checks it again. This process is
repeated twice. By default, 50 random patterns are used, therefore the test runs once for each of these
patterns.

Random Number Sequence Test

The test consists of filling the memory with one different random generated pattern for each memory
address and then checking if the pattern was correctly written. In order to check it, the test must generate
these numbers based on a seed that may be reset to reproduce the sequence. When checking, it writes the
pattern binary complement and it checks again. Such process is repeated several times. This test is intended
to cover most of the Stuck-At Faults. Coupling Faults, and some cases of Transition Faults and Read Random
Faults.

Block Move Test
The test consists of moving memory data around within memory blocks. It repeats the movements described
above 80 times. Finally, the test checks every memory address to verify if it is consistent.

Nibble Move Test

This test consists of writing to a nibble (a nibble is a group of four bits) a pattern value in each memory
address, then it validates every nibble individually. It repeats this process until all nibbles in every address are
checked.
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3.13 Motherboard

=

% The Motherboard module is composed by the following tests:

Test Test type Attendance
Chipset Test Quick Unattended
PCI/PCl-e Test Quick Unattended
RTC Test Quick Unattended

USB Test Quick Unattended
CMOS Pattern Test Quick Unattended

Chipset Test
The test checks the status registers of the controllers that form the foundation of the motherboard chipset.
These controllers are: EHCI, OHCI, xHCI and SATA.

PCI/PCl-e Test
The PCI/PCl-e Test checks the status registers of the PCI Express onboard devices for unexpected errors or
power failure.

RTC Test
The test checks the following RTC (Real Time Clock) properties: accuracy and rollover. The test attempts to
guarantee the correct operation of these properties.

USB Test
The test checks the status of USB devices. If any errors are indicated, the test fails.

CMOS Pattern Test
The test saves the CMOS current value and attempts to write predefined pattern values on CMOS, verifying if
the written values are consistent, and then the backup is restored

3.14 Mouse Devices

\ The Mouse Devices module is composed by the following tests:

Test Test type Attendance
Click Test Quick Attended
Precision Test Quick Attended
Press Precision Test Quick Attended

Click Test
It check the device buttons, issuing the user to perform some actions regarding them. The Click Test
execution is based on the workflow below.
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Perform, one by one, the actions issued by the test. You have
two attempts to execute each requested action, if both are
missed the test will fail. Also, if you do not perform any action
for 30 seconds, the test window is going to be closed.

0K

Click to perform: Left Button single click \ Click 1o parform: Left Button double cck
.

— i —

=
Application requests the user to User performs the Application detects if the
perform some action with the requested action action was performed

tested device successfully or not and request

another action

The user must perform one by one, the actions issued by the test. Note that the actions requested depends
on the numbers and types of buttons present in your pointing device.

The user has two attempts to execute each requested action. If the requested action was detected by the
application, it is considered as passed. Otherwise the action is considered as “Failed”. The Click Test is
considered as “Passed” if all actions required are passed.

If the user does not perform any action for 30 seconds, the following popup is displayed:

Timeout reached, Was the test performed according to
the instructions?

Yes Mo

If the user select “Yes” reporting that the test was performed according to the instructions the test will fail. In
this case, the application assumes that it was not possible to detect the device, indicating a bad working of it.
If the user selects “No”, the test is canceled because the actions required were not properly executed.

Precision Test and Press Precision Test
Tests the device movement precision. The Precision Test execution is based on the following workflow:

i Press Precision Test

i Precision Test

Move the pointer through the entire depicted area while

Move the pointer through the entire depicted area. Moving the
pointer outside the area will restart the test at the first time. If
you move outside the area five times, the test will fail. Also, if
the pointer is not moved for more than 30 seconds the test
window will be closed.

OK

pressing any combination of the device buttons. The test will
reset the cursor to the middle of the screen any time a new
button of the device is pressed or released. Moving the pointer
outside the area will restart the test. If you move outside the
area or release any button five times, the test will fail. Also, if
the pointer is not moved for more than 30 seconds the test
window will be closed.

QK
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Application requests the user to User performs the Application detects if the pointer

move the pointer through the requested action was moved without to reach the

depicted area. outside area
If the user gets to move the pointer through the entire depicted area without reaching the outside area, the
test is finished as passed. If the outside area was reached twice, the test will fail. If the pointer is not moved

for more than 30 seconds the test will be closed and the following message will be displayed to the user:

Timeout reached, Was the test performed according to
the instructions?

Yes Mo

If the user selects “Yes”, reporting the test was performed according to the instructions, the test will be
finished as “failed”. In this case, the application assumes that it was not possible to detect the device
movement, indicating a bad working of the device. If the user selects “No”, the test is canceled because the
required actions were not properly executed.

Note: To execute the Press Precision test, you must press any button of the mouse and move the pointer.

3.15 Optical Drive

’ The Optical Drive module is composed by the following tests:

Test Test type Attendance
Media-Less Optical Self-Test Quick Attended
Linear Seek Test Quick Attended
Random Seek Test Quick Attended
Funnel Seek Test Quick Attended
Read and Compare Test Quick Attended
Write Test Quick Attended

Media-Less Optical Self-Test
Checks the optical drive internal components. This test requires that no media is inserted into the drive.
Therefore, if any media was detected into the drive the application displays the following message:
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Eject media from the drive,

OK Cancel

Linear Seek Test

Checks the integrity of the optical drive mechanism bt continuously moving the driver head all around the
media. To execute this test the user must have a media containing at least the following amount of date
written on it according to its type: CD (210 MB), DVD (1000 MB), Blu-Ray (4000 MB).

Random Seek Test

Checks the integrity of the optical drive transmission mechanism by moving the driver head through random
positions on the media. In order to execute this test, the user must have a media containing at least the
following amount of date written on it according to its type: CD (210 MB), DVD (1000 MB), Blu-Ray (4000 MB).

Funnel Seek Test

Checks the integrity of the optical drive mechanism by moving the driver head in a funnel pattern. For
executing this test, the user must have a media containing at least the following amount of date written on it
according to its type: CD (210 MB), DVD (1000 MB), Blu-Ray (4000 MB).

Read and Compare Test

Checks the driver ability to make correct read operations. It performs two linear read operations and
compares the information obtained from the two readings. For executing this test, the user must have a
media containing at least the following amount of date written on it according to its type: CD (210 MB), DVD
(1000 MB), Blu-Ray (4000 MB).

Write Test
Checks the capability of the drive to write correctly to an optical media. For executing this test, you must have
a blank media (CDR, CD-RW, DVD-R, DVD-RW, BD-R, BD-RE).

Linear Seek Test, Random Seek Test, Funnel Seek Test, Read and Compare Test and Write Test are
performed according the following workflow:

Insert a valid media. The media must have at least the J - ! /
following amoeunt of data written on it according to its =g i = 404‘"0 ™
type: CO (210 MB), DVD (1000 MB), Blu-Ray (4000 MB) //" u

oK Cancel —

Application opens the optical drive User inserts a valid media and Application validates the media
tray and request the user to insert a click on “OK” button and continues the test
valid media
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3.16 RAID

&

The RAID module is composed by the following tests:

Test Test type Attendance

Battery Status Test Quick Unattended

Enclosure Status Test Quick Unattended

Logical Drive Status Test Quick Unattended

RAID Status Test Quick Unattended
Consistency Check Extended Attended

Battery Status Test
Checks the health of the controller BBU (Battery Backup Unit).

Enclosure Status Test
Checks the status of the enclosures used by a RAID controller.

Logical Drive Status Test
Checks the status of each logical drive in the RAID controller.

RAID Status Test
Checks the status of each RAID volume in the RAID controller.

Consistency Check
Checks the consistency of each controller logical drive. This test might take a few hours to run depending on
how many logical and physical drives are present in the RAID controller.

3.17 Sensors

The Sensors module is composed by the following test:

Test Test type Attendance

Accelerometer Noise Test Quick Unattended

Gyrometer Noise Test Quick Unattended

Compass Noise Test Quick Unattended
Accelerometer Interactive Test Quick Attended
Lid Closure Test Quick Attended

Accelerometer Noise Test
The Accelerometer Noise Test will verify the variation of the readings from the accelerometer over time and
will also check if the noise detected is acceptable.

Gyrometer Noise Test

The Gyrometer Noise Test will verify the variation of the readings from the gyrometer over time and will also
check if the noise detected is acceptable.
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Compass Noise Test
The Compass Noise Test will verify the variation of the readings from the compass over time and will also
check if the noise detected is acceptable.

Accelerometer Interactive Test
The Accelerometer Interactive Test will check if the values returned by the accelerometer in different
positions are correct.

(1]

Please hold the device with the screen facing up and press OK.

O

e L T Y
S e e e i

Please held the device with the screen perpendicular to a flat
surface with the Home Button on the bottomn and press OK.

]

]

i

L Please hold the device with the screen perpendicular to a flat
\ surface with the Home Button on the right and press OK.
1

i

[}

Please press OK and quickly place the device face down for 10
seconds.

oK

Please hold the device with the screen perpendicular to a flat
surface with the Home Button on the top and press OK.

0K

]

]

|

[ Please hold the device with the screen perpendicular to a flat
! surface with the Home Button on the left and press OK.
I
I
]
i
[}
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Lid Closure Test

This test verifies if the lid sensor is capturing the events of closing and opening the lid. The test will fail if
these events are not captured.

The test will ask to the user open and close the notebook lid.

Please close and open the device lid to proceed with
the test.

Due to Linux OS limitations, the lid sensor

closure may not be recognized. If possible,
double check on Windows version to confirm
the test result.
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3.18 Storage

Q\{ﬁ The Storage module is composed by the following tests:
Test Test type Attendance
SMART Status Test Quick Unattended
Targeted Read Test Quick Unattended
Random Seek Test Quick Unattended
Funnel Seek Test Quick Unattended
SMART Short Self Test Quick Unattended
SMART Drive Self Test Quick Unattended
Default Self Test Quick Unattended
Device Read Test Quick Unattended
SMART Wearout Test Quick Unattended
Controller Status Test Quick Unattended
SMART Temperature Test Quick Unattended
SMART Reliability Test Quick Unattended
SMART Spare Space Test Quick Unattended
NVME Short Self-Test Quick Unattended
Extended Random Seek Test Extended Unattended
Extended Funnel Seek Test Extended Unattended
Extended Self Test Extended Unattended
Device Write Test Extended Unattended
Linear Read Test Extended Unattended
SMART Conveyance Test Extended Unattended
Full Disk Scan Test Extended Unattended

SMART Status Test
Checks the status reported by SMART to quickly identify whether a device is defective or not.

Targeted Read Test
Checks the sectors in neighborhood of bad sectors reported in the SMART logs.

Random Seek Test
Checks the integrity of the Servomechanism of a device by checking sectors at several randomly chosen
addresses.

Funnel Seek Test
Checks the integrity of the Servomechanism of a device by checking sectors following a "funnel" or "butterfly"
pattern.

SMART Short Self Test
Checks electrical and mechanical component status as well as the reading ability of the device.

SMART Drive Self Test
Proprietary Lenovo Drive Self-Test (DST) that mixes sequential and random reads to the disk.
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Default Self Test
Vendor specific test that runs a quick check.

Device Read Test
Tests if it is possible to correctly read sectors in different areas of the storage device.

SMART Wearout Test
SMART Wearout Test checks the wearout level of the attached SSD device by reading SMART attributes and
informs whether the device is in good condition or has reached its wearout limit.

Controller Status Test
This test detects if the device behaves as expected.
Note: If the tested device is an NVMe, the test name will be preceded by the “NVME"” word.

SMART Temperature Test
This test detects if the current temperature for the device is in critical state.
Note: If the tested device is an NVMe, the test name will be preceded by the “NVME" word.

SMART Reliability Test
This test detects if the device is still reliable based on SMART metrics.
Note: If the tested device is an NVMe, the test name will be preceded by the “NVME"” word.

SMART Spare Space Test
This test detects if the spare space in the device is critically low.
Note: If the tested device is an NVMe, the test name will be preceded by the “NVME"” word.

NVME Short Self-Test
A device self-test operation is a diagnostics test sequence that tests the integrity and functionality controller
and can include testing the media associated with the namespaces.

Extended Random Seek Test
Works similar to quick random test, but the number of checked sectors is larger and it does not stop when
the first bad sector is found.

Extended Funnel Seek Test
Works similar to quick funnel test, but the number of checked sectors is larger and it does not stop when the
first bad sector is found.

Extended Self Test
Works similar to a quick short self test, but checks more sectors.
Note: If the tested device is an NVMe, the test name will be preceded by the “NVME"” word.

Device Write Test

The Storage Device Write Test will verify if it is possible to write data on different areas of the device and then
read the data correctly.

Note: Device Write Test requires the existence of, at least, one ext3, ext4 or ntfs type partition, with at least,
1.1gb of free space. Without this partition(s), the test won't be able to be executed.
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Note2: If the tested machine has Windows 8 or higher installed, please turn off the Fast Startup feature, as
this option, if enabled, can prejudice the outcomes of Device Write Test.

To turn off the feature, on windows OS, go to Hardware and Sound > Power Options > System Settings, then
uncheck the "Turn on fast startup" checkbox (admin access may be required).

Note3: When BitLocker encryption is enabled, the partition isn't marked read-only as it's with the "Fast Boot"
feature. Instead, the partition remains as NTFS, read/write mode, but outside of Windows it looks unformatted
(because the BitLocker feature is proprietary to Windows and scrambles the contents of the formatted partition).
So outside Windows it's not possible to mount the partition. This may cause changes to the test’s results. Bellow,
is a table of the possible results, with each of the possible combinations of BitLocker/Fast-Boot, all of which are
acceptable, due to the limitation of the features:

Fast Windows Shutdown

MNumber Boot Bitlocker Mode Device Write Test
1 Disabled  Disabled | Irrelevant PAS.S.
Partition 1
2 Enabled |Disabled Shutdown The test is not able to be executed, because the partition is locked by Windows. Please, disabie Windows Fast Boot, Bitlocker and System Protection, do g clean shutdown with Windows
fhot hibernate) and run the test again.
PASS
3 Enabled | Disabled | Restart el
Partition 1
Enabled s R 8 . " o . ; o 3
4 Disabled Partial] Irrelevant The available volumes do not fulfill the test requirements. Make sure to have at least one valid volume or partition with more than 1.1GB of free space and formatted as NTFS or ext4 or
ext3,
Enabled % i AR I : : 3 5 £ s . :
5 Enabled Partial) Irrelevant The available volumes do not fulfill the test reguirements. Make sure to have at least one valid volume or partition with more than 1.1GE of free space and formatted as NTFS or ext4 or
ext3,
Enabled - SRR R . : 5 i : cat 2 s
& Disabled Full Irrelevant The available volumes do not fulfill the test requirements. Make sure to have at least one valid volume or partition with more than 1.1GB of free space and formatted as NTFS or ext4 or
ext3.
Enabled
7 Enabled Full Irrelevant The available volumes do nat fulflll the test requirements. Make sure to have at least one valid voiume or partition with more than 1.1GB of free space and formatted as NTFS or ext4 or
ext3

As the mounting of this partition is technically challenging to overcome on linux, and not always we have
access to the OS installed on the machine, we suggest this test to be skipped, in case BitLocker encryption is
encountered.

Linear Read Test
Checks the integrity of the storage device by reading its sectors following a linear pattern.

SMART Conveyance Test
Checks the device integrity through the status returned by SMART Conveyance test.

Full Disk Scan Test
This test performs a full verification of the disk.
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Tests supported by device

It is important to emphasize that not all of the tests are supported by all of the storage device types. Bellow,
is a relation of tests supported by device, in which we can see what test can be properly executed by each:

Quick Tests
Test SATA | 55D SATA | 55D NVMe 55D EMMC @ UFS
SMART Status Test X X - - X
Target Read Test X X - - -
Random Seek Test X X - - X
Funnel Seek Test X X - - X
SMART Short Self Test X X - - -
SMART Dirive Self Test X - - - -
Device Read Test - - X X X
SMART Wearout Test X X - -
SMART Health Test X X - - -
NWMe Controller Status Test - - X - -
NvMe SMART Temperature Test | - - X - -
MyWMe SMART Reliability Test - - X - -
NWMe SMART Spare Space - - X - -
NWMe Health Prediction Test - - X - -
Extended Tests
Test SATA | 55D SATA | 55D NVMe 55D EMMC @ UFS
Device Write Test - - X X X
Linear Read Test X X X X X
SMART Conveyance Test X X - - -
MVMe Extended 5elf Test - - X - -
Extended Random Seek - - - - X
Extended Funnel Seek - - - - X
Full Disk Scan X X X X X
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RST support

Due to the lack of support for Intel's Rapid Store Technology (RST) on linux platforms, the storage module will
not be enabled for testing if the option is active, and upon starting the application, users will be met with a
warning, picturing the situation:

This computer uses Intel RST (Rapid Storage Technology). You need to
turn off RST before using Storage module. To test storage when RST
. mode Is enabled, use VEFI Diagnostic or Diagnostic Windows.

oK

To mitigate this situation, please, disable the feature on BIOS, by setting the related configuration to “AHCI".

3.19 Touchpad Devices

. The Touchpad Devices module is composed by the following tests:

Test Test type Attendance
Click Test Quick Attended
Precision Test Quick Attended
Press Precision Test Quick Attended

Note: If the machine has the Trackpoint device, the same tests will be performed separately. Also, all of the
tests will be accompanied of a label, on the screen’s left bottom area, informing which device is being
currently tested.

Click Test

Please be aware of the touchpad buttons layout and follow the given instructions:

Right

Click to perform: Left Button single click
L]

Testing: Touchpad

42




Lenovo Diagnostics Linux v4.56.1 - User Guide

Click to perform: Left Button single click
()

Testing: Trackpoint

It does a check on the device buttons, issuing the user to perform some actions regarding them. The Click
Test execution is based on the workflow below.

Perform, one by one, the actions issued by the test. You have
two attempts to execute each requested action, if both are
missed the test will fail. Also, if you do not perform any action
for 30 seconds, the test window is going to be closed.

(61,8
Clck to perform: Left Button single chck Click to perform: Left Button double chck
. — — .
=
Fd ==

Application requests the user to User performs the Application detects if the action was
perform some action with the requested actions performed successfully or not and
tested device request another action
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The user must perform one by one, the actions issued by the test. Note that the actions requested depend on
the numbers and types of buttons present in your touchpad device.

The user has two attempts to execute each requested action. If the requested action was detected by the
application, it is considered as passed. Otherwise the action is considered as “Failed”. The Click Test is
considered as “Passed" if all actions required are passed.

If the user does not perform any action for 30 seconds, the following popup is displayed:

Timeout reached, Was the test performed according to
the instructions?

Yes Mo

If the user selects “Yes” reporting that the test was performed according to the instructions, the test will fail.
In this case, the application assumes that it was not possible to detect the device, indicating it is not working
properly. If the user selects “No”, the test is canceled because the actions required were not properly
executed.

Note: On the test's background, a picture depicting the current layout of a touchpad device, in relation to the
location of the area of each button, will be available to the user, with the objective of guiding it through the

execution.

Precision Test and Press Precision Test
Tests the device movement precision. The Precision Test execution is based on the following workflows:

i Precision Test

Move the pointer through the entire depicted area. Moving the
pointer outside the area will restart the test at the first time. If
you move outside the area five times, the test will fail. Also, if

the pointer is not moved for more than 30 seconds the test
window will be closed.

0K

Application requests the User performs the Application detects if the
user to move the pointer requested action pointer was moved
through the depicted without reaching the
area outside area
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i Press Precision Test

Mowe the pointer through the entire depicted area
while pressing any combination of the device
buttons. The test will reset the cursor to the start of
the testing area any time a new button of the device
is pressed or released. Moving the pointer cutside
the area will restart the test. If you mowve outside the
area or release any button five times, the test will
fail. Also, if the pointer is not mowved for more than 30
seconds the test window will be closed.

oK

Application requests the User performs the  Application detects if the
user to move the pointer requested action pointer was moved without
through the depicted reaching the outside area
area

If the user gets to move the pointer through the entire depicted area without reaching the outside area, the
test is finished as passed. If the outside area is reached two times the test will fail. If the pointer is not moved
for more than 30 seconds the test windows is going to be closed and the following message is displaying to
the user:

Timeout reached, Was the test performed according to
the instructions?

Yes Mo

If the user selects “Yes”, reporting the test was performed according to the instructions, the test will be
finished as “failed”. In this case, the application assumes that it was not possible to detect the device
movement, indicating that the device is not working properly. If the user selects “No”, the test is canceled
because the required actions were not properly executed.

Note: For executing Press Precision test, you must press any button from touchpad and move the pointer.
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3.20 Touchscreen

ﬁ The Touchscreen module is composed by the following tests:

Test Test type Attendance
Basic Touch Test Quick Attended
Accuracy Test Quick Attended
Diagonal Test Quick Attended
Grid Test Quick Attended
Multi-touch Test Quick Attended

Basic Touch Test
The Basic touch test will verify if the system is receiving touch events. This test is based on the following
workflow:

1 Basic touch test
A fullscreen window will be opened and the screen resolution @
must not be changed. Please make one touch on the screen. " @
oK DP
Display the test execution instructions Display a full screen to be touched User must touch in any area of

the screen to complete the test

Accuracy test
The Accuracy test will verify if the touchpoints are accurate with the screen mapping. This test is based on the
following workflow:

’ 0
Afullscreen window will be opened and the screen resolution

must not be changed. Please touch the displayed target areas. =

Y

Display the test execution instructions Display a full screen to be touched
in specific points

User must touch each point
displayed in the screen to
complete the test

Diagonal Test
The Diagonal test will verify if rows and columns of the touchscreen are sensing through a diagonal gesture
on the screen. This test is based on the following workflow:

i Diagonal test X s

A fullscreen window will be opened and the sereen resolution
must not be changed. Please slide a finger over the dashed line

to paint the entire screen area. — \\ - :
oK \ S
. . . . \\ = .
Display the test execution instructions Display a full with a dashed line User must slide a finger over the

dashed line to paint the entire
screen area

Grid test
The Grid test will verify if any areas of touchscreen are not able to receive touch events.
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Afullscreen window will be opened and the screen resolution

must not be changed. Please touch all target areas. — I
|
|
Display the test execution instructions Display a full screen with User must touch in all displayed
multiple areas to be touched areas to complete the test
Multi-touch Test

The Multi-touch test will verify if the system is receiving multi-touch events.

A fullscreen window will be opened and the screen resolution
must not be changed. Please make two or more touches —
simultaneously.

')
Display the test execution instructions Display a full screen to be touched User must make two or more
touches simultaneously
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3.21 Video Card

&

The Video Card module is composed by the following tests:

Test Test type Attendance

Video Memory Test Quick Unattended

Texture Pipeline Test Quick Unattended

Mathematical Operations Test Quick Unattended

CUDA Modulo X Test Quick Unattended

CUDA Memory Fault Test Quick Unattended

CUDA Moving Inversion Test Quick Unattended

CUDA Address Test Quick Unattended

CUDA Block Move Test Quick Unattended

CUDA Random Number Sequence Test Quick Unattended

CUDA Standard Mathematical Operations Quick Unattended
Test

CUDA Advanced Mathematical Operations Quick Unattended
Test

Framebuffer Address Test Quick Unattended

Framebuffer Block Moving Test Quick Unattended

Framebuffer Walking Ones Test Quick Unattended

Framebuffer Deterministic Filling Test Quick Unattended

Framebuffer Random Filling Test Quick Unattended

Extended Video Memory Test Extended Unattended

Stress Test Extended Unattended

Video Memory Test
Verifies if some data patterns are consistently read from and written to video card memory.

Texture Pipeline Test
Sends texture patterns to be rendered by the graphics pipeline and checks for loss of data when comparing input
and output.

Mathematical Operations Test
Consists in basic mathematical operations such as addition, subtraction, multiplication, division.

CUDA Modulo X Test
This test tries to fill the video card every 20th memory location with a generated pattern, and the other locations
with the pattern’s complement, then it verifies if the values were correctly written.

CUDA Memory Fault Test
This test fills the memory with values alternating between 0 and 1 six times, and checking if the memory was

correctly written.

CUDA Moving Inversion Test
This test writes a pattern to the entire memory, then proceeds to read it and write it'’s complement.
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CUDA Address Test
This test writes to every memory location it’s own address, and then proceed to verify them to check it’s
consistency.

CUDA Block Move Test
This test creates blocks of 8 bits, that are moved through the memory.

CUDA Random Number Sequence Test
This test fills the GPU memory with multiple random sequencies of numbers, and checks their consistency.

CUDA Standard Mathematical Operations Test
This test executes a series of standard mathematical operations on the video card, to ensure that the GPU’s
processing units are working as expected.

CUDA Advanced Mathematical Operations Test
This test executes a series of advanced mathematical operations on the video card, to ensure that the GPU’s
processing units are working as expected

Framebuffer Address Test
This test consists in writing to each memory address its own address, for each memory block.

Framebuffer Block Moving Test
This test fills all the accessible memory with a shifting pattern, that is, a value which is binary left shifted as it is
written out through the accessible memory of every memory block.

Framebuffer Walking Ones Test

Consists on writing a pattern where only the rightmost bit is set (e.g.00000001), then shift this pattern to the left
(e.g.00000010) until the end of the size of a byte, writing it again at the same memory address each time such
pattern is shifted

Framebuffer Deterministic Filling Test
Consists in filling the memory buffer from every block with a pattern where all bits are 1 and then checking it.
When checking for this pattern, it writes its binary complement was stored accordingly.

Framebuffer Random Filling Test
Consists in basic mathematical operations such as addition, subtraction, multiplication, division.
Extended Video Memory Test

Similar to Video Memory Test, but performs an extended analysis with more data patterns

Stress Test
Executes heavy operations on the video card for the purpose of stressing the GPU and verifying that the results remain
reliable under stress.
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FPS: 34
Temperature: 78 °C
GPU Usage: 1608 %

Note: If your video card is manufactured by Nvidia, run the test with the power plug connected. Also, CUDA
tests are only available for this vendor.

Note2: At the beginning of the module’s execution, a pop-up will appear, informing the user to connect the

charger, as the tests highly increase the energy consumption. This pop-up will be available when executing
any test of the module directly through its own menu, through “Run All Tests” and through scripts.

I Video Card X

Please, ensure the charger is connected before
starting the tests

OK

Note3: At the beginning of the execution of any framebuffer tests, a pop-up warning the user of the flickering
of the screen is going to be displayed.

i Video Card X

Please notice that running this test will cause some
flickering on your screen, which may cause
discomfort and pose risks to people with
photosensitive epilepsy.

OK
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3.22 Wired Ethernet

-

~ The Wired Ethernet module is composed by the following test:

Test Test type Attendance

Self-Test Quick Unattended

Internet Connection Test Quick Attended

Self-Test
Checks the device's integrity by performing its driver’s built-in self-tests.

Before starting, the Self-Test has a single pop-up informing the user that the test will reset it's connection.

This test will reset your network connection. You will
temporarily be unable to access the intemet or your
LAN,

oK

Internet Connection Test

This test aims to verify if the ethernet port, when connected to a cable, can correctly access the internet.

Before starting, the Internet Connection Test has a single pop-up asking the user to connect an ethernet

cable.

Attention: If this test has been started with the
Ethernet cable unplugged, it is not guaranteed that
the OS has configured the interface properly and this
test may fail

OK

3.23 Wireless
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@ The Wireless module is composed by the following tests:

Test Test type Attendance
Radio Enabled Test Quick Unattended
Network Scan Test Quick Unattended
Signal Strength Test Quick Unattended

Radio Enabled Test
Verifies if the wireless is turned on.

Network Scan Test
Verifies if the wireless adapter can detect available networks nearby. Make sure that there is a properly
configured router or access point nearby before running this test.

Signal Strength Test

Verifies the device scanning capabilities by trying to identify any connectable network nearby that has a signal
quality of 20% or more. Make sure that there is a properly configured router or access point nearby before
running this test.

4. EXPLORING LENOVO RUN ALL OPTION

Run All option allows to perform all supported tests from all supported modules at the same execution. In
this flow, it is not possible to select devices, thus all devices will be tested. It is possible to choose if the
Attended tests should be performed or not.

When the checkbox is marked, the application will run Unattended + Attended tests from the test execution
option selected.
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4.1 Quick tests
Click on Quick tests button to perform all quick tests.

4.2 Quick tests (customized option)
Click to Customize to remove any module or test from the list of tests that will be performed.

Lenovo Diagnostics Linux Bootable

Customize quick tests

Run tests

e

4.3 Full tests
Click on Full Tests button to perform all quick and extended tests.

R ——

Quick Tests. Full Tests

53



Lenovo Diagnostics Linux v4.56.1 - User Guide

4.4 Full tests (customized option)
Click to Customize to remove any module or test from the list of tests that will be performed.

Lenovo Diagnostics Linux Bootable

Run tests

Serial number: PEO3TMSR
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5. EXPLORING LENOVO DIAGNOSTICS TOOLS

This section provides information about Tools:

Lenovo Diagnostics Linux Bootable

Diagnastic script System Log istory Recover Bad SMART Toot TemperatureTocl  Battery Cha
Information ‘Soctors Graph

Serial Number: PP23MSJL

5.1 Diagnostic Script

The Diagnostic Script is a tool that allows user to create a custom list of tests from any module. By selecting
this tool, the following options are displayed:

e Create: allows to create a new diagnostic script.

e Edit: allows editing a diagnostic script saved previously.

e Execute: allows to perform the tests configured in a diagnostic script.

Lenovo Diagnostics Linux Bootable

Diagnostic Script
© Diagnostic Script

® Create
Create a script defining 8 set of tests to be pedormed
Edit
£ an existing script
Execute

Execute 3 set of tests defined in 3 previously crested script file

. Back Next
Serial Number: LICATS0
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5.1.1 Create a diagnostic script

By selecting the option “Create” and clicking on the Next button, the screen below will be displayed. This
screen allows selecting a set of tests to be performed from a list with all tests present in Lenovo Diagnostics.
The tests not
supported by the tested machine are marked with the icon i §

It is also possible to configure the execution of this tests according one of the following parameters:

Number of executions: allows performing the tests according to a specific number of executions in a range
from 1 to 999999999. In this case, the diagnostic will be finished when all iterations are completed.

Test duration in minutes: allows performing the tests according to a specific number of minutes in a range
from 1 to 999999999. In this case, the diagnostic will be finished when this time is reached and all tests from
the current iteration are finished. Notice that even if the time is reached the tests will be performed until the
end in the current iteration.

Module Execution sequence: allows you to select the order in which the modules will be executed by
dragging and dropping the modules in the list. The list will be filled according to the selected modules.

Lenovo Diagnostics Linux Bootable

Diagnostic Script

© Diagnostic Script O Create

Select tests you want in the file:
L] Selectall [T Runs selected set of tests in a loop for a

= L specific number of iterations or for a period of
v [4] Audio Hie i Lo

[] audio playback test ®n

O O

[H] Microphone Interactive Test €
¥ [ Audio Controller

[ corsstatus est Module Execution Sequence )
[Joutput stream Test # 1 Audio
[ input stream Test 2] Diplay

[ sidirectional stream Test € i 3 Display Interface

i) Back Save
[

Serial Number: L1CAT80

5.1.2 Edit a diagnostic script

By selecting the option “Edit", the Lenovo Diagnostics displays a field where is possible to select an existing
diagnostic script to be edited.
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Dlagnostic Script

© Diagnostic script

By selecting this file and clicking on the Next button, a screen is displayed with the configuration from the
selected diagnostic script. Here it is possible to modify this configuration by changing the list of tests, modify
the number of executions or duration minutes and change the order of modules execution. By clicking on
Save button all changes are saved in the current file and by clicking on Save, it is possible to create a new file

with the current configuration.

Lenovo Diagnostics Linux Bootable

Diagnostic Script

© Diagnostic Script

Select tests you want in the file:
[d] setect an
¥ [4] audio
[] audio playback test
[H] Microphone Interactive Test €
R ;] Audio Controller
[] coresstatus Test
[ output stream Test

|l input Stream Test

5.1.3 Execute a diagnostic script

m Runs selected set of tests in a loop for a

O Edit

specific number of iterations or for a period

of time.

Module Execution Sequence )

# 1 Audio

# 2 Display

Back

Saveas

@ O

Save

Serial Number: L1C4T80

By selecting the option “Execute”, the Lenovo Diagnostics displays a field where is possible to select an

existing diagnostic script to be performed.
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Diagnostic Script

By selecting a valid diagnostic script file and clicking on the Next button, a screen is displayed with the
configuration from the selected diagnostic script. All selected tests are listed selected and the not supported
one are marked with the icon @,

Lenovo Diagnostics Linux Bootable

Diagnostic Script

© Diagnostic Script © Tests

) Runs selected set of tests in a loop for
3peciic number of fterations of 10r 3 period of
tame

s Test

Outout Stream Test

Input Stream Test

Bigwectional Stream Test @
¥ eattery @

Battery Mealth Test

& oo fumsess

Serial number: LICSOLF

By clicking to Run Tests, the diagnostic script execution screen is displayed, and all supported tests are
performed. The unsupported tests that do not have an associated device are filtered on this execution. It is
possible to finish the execution anytime by clicking on Stop Test.
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Lenovo Diagnostics Linux Bootable

Diagnostic Script
© Diagnostic Script © Tests © Execution
Estimated Time: 09:36:39 (5 Run Time: 00:00:12
Iteration 1/3 [0 Failed]
0% In progress

Audio

Speakers (2- High Definition Audio Device)

Audio playback test 89% H
Microphone Interactive Test Waiting
Audio Controller
Auto Scroll Stop tests
Enabled

Serial Number: L1C4T80

When the diagnostic is finished, the following popup is displayed with the execution summary.

Total time: 00:03:22
Executed loops: 3
Executed tests: 21
Tests per loop: 7

Failed tests: o

For more information export the log file.

oK

The user can view the execution log by clicking View log.
It is also possible to export all executions log to a PDF file by clicking Export all log or export a specific
iteration by clicking on Export log.

Lenovo Diagnostics Linux Bootable Lenovo Diagnostics Linux Bootable

Diagnostic Script

Diagnostic Script Execution Log “a2ot2

© Diagnostic Script © Tests © Execution (' 2/17/2020 13:32:46 - Passed

Heraton 4 2/2 0 Faiteq [ No errors found

Final Result Code: 376WBKW2551-E3W34:
odel: ThinkCentre M81
ucatso

‘ 2/17/2020 13:32:46 - Passed

No errors found

SHKT4SAUS

Final Result Code: 27oWBW2SS - Ew34) Appiiation Version: Lenovo Diagnostics Windows 4.340.1
Modet: ThinkCentre 181 Product Name: soi963p
Serial Number: LicaTe0 Addr 1 C
8105 Version: SHKT4SAS Test Start Time & Date: 2177200 133246
Applicaion Version: Lenovo Disgnostics Windows 4340.1 Test End Time & Date: 27200 133251
Product Name: soisG3p
Address 1: 3 Modules Test results
TestStat Time & Date: 2172020133246 » i
Test End Time & Date: 211772020 133251 Audio © Not Applicable
# &® sock Erportiog—| -Exportaiogs

Serial Number: L1C4T80

Serial Number: L1C4T80

Note: When a script is generated with diagnostics not currently supported by the tested machine, they will be
filtered automatically to do not integrate the execution.

The filtered diagnostics can be consulted on the JSON log generated by the execution, under the
“unsupported_tests” key.
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5.2 System Information

The system information tool allows the user to see general information about the system and the available
modules devices. See in the screen below that is possible navigating between the modules and export the

information by module or export all information at the same time.

Note: if the user connects an external display device, the tool is going to refresh the screen and make it

available under the Display and Display Interface categories.

5.3 Log History

The Log History tool allows the user to see the logs of all executions performed in a machine. See in the

image below it is possible to find logs by informing a period and export all logs.

Lenovo Diagnostics Linux Bootable

Previous Logs

Select a date to see the previous logs
From: To:

127/2000 v | 1/27/2020 ¥ Find Logs
29 result(s)

1 @ 1/27/2020 16:43:53

2 © 020 16:06:08

3 © 20 14:47:01

4 Q 020 14:01:17

5 @ 1/27/2020 13:56:37

6 ©

7 ©

Serial Number: L1C4T80

Note: It is not possible to remove the flash drive when running this tool.

Back

Export all logs
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5.4 Recover Bad Sectors

The Recover Bad Sectors tool allows the user to scan HDD/SSD/NVMe devices for bad sectors and fix them

whenever possible.

Lenovo Diagnostics Linux Bootable

Recover Bad Sectors

© Devices

] setectan

~ [H] Local devices
[m] st3500418As - 465.76 GBs @

[H] KiNGSTON SA4005372406 - 223.57 GBs @)

D Back Next
Serial Number: L1CATS0

Be aware to perform a backup of your disk before performing this operation. The recovery operation can

cause data loss and requires your confirmation.

i Diagnostic Execution

The execution of the scan and repair may cause data
loss. It is recommended to make a backup before
execute this operation. Are you sure you want to

proceed?

Due to wvariations in speed and storage
capacity, this tool can take a long time to run.

oK Cancel

5.5 SMART Tool

SMART tool provides a list of storage devices and shows, for each one, the SMART attributes and its

information.

You are able to export that information to a PDF or HTML file. It is possible to export information for each

storage device separately or for all available devices in the same file.
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Lenovo Diagnostics Linux Bootable

SMART Tool
Displays SMART attributes and its values
Storage Storage

WDC WD5000AAKX-083CAT - 465.76 GBs
D Attibute Description
1 RawRead Error Rate
3 SpinUpTime
4 Statstop Count
5 Reallocated Sector Count
7 SeekEmorRate
9 PowerOnHours
10 spinRetry Count
11 Calibration Retry Count
12 Power Cyde Count
192 Power-Off Retract Count
163 iaad Curte Count

Value
200
144
100
200
200
a7
100
100
100
200
o

&

Serial number: L1CS0LF

5.6 Temperature Tool

The Temperature Tool shows in real time the temperature information of machine devices.

Lenoveo Diagnostics Linux Bootable

cont s

B stonace

TEMPERATURE CHART

1] wwss armssamecaana . a7e.sa coe soc

(B WorzeBoARs

Boee

0 veto o
[ ——
[ e

| [

&

‘Sarial Number: 37000079

It is possible to export the information on this screen.

Export Data

Once exported, a CSV file will be created on the USB flash drive.

5.6.1 Fan Speed Tool

It is possible to set the Fan Speed and compare Temperature X Speed.

Fan speed control buttons and RPM value at real time:
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Sef Fan Spead Low Medium High Cuwrent Speed:

If the low speed is chosen, a popup warns the user about possible risks, once the user confirms his option,
low speed is set.

Setting the speed to low might cause a turn off o a
hardware problem, do you want to continue?

oK Cancel

Note:

1) Even on dual fan machines, only one line will be shown on chart, because the same speed level is always
set on both fans.

2) Fan Speed Tool is not available for all machines.

5.7 Battery Charge Graph

Battery information, including real time charge graph. It is possible to minimize this tool screen and navigate
through the application running other tests and check the Battery Charge Graph behavior at the same time.

Battery Charge Graph

See battery information, including real time charge graph

Status: Running Capacity: 79320 /79320 mWh Capacity drop: 0 mWh Dicharge rate: - 7568 mW

Battery Detalls

Power Source: System Power
Battery Status: Low
Remaining Charge (%): 100
Estimated Remaining Time (h:m:s): 10:28:51
Estimated Total Time (h:m:s): 08:37:18
Time on Battery (h:m:s): 00:00.03

Number of Samples: 3

Run Time (h:m:s): 00:00:03

Chart Subtitle

I Estimated Remaining Charge (%)

- Remaining Charge (%)

Abort
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5.8 Data Disposal Tool

The data disposal tool allows the user to choose a storage device and completely erase all the data contained
onit.

Extimated Time: 0000500 &

Upon requesting the execution of the tool, the user will be met with a warning stating the complete deletion of all
of the drive’s content, as well as a reminder of the possible long time the execution can take.

64



Lenovo Diagnostics Linux v4.56.1 - User Guide

Notes:

1) Be sure to make a backup of any data you may need in the future, as the device will be completely erased.

I' Storage Data Disposal

WARNING: All disk data will be erased and will not be
restorable, please perform a complete backup before
using this tool. The process may take a long time to
complete, do you wish to continue?

Due to variances iIn speed, capacity and
previous stored data on the storage, this tool
can take a very long time at B0% progress,

OK Cancel

2) Due to variances in speed, capacity and previous stored data on the storage, this tool can take a very long

time after 80% progress.
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6. GLOSSARY

Extended Test: Type of test that is performed in some hours.

Quick test: Type of test that is performed in some minutes.

Unattended test: A test that does not depend on user actions to be executed. All steps are performed
automatically by the application.

Attended test: A test that depends on some user action to be executed.

Module: A module contains a set of tests that can be performed for a type of devices. It is enabled in the
application only if the tested machine has at least one device supported by the module.

Tool: A functionality with a more complex and specific purpose, not necessarily related to diagnostics.
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