lenovo

User Guide

~ ThinkServer




Lenovo ThinkServer Partner Pack for VMware vCenter User Guide

Note: Before using this information and the product it supports, ensure that you read and understand
Appendix A “Notices” on page 41.

Fifth Edition (August 2015)

© Copyright Lenovo 2015.

LIMITED AND RESTRICTED RIGHTS NOTICE: If data or software is delivered pursuant a General Services Administration
“GSA” contract, use, reproduction, or disclosure is subject to restrictions set forth in Contract No. GS-35F-05925.




Lenovo ThinkServer Partner Pack for VMware vCenter User Guide

Table of Contents

1 INEFOTUCTION ...ttt nre s 7
00 R U | 01 1O R PP R RUPRTRUPRRPRN 7
1.2 SYSEEM OVEIVIEW ...tttk bbbt 7
1.3 Key Features and BenefitS........cccceiiiiiiiiiiiie e 7
1.4 User Roles and ResSpONSIDIITIES ..........ccooiiiiiiiiiieee e 8
2 Installing Lenovo ThinkServer Partner Pack for VMware vCenter ................. 9
3 Working with Lenovo ThinkServer Partner Pack for VMware vCenter ........ 10
3.1  Navigating to Web ClENT ..o 10
3.1.1 Home Page SCreen EIBMENTS. ......viiiiiiieecieee et 10
3.2 AUt0 DisCOVEriNG the HOSTES ......ccviiiiiieieieiere e 13
3.2.1 AU HOSE FEALUIE ...ttt ettt bttt anenne s 15
3.3 Configuring Polling INterval ... 16
3.4 FIrmware UPQGrade.......ccocoeiiiiiiieieesie ettt ns 18
3.5  Auto NOtify ConfIQUIATION .......coiiiiiiiiiiese s 23
3.6 ACCESSING ThE HOSL....c.oiiiiiic e 26
3.7  Essential Setup before Launching the Lenovo ThinkServer Partner Pack: ...27
3.8 Monitoring SUMMAry Details............cccooveiieiiiie e 28
3.8.1  Server INformation WIdgeL.........ocveiiiiiieiecece et 28
3.8.2 Device INFOrmation WIAQEL.........cceiiriiiiiieieieise s 29
3.8.3  HOSt ACHIONS WIAGEL ...ttt ettt et sre e 29
3.9 Viewing the MONItOr PAge .......ccoviiiiiiiiiieie e 31
N TR v 1= o [=T S = ISR 31
3.10 Accessing Inventory INfOrmation ..o 32
3.10.1 SYSEEM BOAI ....ccveeiiieciie ettt ettt b et e b e e 33
3.10.2 Extended POWEr Man@gEIMENT..........oouiiiieieiiisiisie sttt 33
3.10.3 EXIENAEA PrOCESSON ....vvcvieieeiieiie sttt sttt ettt ste s ettt esaeereenaesteareetenneenee e 33
3.10.4 EXIENARA SENSOI......eueiiieiietieieeie et ste st ee ettt st sb et e e st eseesessesbestesbeseeeeseeneeneenenreas 35
3.10.5 EXIENAEA MEMOIY ...ttt ettt 36
3.10.6 EXIENAEA FAN... .ottt 37
3.10.7 Extended POWET SUPPIY ....oo it s 38
3.10.8 Field Replaceable Unit (FRU)........cccoiiiiiiiiiiiiisie e 39
4 Error HaNAliNg.......c.oooiii et 40
5 APPENTIX A NOTICES ..ot 41

© Copyright Lenovo 2015 3



Lenovo ThinkServer Partner Pack for VMware vCenter User Guide

6 TradeMaATKS .. 42

© Copyright Lenovo 2015 4



Lenovo ThinkServer Partner Pack for VMware vCenter User Guide

Table of Figures

Figure 1: Web ClEent LOGIN SCIEEN .......c.oiieieiie ettt te e sna e ens 10
Figure 2: Web CHEeNt HOME PAJE ..o 11
Figure 3: Web Client Screen with Lenovo ThinkServer Partner Pack for VMware vCenter icon...12
Figure 4: Lenovo AULO DISCOVENY SCIEENMN ......c.ooiiiiiiiiiiiiiieiesiieiete sttt 13
FIgUre 5: AULO DISCOVEIY SCIEENM.......ciuiiieiteeiteeie st et eteesteeste s e st e e e s e e ste e e ssaesaeeteaseesteenaesnaesreeeeanes 14
Figure 6: AUt DiSCOVEIY HIStOrY SCIEEN........cciiivieiicie ettt ens 14
Lo O A AN (o I (0TS T =T o PSSR 15
Figure 8: Configuration Manager Navigation SCIEEN.........ccciiiiiiiriiiicieeie e 16
Figure 9: Custom Polling Configuration SCrEEN............cccueiiiiiiiiiiei e 16
Figure 10: Edit Polling Interval Dialog BOX.........cccoiiiiiiiiiiiieie s 17
FIgUre 11: Warning IMESSA0E ......c.veiueeieeieeteeiteaee st este et e steete st estaesessaesbe e bessaesaeesessaesteeneesneesraenennes 17
FIQUIE 12: SUCCESS IMBSSAUE ....uveivvevieeeeiieeteesteettesteete et e ste et e st estaessesseesbe e e s st e saaetesseesteeneeanaenraenennes 17
Figure 13: Firmware Upgrade for SAMDa ..........ccccoveiiiiiiicic e 18
Figure 14: Firmware Upgrade fOr NFS........cooiii e 19
Figure 15: Firmware Upgrade fOr TETP ... 20
Figure 16: Firmware information CONFIMM .........ooiiiiiiiiiieie s 21
Figure 17: choose host to Firmware UPGrade..........cceeveieeiieiieieesie e 21
Figure 18: Firmware Upgrade operation is SNOWEd............cccocieiieiiiieiicie e 21
Figure 19: Firmware Upgrade HIiStOrY VIBW ........cocoiiiiiicie et 22
Figure 20: SMTP CONFIQUIATION ......oviitiiiiiiieiieeee st bbbt 23
Figure 21: LDAP/AD CONTIGUIATION .....cuiiiiiiiiiiiieite ettt 23
FIQUIE 22 NOTITY SEELING ....eiveieeeeeeeiee bbbttt bbb 24
Figure 23: Enable auto NOtify FRALUIE ........cecoviiie e 24
Figure 24: Disable auto NOtITY TRALUIE .........cccuiiiiii e 25
Figure 25: Web CHENt Tah SCIEEN........icieiiece ettt sttt e sre e ens 26
Figure 26: VMware IPMI/iLO Settings for Power Management SCreen .........cccoveveveneneniesieeinennns 27
Figure 27: Lenovo ThinkServer Partner Pack for VMware vCenter Widgets on Summary Screen .28
Figure 28: Server INformation WIAQeL.........couiiiiiiii s 28
Figure 29: Device INformation WIAQeL.........ccooieiiiiiiccecce e 29
Figure 30: HOSt ACIONS WIAQEL .......ooiieiiieiie ettt e e s 29
Figure 31: ThinkServer Weh Page SCreeN...........ooiuieiiiii ettt 29
Figure 32: ThinkServer CONSOIE SCIEEN .........cuiiiiiiiiieii et 30
Figure 33: MONITOr TaD SCIEEN .......ccuiiiiiiieieee ettt bbbt 31
Figure 34: EXIENTE SEL SCIEEM ..ottt bbbt 31
Figure 35: Lenovo ThinkServer Partner Pack for VMware vCenter Inventory Screen .................... 32

© Copyright Lenovo 2015 5



Lenovo ThinkServer Partner Pack for VMware vCenter User Guide

Figure 36:
Figure 37:
Figure 38:
Figure 39:
Figure 40:
Figure 41:
Figure 42:
Figure 43:
Figure 44:
Figure 45:
Figure 46:
Figure 47:

SYSIEM BOAIA SCIEEN......ccueiiiieiieie ettt sttt besneenreas 33
Extended POWeEr ManagemeNnt...........c.coveiiiiieiieie e seesie s ste e ve e sne e snee e 33
EXIENCEU PrOCESSON SCIBEN ...eiviiiieiieiieite sttt bbbttt bbb 34
EXIENAEU SENSOT SCIEEN. .....iviiiieiieie ittt bbbttt 35
SENSOr DESCIIPLION SCIEEN........ciiiiiiitiiti ettt bbb 35
EXtended MEMOIY SCIEENM .....cviiieie ettt sttt sttt steeneesre e e e 36
MEMOTY DELaIlS SCIEEM ...t 36
EXIENCEU FAN SCIEEMN .....cviiiiiiiiiieiee bbbt 37
Fan DELailS SCIEEM.......uiiiiiiiiiieee bbbttt 37
Extended Power Supply of IVB Model HOSES SCreen..........coevveieieeieiiecee e, 38
Extended Power Supply of Grantley Model HOStS SCreen.........ccoeveieiiieniiiniciciene 38
FRU SCIBEN. ..ottt ettt et e et e e s be e et e e abeeenee e 39

© Copyright Lenovo 2015 6



Lenovo ThinkServer Partner Pack for VMware vCenter User Guide

1 Introduction
1.1 Purpose

The purpose of this guide is to explain the processes involved in monitoring and managing Lenovo
ThinkServers through the Lenovo ThinkServer Partner Pack for VMware vCenter.

1.2 System Overview

The Lenovo ThinkServer Partner Pack for VMware vCenter provides detailed system information
about the Lenovo ThinkServer hosts in the VMware virtualized environment. The information
includes extended inventory and status information about processors, memory, fans, temperature
sensors, and more. It also enables additional capabilities such as launching a remote console or the
Lenovo ThinkServer System Manager interface, and firmware upgrade. It can be used to manage
any ESXi host that is managed by a vCenter Server.

The Partner Pack integrates into vCenter by using the open plug-in architecture and allows “one
pane of glass” management for the virtualized environment.

1.3 Key Features and Benefits

The features of the Lenovo ThinkServer Partner Pack for VMware vCenter are as follows:

e The Auto discovery of Lenovo Hosts in a Data center feature enables you to easily identify all
the ESXi hosts and BMC IPs and to add multiple hosts to the vCenter in a single click.

e The Custom polling interval configuration overrides the default vSphere Web Client polling
interval value and allows you to quickly acquire the health of inventory.

e The Link and Launch options at Host Actions widget launches ThinkServer’ s Lenovo
ThinkServer System Manager page & Console of the server.

e Firmware Upgrade entries provide a wizard for user to upgrade the firmware of servers’
components, including BIOS, BMC and LEPT.

e The Lenovo ThinkServer Partner Pack for VMware vCenter:

o Provides details for inventory and alerting of Lenovo hosts within the vSphere Web Client
page and recommends or executes the vCenter actions based on the Lenovo server events.

o Displays detailed information of Lenovo servers at the vSphere Web Client host level.

o Displays server information including Host Name, Lenovo ThinkServer System Manager IP,
BIOS Version and Lenovo ThinkServer System Manager version under Web Client
Summary Page for each host.

o Provides inventory of the detailed server information including FRUs, Memory, System
board, Fan, Sensor, Power Supplies and Processors are available under the Manage >
Settings > Hardware option.

o Contains the System Event Log that provides the detailed System Event Log (SEL) entries
that can be filtered based on the alert type and severity type. The Clear Log link clears the
accumulated system event logs. The Export Log link exports system event logs into a file.
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Notice: when TSM NIC Selection of BIOS is configured as Shared NIC Port, all features of
this plugin are not available.

1.4 User Roles and Responsibilities

To access the Lenovo ThinkServer Partner Pack for VMware vCenter, the user should be logged on
to the VMware vSphere Web Client. The Partner Pack works closely with the vCenter provided
role-based security access. vCenter classifies these roles into three categories:

Role Responsibilities
Administrator- The vCenter ¢ Runs the setup wizard
administrator role maps to this

e Edits the password database
category

e Uses the properties link to edit properties

e Accesses the Lenovo ThinkServer Partner
Pack for VMware vCenter at homepage.

e Firmware Upgrade.

Table 1: vCenter Roles and Responsibilities
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2 Installing Lenovo ThinkServer Partner Pack
for VMware vCenter

Run the LenovoThinkServerPartnerPack.exe installation file from the installation package
and follow the prompts. The installation wizard installs the Lenovo ThinkServer Partner Pack for
VMware vCenter at the desired location and easily registers to vCenter / VCSA (vCenter Server
Appliance) through an HTML application, which is integrated along with the Partner Pack
installation component. For detailed information on Installing Lenovo ThinkServer Partner Pack for
VMware vCenter, refer to the installation guide.
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3  Working with Lenovo ThinkServer Partner
Pack for VMware vCenter

This section explains navigation of Web Client, which helps users to understand the Web Client Ul
and its functionalities.

3.1 Navigating to Web Client

1. Open the browser and enter the URL https://\VVcenterIP:Port/vSphere-client. For instance,
https://10.12.13.25:9443/vSphere-client

2. Enter the username and password for the Web Client. If you do not have the credentials, contact
the Administrator and receive the authentication information to log on to Web Client.

3. Click Login.

File Edit _\{_igw ngoritgs quis ,ﬁe,lp,

v Favorites | 5l @] Suggested Sites v @] Web Slice Gallery v

(&) vSphere Web Client

User name: _ VMware vSphere Web Client
]

Password:

Done € Local intranet | Protected Mode: Off fa v R100% ~

Figure 1: Web Client Login Screen

4. After the successful login, you will be directed to the home page.

3.1.1 Home Page Screen Elements

The Home page displays the following sections:
e Inventories

e Monitoring

e Administration

© Copyright Lenovo 2015 10
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The left navigation pane of the Web Client Home page displays the following tabs:
e Home

e vCenter

e Rules and Profiles

e vCenter Orchestrator
e Administration

e Tasks

e Log Browser

e Events

e Tags

e New Search

e Saved Searches

|@v5phereWEbCI|ent ‘7| - v [ o= v Pagev Safety~v Tools~ @@~ E

vmware' vSphere Web Client # @ U | Administrator@VCENTER | Help v |

[~ x| 4 Home
(} Home J Home |

[ venter 3| Inventories

Iﬁ Rules and Profiles >

d vCenter Orchestrator > ‘_J DZQ ‘ %

Administration > vCenter Hosts and VMs and Storage Networking vCenter
Clusters Templates Orchestrator
Tasks

|& Log Browser Monitoring
[T Events

o Tas El B £ T &

€, New Search Task Console Event Console Host Profiles VM Storage Customization
Profiles Specification
E Saved Searches Manager

Administration

H R &

Roles Licensing vCenter
Solutions
Manager

Customization Specification Manager

B watch How-to Videos

Figure 2: Web Client Home Page
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5. Once the Lenovo ThinkServer Partner Pack for VMware vCenter is installed and registered you
can find the Lenovo ThinkServer Partner Pack icon in Administration section.

vmware* vSphere Web Client A @ Updatedat239PM Q) | Administrator@VCENTER ~ | Help =
E| X (i} Home -
vome|
[F) vCenter 5| Inventories
[ Rules and Profiles > )

! _ ) )
() vCenter Orchestrator > _Jj I];Q ul! % E y o
Administration > vCenter Hosts and VIS and Storage Networking vCenter

Clusters Templates COrchestrator
v Tasks
ITI vCenter
| Log Browser Monitoring
T Events
v | Cu [

&7 Tags v Q_. j_‘ |_k 5
@, New Search > Task Console Event Console Host Profiles VM Storage Customization

Profiles Specification
E Saved Searches > Manager

Administration

KR & | O

Roles Licensing vCenter Lenova
Solutions ThinkServer
Manager Partner Pack

H Watch How-to Videos

Figure 3: Web Client Screen with Lenovo ThinkServer Partner Pack for VMware vCenter icon

6. Click the Lenovo ThinkServer Partner Pack icon.
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3.2 Auto Discovering the Hosts

To use the Auto Discovery feature, perform the following steps:

1. On the Web Client home page, under Administration section, click the Lenovo ThinkServer
Partner Pack icon.

2. The Auto Discovery page is displayed.

vmware" vSphere Web Client # @ U | roct@iocalos > 1 Heip ~ | (R
4 Home D X AutoDiscovery ) §
Administration Discovery | History ~ [2] Recent Tasks O -
~ Access Control X

Host ' BMC IP Address & 4 Optional BMC Range @ All Running Failed
Roles
Fram o .o o .o
~ Licensing
Licenses Ta o .o o .o
Reports
vizenter Server Extensions
~ Lenovo ThinkServer Partner Pack
Configuration Manager
iy Tasks = hore Tasks
Firmwrare Uparade
- A
Firmware Upgrade List ULICATNARTE] S =
~ Configure Auto Notify
SMTP Canfiguration
LODAPAD Configuration
Add User Mail
Service Configuration
= ] alarms O

Figure 4: Lenovo Auto Discovery Screen

3. On the Auto Discovery page, in the Host/BMC IP Address section, at the From and To text
box, type the start range and end range of the host’s IP Address.

4. On using the Auto Discovery feature, you can perform several discoveries by submitting the
tasks to vCenter. The History tab will capture each auto discovery task and show the results.

(1) e Thediscovery is limited to only 2 subnets. You can search from X.X.0.0 to X.X.255.255
range. For instance, starting range from 10.90.0.0 to 10.90.255.255 is allowed.

(1) ¢ Youcan simultaneously discover both ESXi Host & BMC IP address if both are available
in a single subnet by choosing the Host / BMC IP Address range. If the BMC is in other subnet,
you can utilize the Optional BMC Range option to discover the BMC IPs in a Data center.

5. The Hosts with the given IP address range are listed.
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Auto Discovery

Discovery | History

Host/ BMC IP Address @ 4 COptional BMC Range @
From |192.153.222.150|
Ta |‘192.‘158.222.‘1QU|

Discover l [ Clear

ESXi host | BMC

[] Host BNC
] 192.162.222.152 MNA
[l 192.168.222 152 MNA

[ 4 Ada selected Host

Figure 5: Auto Discovery Screen

6. Select the hosts to be added and click Add Selected Host to add the host to vCenter. However,

if the host is already added then, the corresponding check box will be disabled to avoid adding
the same host again.

7. The History tab will show the past 30 days of Auto discovery history. Using the history tab,
you can also submit the Add host to vCenter.

Auto Discovery

Discovery | History

Task Status Start Time Completion Time v
LenovoAutoDiscTask "  Success 2212014 301 F 212142014 302 PM -
LenovodutoDiscTask " Success 21212014 1:06 F 2/21/2014 1:06 PM i
LenovoAutoDiscTask "  Success 220012014 646 F 2/20/2014 6:46 PM
LenovodutoDiscTask " Success 212002014 114 F 212002014 1:14 PM
LenovoAutoDiscTask «  Success 22002014 11:37 212002014 11:38 AM -
LenovoAutoDiscTask =

Status : Success

Criteria : Host/BMC IP Address
From: 192168222150
To: 192168222190

ESXihost | BMC

[] Host BMC
[] 192168222 152 MNA
[ 192168222 158 MA

Figure 6: Auto Discovery History Screen

© Copyright Lenovo 2015 14



Lenovo ThinkServer Partner Pack for VMware vCenter User Guide

3.2.1 Add Host Feature
e The Add Host feature

o Enables you to add multiple hosts in a single click.

o Collects each ESXi’s username & password to discover the BMC IP address.

o Enables you to select the location where the host needs to be added, such as Data center,

Cluster or Folder.

e The License select/Add option provides the flexibility to either select the proper license or enter

valid license.

e Once the necessary details are captured, the Partner Pack will submit the Add host tasks to the
Native vCenter task manager, you can easily view the progress of add host in the Task manager.

Add Host

X

Host User Name Password BMC Location License

192.168.8.198 Select Location - Select License Key
192.168.0.144 Select Location v Select License Key
192.168.0.209 Select Location v Select License Key

Important : Before adding host to vCenter, incomplete / error rows must be removed.

Figure 7: Add Host Screen
(1) The following details should be noted to Add Hosts to vCenter.

Lockdown Mode

E addHostto vCenter | | 3¢ Remove

e You have to enter a correct user name and password of ESXi host to fetch the BMC IP

address.

o |f there is no “Data center” or “Folder” created, you will receive a pop up to create Data

center at the vCenter before proceeding with Add host option.

¢ [f you do not have a valid license, then you can still use the evaluation version of ESXi host

to add it to vCenter.

e If the evaluation license is expired, Add host feature’s license field will be disabled; you
cannot select the “expired licenses”. Choose a “Valid License or key-in a new License to

proceed with Add host.

e Add host feature verifies that the host is not already being managed. If the host is already
being managed by another vCenter Server system, Add host feature displays a note at the

bottom of the screen and a warning icon at the Host column.

© Copyright Lenovo 2015
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3.3 Configuring Polling interval

The Lenovo ThinkServer Partner Pack for VMware vCenter provides the flexibility to configure the
polling interval for the Lenovo inventory pages. You can configure from 30 seconds to 3600
seconds in the Polling Configuration page. The configured polling interval will override the default
polling interval of native vCenter, this helps you to obtain the quick notification of health status and
alerts of Lenovo inventories.

To configure the polling interval perform the following steps:

1. Under Lenovo ThinkServer Partner Pack for VMware vCenter sections, in the left pane, click
Configuration Manager.

vmware: vSphere Web Client # & Undated at 956 4 ©) | root@localos ~ | Help = |

4 Home Lo § Lenovo Configuration Manager

Administration

" . * 2] Recent Tasks
Polling Configuration -
= Access Control Edit

Al Running Failed
+ LenovoAutoDiscTask
[ localhost

Roles Palling Interval {in seconds)
- Licensing
Licenses
Repors
+ Solutions
vGenter Server Extensions
= Lenovo ThinkServer Partner Pack
Configuration Manager
Auto Discovery
Firmware Upgrade
Firrmware Upgrade List
+ Configure Auto Hotify Wiy Tasks = Mo Tasks_
SMTP Configuration
LOARAD Configuration
Add User Mail

~ | # Work In Progress (]

Setvice Gonfiguration

Figure 8: Configuration Manager Navigation Screen

Lenovo Configuration Manager

Polling Configuration

Polling Interval (in seconds): 30

Figure 9: Custom Polling Configuration Screen
2. On the Lenovo Configuration Manager page, in the Polling Configuration section, click Edit.

3. In the Edit Polling Interval dialog box, enter a valid time interval in seconds and click Save.
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Edit Polling Interral 3

Paolling Interval (in seconds) : 20 =

[ Save ] [ Cancel ]

Figure 10: Edit Polling Interval Dialog Box

4. You can enter a value from 30 to 3600 seconds in polling interval. If you try to enter beyond
this limit, a Warning message is displayed.

Warning

Please provide values between 30 to 3600.

Figure 11: Warning Message

5. The Polling interval is configured successfully message is displayed once the correct value has
been entered and saved.

=
Success

Folling interval saved successfully.

Figure 12: Success Message
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3.4 Firmware Upgrade

The Lenovo ThinkServer Partner Pack for VMware vCenter can upgrade the firmware of serves’
components, including BIOS, BMC and LEPT..

1. On the left navigation pane, click on Firmware Upgrade.

2. Specify the location of firmware bundle file, a Samba, NFS or TFTP server can be used here.
Input necessary information, user name, password etc., click Next. (RQ750 can support only
TFTP)

vmware: vSphere Web Client #® @&

4 Horme ¥ X  Firmware Upgrade
Administration Protacal | Samba(CIFS) | =
» Access Control
Usernarne; | |
Roles
. ] Passwaord: | |
+ Licensing
Licenses IP Address: o o o 0 |
Repaorts Bundle Path: | |

o T Bundle Filename: |

vCenter Server Extensions
» Lenovo ThinkServer Partner Pack
Caonfiguration Manager

Auto Discovery

Firrmare Upgrade

Firrmware Upgrade List

» Configure Auto Motify
SMTP Canfiguration
LOAPIAD Configuration
Add User Mail

Service Configuration

Figure 13: Firmware Upgrade for Samba

For Samba service Username, Password, IP Address, Bundle Path, Bundle Filename is necessary.
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vmware: vSphere Web Client # @&

4 Home ¥ X  Firmware Upgrade
Administration Protacal: (WES B
» Access Control
LIsarname:

Roles

. _ Password:
+ Licensing

. IP Address: L |

Reports Bundle Path: | |
+ Solutions

Bundle Filename:; | |

vCenter Server Extensions
~ Lenovo ThinkServer Partner Pack
Configuration Manager

Auto Discovery

Firmware Upgrade

Firrrweare Lpgrade List

» Configure Auto Motify
SMTP Configuration
LDARIAD Configuration
Add Lser ail

Service Configuratian

Figure 14: Firmware Upgrade for NFS

For NFS service IP Address, Bundle Path, Bundle Filename is necessary.

© Copyright Lenovo 2015 19



Lenovo ThinkServer Partner Pack for VMware vCenter User Guide

vmware® vSphere Web Client #® &

4 Home ¥ X Firmware Upgrade
Administration Protocal: (TFTP [+
- Access Control
sernarme:
Roles
] ] Password:
- Licensing
T IP Address: I |
Repaorts Bundle Path:

+ Solutions Bundle Filename: | |

vzenter Server Extensions
» Lenovo ThinkServer Partner Pack
Caonfiguration Manager

Auto Discovery

Firmmware Lipgrade

Firmware Upgrade List

» Configure Auto Notify
SMTF Configuration
LOAPIAD Configuration
Add User Mail

Service Configuration
Figure 15: Firmware Upgrade for TFTP

For TFTP service IP Address, Bundle Filename is necessary.

3. Firmware information, type, version etc., will be displayed, click Next. (RQ750 only support
Bios and BMC upgrade)

vmware® vSphere Web Client #® @

4 Home Lo Firmware Upgrade
Administration
~ Access Control
Bundle Filename: tam_w115-65376.bin
Roles
Firmware Type: LG_BMC
« Licensing
X Firmweare YWersion: 1.168.65376
Licenses
Reports Firrrmwcare Comment: DEVICE_MAME:BMC
MOTE:BMC w1.15 65376 firmware image 4R1T platforms
~ Solutions

vizenter Server Extensions

+ Lenovo ThinkServer Partner Pack

Configuration Manager

Auta Discovery

Firrmweare Lpgrade

Firrmware Upgrade List
Configure Auto Motify
SMTF Configuration

LDAPIAD Configuration Flest

Add User Mail

4

Service Configuration
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Figure 16: Firmware information confirm

4. All 5™ generation host monitored will be listed, choose one or more hosts and click Upgrade.

vmware® vSphere Web Client # &

4 Hame ) X Firmware Upgrade

Administration Upgrade Server List

~ Access Control

wCenter Server Extensions

Configuration Manager

Auto Discovery

Firmware Upgrade List

~ Configure Auto Notify
SMTP Configuration
LDAPIAD Configuration
Add User Mail

Service Configuration

Figure 17: choose host to Firmware Upgrade

5. Information about current operation will be displayed.

vmware* vSphere Web Client #® @

Firmware Type: LG_BMC
Roles
Firrryare Wersion: 11565376
~ Licensing
Licenses [ AL Host IP Address
REEais O 192.168.2.144 192.168.8.149
~ Solutions 1921688119 192.168.8.191

~ Lenovo ThinkServer Partner Pack Upgrade

Status

BMC does not support upgrading

4 Home ¥ X Firmware Upgrade
Administration Firmware upgrade operation is hegan in hackground
- A Control
ceess Lantro Bundle Filename tsrm_v115-B5376 bin
Roles
Firrmware Type: LG_BMC
= Licensing
Firrmvare Wersion: 1.15.65376
Licenses
Reporis Host IP Address
~ Solutions 192.168.8.144 192.168.8.149

wCenter Sener Extensions

Lenovo ThinkServer Partner Pack

1

Caonfiguration Manager

Auto Discovery

Uparade

Firmware Upgrade List

Configure Auto Notify

1

SMTP Configuration
LOARIAD Configuration
Add User Mail

Service Configuration

Figure 18: Firmware Upgrade operation is showed

Yersion

1.661423
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6. On the left navigation pane, click on Firmware Upgrade History to view all upgrade history
including the status of current upgrade operation.

vmware* vSphere Web Client # @ Ul
4 Home '@ p § Firmware Upgrade List
Administration Current Firmware Upgrade:
~ Access Control
Host Type Version Status Begin Time
Roles
192.168.8.144 LG _BMC 11565376 Pending 2015-01-07 07:50:00
~ Licensing
Licenses
Repors Firrmware Upgrade Histary
~ Solutions Host Type Version Status Finished Time
vCenter Server Extensions 192.168.8.144 LG_LIND 144 Succeed 2014-12-30 07:48:36

~ Lenovo ThinkServer Partner Pack
Configuration Manager
Auto Discovery

Firmware Upgrade

Firrmware Upgrade List

4

Configure Auto Notify
SMTPF Configuration
LOAPIAD Configuration
Add User Mail

Service Configuration

Figure 19: Firmware Upgrade History View

About RQ750 BIOS upgrade, Partner Pack will not check the version in the upgrade process,
So the BIOS bundle file which is lower than the current version of the BIOS can also be upgraded,

The reason is that Partner Pack is unable to get the bundle file's verison by RQ750's BMC.
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3.5 Auto Notify Configuration

Auto Notify feature will scan all the firmware version of 5 servers monitored by vCenter, and if it
has detected that a firmware should be upgraded, users will be notified via mail.

1. On the left navigation pane, click on SMTP Configuration under Auto Notify Configuration.
Specify the IP address and port of SMTP server used to send mails.

SMTP configuration ()

Server IP: [192 188 8 & |

Server Port; |25 |

Figure 20: SMTP configuration

2. Click LDAP/AD configuration to specify IP address, port and domain of LDAP or AD server
used for retrieving mail address of users.

LDAP/AD configuration ()

Protacol: D LDaP

Server I |192.168.8 . 142

Domain: |testdomain.com

User Mame: |adm|mstrator

Password: |M

Figure 21: LDAP/AD configuration
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3. Click Add User to add user that should be notified, the corresponding mail address will be
displayed. Check Auto Notify for auto notification, and check Upgrade Complete for
notification after upgrade.

vmware* vSphere Web Client f & U | root@localo

'+ ' X Notify Setting

Administration

~ Access Control
User Configuration:

Roles

Liser Mame:

~ Licensing Il I [ Add User ]

Licenses
RS User List
+ Solutions Select User ID Display Hame Mail Address Upgrade Complete  Auto Notify

¥Canter Server Extensions O usert userl esmpro@mail.esmmailsy 7 ™
~ Lenovo ThinkServer Partner Pack

Canfiguration Manager

Auto Discovery
Firrmweare Upgrade
Firrmweare Upgrade List
Configure Auto Notify

SMTP Configuration
LDARAD Configuration

4

Add User Mail

Service Configuration

Figure 22: Notify setting

4. Click Enable/Disable Auto Notify, click Enable button to enable auto notify feature, click
Disable button to disable auto notify feature.

wCenter Info

yzenter User:

yenter Passward:

Figure 23: Enable auto notify feature
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Disable auto notify.

Are you sure to disahle auto notify?

[ Ok ][ Cancel ]

Figure 24: Disable auto notify feature
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To access the Host:

3.6 Accessing the Host

The Lenovo ThinkServer Partner Pack for VMware vCenter works with each Host.

6. On the left navigation pane, click on vCenter.

Select Data Centers > Clusters/Hosts.

7
8. Select the Host IP/Name to get the Partner Pack widgets/settings.
9. The Web Client Tab Screen is displayed.

vmware: vSphere Web Client # @ Updated at 3:03PM {) | Administrator@VCENTER = | Help =
<1'_‘ vCenter v| X | [ VCENTER | Actions ~ X
B & 8 e J Getting Started | Summary  Monitor  Manage Related Objects * [2] RecentTasks ==
~[faLDC What is vCenter Server? | A | unming Falee
» EJFolder ¢ + LenovoAutoDiscTask -
vCenter Server allows you to manage _‘J VCENTER
3 @ Cluster multiple ESX/ESXi hosts and the virtual
~[J Cluster 1 machines Ut” them. E'F’CEUSE; thess cent @ Check new natifications
) environments can grow very large, vCenter
[B192.168.222.158 (discol Server provides useful managementtools [ VCENTER
(3 Chinese0S (disconnect like the ability to organize the hosts andvirtual Queued
. | machines into clusters with vSphere DRS —
R B%:f::;;;f;,jfmmwe' and vSphere HA. Multiple vCenter Server //\ @ check new notifications
-222. systems can be managed by the vSphere _
Web Client so that their individual inventories ” & veeNTER
can be presented and managed under one { Queued
pane of glass”. ® Check new natifications
~
Any vCenter Server systems for which you e [ VCENTER
have privileges and that have been registered vienter Server Queued
with the Lookup Service, or added manually
with the vCenter Registration Toolin the @ Check new natifications -
Administration section, will appear in your
inventory to th left My Tasks = Mare Taskaa.:E
Basic Tasks Explore Further ~ # WorkIn Progress =
pe
Learn more about folders Add Host a9
Learn about datacenters © AddHost (18)
] & v ] G @ AddHost (17) M
Figure 25: Web Client Tab Screen
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3.7 Essential Setup before Launching the
Lenovo ThinkServer Partner Pack:

Ensure to update the Lenovo ThinkServer System Manager IP (BMC IP), user name, password for
each host before launching the Partner Pack. To update them, perform the following steps.

This configuration is enable on VSCA 6.0 only, The Edit button will be disabled on VSCA 5.1/5.5

system.

1. Navigate to Web Client’s Manage > Settings > Hardware > Extended Power Management

screen.

2. Click Edit to enter the ILO / BMC / Lenovo ThinkServer System Manager details.

3. Click Clear to delete the extended power setting.

@ 192.168.8.144 Actions ~

Getting Started  Summary  Maonitor | Manage | Related Objects

il
|<

Seftings | Metwarking | Storage | Alarm Definitions | Tags | Permissions

4
Power Management
PCl Devices

System Board

Extended Power [ Edit ] [ Clear ]
Management

Extended Processor
Extended Sensor

Extended Memory
Extended Fan

Extended Power Supply  |::
FRU

Extended Power Management

192.168.8.201
FEFD:FCFAFBFC
lenava

Figure 26: VMware IPMI/iLO Settings for Power Management Screen
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3.8 Monitoring Summary Details

The Summary page displays the entire system details, such as Server Model, Type, Number of
Processors, Count of NICs, Number of Virtual Machines, State of the Server, CPU details, Memory
details and Storage details, in the form of widgets.

Widgets such as Hardware, Fault Tolerance, Related Objects, Configuration, Tags, and Licenses are
displayed by default.

After installation of Lenovo ThinkServer Partner Pack for VMware vCenter, Server Information
related Widgets, Host Actions and Device Information details are displayed. These widgets provide
the detailed data for each host respectively.

~* Server Information ~* Device Information
HostName 192.168.222.152 BIOS Wersian V2.02
Fower Status Pawered On HostIP 192.168.222 152
TSM IPV4 192.168.222.160
VM Information TSM Version 1.3
VM Name VM Version Status
~* Host Actions
Innaotest machine 08 Powered On
windows223 08 Powered On Launch TSM

Launch Hast Console

Figure 27: Lenovo ThinkServer Partner Pack for VMware vCenter Widgets on Summary Screen

3.8.1 Server Information Widget

The Server Information widget displays details related to Host Name, Power Status of Host, and
VM information such as VM Name, VM Version and Status of each VM. This screen gives an
overview of a Host where one or multiple VMs are running.

~ Server Information
Host Mame 192.168.222.15

M

Fower Status Powered Or

3

VM Information

VM Name VM Version Status
Innotest machine 08 FPowered COn
windows223 og Fowered COn

Figure 28: Server Information Widget

Power-On Feature:

¢ Inthe Power Status field, the Power on link is enabled if the server is powered off.

e Click on the Power On link and the server gets powered on by using BMC information.

e Once the server is powered on and registered with vCenter, the Power Status field is updated.
The status updation may take several minutes.
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3.8.2 Device Information Widget

The Device Information widget displays details such as BIOS Version, Host IP, Lenovo
ThinkServer System Manager IPV4, Lenovo ThinkServer System Manager Version and so on.

* Device Information O
BICQS Yersion 462013

Host MameilP 192.168.3.153
TSM P4 192.168.8.191
TSM Yersion 1.10

Figure 29: Device Information Widget

3.8.3 Host Actions Widget
The Host Actions widget displays the link to:

e Launch Lenovo ThinkServer System Manager- Clicking the link opens the Lenovo
ThinkServer System Manager page. You can access the Lenovo ThinkServer System Manager
web page by providing proper login id and password. If you do not have one, contact your
Administrator to get the authentication details.

* Host Actions m}

Launch TSM

Launch Host Consale

Figure 30: Host Actions Widget

6 Remote Management Controlter - Windows Internet Explorer I o i i)
Gallery =

& ThinkServer Management Module

Figure 31: ThinkServer Web Page Screen
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e Launch Host Console: On clicking Launch Host Console, the viewer.jnlp file will be
prompted; you can save it on the disk or click Open. Java webstart will launch the console.

If you do not have Java Web Start, the file may not open with the associated application. Ensure
that the system is updated with JRE 7.0 or above.

(W] video Viewer -
File View Macros Tools Power Help

VMuare ESXi 5.1.8 (VMKernel Release Build 799733)

LENOVOD

2 x Genuine Intel(R) CPU @ 1.68GHz
28 GiB Memory

Dounload tools to manage this host from:
http://LenovoRD530/
http:// ¢ (STATIC)

Kl

] [v]

|

192.168.222.162| | lenovo || 30.0 fps || 3.281 Kbis

Figure 32: ThinkServer Console Screen
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3.9 Viewing the Monitor Page

The Monitor page will be updated with Extended SEL tab after the successful completion of
Lenovo ThinkServer Partner Pack for VMware vCenter registration.

Summary | Monitor | Manage Related Objects

Issues | Performance | Storage Reports | Tasks | Events | Hardware Status | Log Browser | Extended SEL

Figure 33: Monitor Tab Screen

3.9.1 Extended SEL

Once the Extended SEL is selected, the information related to Events, Sensor Type, Severity and
Time is displayed. This helps you to identify and fix the critical issue which has occurred on the
server. Since the extended SEL works through out of band functionality, the server alerts are sent
even if the system is in panic situation.

Extended SEL provides additional information like severity. You can easily identify the critical or
fatal incidents by using the filter. SEL filter shows the data based on the keyword entered in the
filter screen.

There are three types of severities with extended SEL:

e Info — This gives the information of changes which has occurred on the server. It could be your
event log cleared info, time stamp changed info, etc.

e Warning — This gives the alerts for some components which are going to fail. For instance, if
the power supply threshold is exceeded, then the warning message will be displayed.

e Failed — This enables users to understand the fatal / critical events which have occurred on the
server.

Summary | Monitor | Manage Related Objects

Issues | Performance | Storage Reports | Tasks | Events | Hardware Status | Log Browser | Extended SEL

Clear Log a

Time Severity Sensor Type Events

9/8/2013 07:40 PM Info EventLogagingDisabled Assert + Event Logaing Disablec
9/MB/2013 07:46 PM Info SystemEvent Assert + System Event Timestan
9/18/2013 07:46 PM Info SystemEvent Assert + System Event Timestan
9MB8/2013 11:20 PM Failed PowerSupply Assert+ Power Supply Power SL
9/18/2013 11:20 PM Failed PowerSupply Deassert + Power Supply Power

Figure 34: Extended SEL Screen

Extended SEL providing export feature, click Export Log to export all or specified time range of
extended logs into a file.
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3.10 Accessing Inventory Information

All the inventory related information is available under the Manage page. Lenovo ThinkServer
Partner Pack for VMware vCenter has added following pages under VMware Webclient’s Manage
Page.

Navigate through Manage > Settings > Hardware to find the Lenovo ThinkServer Partner Pack
for VMware vCenter Inventory information.

System Board

Extended Processor

Extended Sensor
Extended Memory
Extended Fan

Extended Power Supply
FRU

Figure 35: Lenovo ThinkServer Partner Pack for VMware vCenter Inventory Screen

The inventory information of the following components can be retrieved:
e System Board

e Extended Processor

e Extended Sensor

e Extended Memory

e Extended Fan

e Extended Power Supply

e Field Replaceable Unit
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3.10.1  System Board

The System Board displays the Host’s Manufacturer, Model Number and UUID.

Settings | Networking | Storage

“

Alarm Definitions | Tags | Permissions

System Board Details

» Virtual Machines Manufacturer

» System Model

+ Hardware uuID 20202020-2020-2020-2020-202020202020
Processors
Memory

Power Management

PCI Devices

Figure 36: System Board Screen

3.10.2

The Extended Power Management screen setting the information of BMC from the VSCA
version 6.0. This function will be disabled when the version of VSCA older than 6.0.

Extended Power Management

Setlings | Storage | Metworking | Alarm Definitions | Tags | Permissions

“ Extended Power M

v Hardware IP Address 192.168.8.201
Processors MAC Address FEFD:FC:FAFBRFC
Memory UserMame lenovo

Power Management
PCl Devices
Systemn Board
Management
Extended Processor
Extended Sensor
Extended Memory
Extended Fan
Extended Power Supply
FRU

Figure 37: Extended Power Management

3.10.3

The Extended Processor screen displays the data related to Processors Manufacturer Name, Model,
Speed, Description, CPU Cores, CPU Threads, Number of Processors and Over All Status etc.

Extended Processor
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“ Processor
+ Hardware * Manufacturer Intel
Processors hodel Genuine InteliR) CPU & 2.10GHz
Memory CPU Cores 4]
Power Management CPU Threads 12
PCIDevices Mumber of Frocessors 1
Owerall Status @ Mormal
Systemn Board
Extended Power Manufacture Name Speed Description Status
Management Intel CPU1 2.095 GHz Genuine InteliR) CPU @ 2.10GHz & Mormal

Extended Processor

Extended Sensor
Extended Memory
Extended Fan

Extended Power Supphy
FRU

1

Figure 38: Extended Processor Screen
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3.10.4

Extended Sensor

The Extended Sensor screen displays the data related to Sensor Count, Overall Status, Name,
Current Reading, Status and so on.

“

+ Hardware
Processors
Memory
Power Management
PCl Devices
System Board

Extended Power
Management

Extended Processor
Extended Memory
Extended Fan

Extended Power Supphy
FRU

Temperature Sensor

Sensor Count
Crverall Status

Name
Ambient Temp
CPUT DTS
CPUZ DTS

Exhaust Temp

Details of Ambient Temp

Marmal Maximum
Marmal Minirmurm
SensorMinimum Reading
Sensor Maximum Reading

Lower Critical

Settings | Storage | Metworking | Alarm Definitions | Tags | Permissions

4
@ Mormal

Current Reading Status

27°C @ Maormal
41°C @ Mormal
42°C @ Mormal
arec @ Mormal

-89 °C

ST

-1280C

127 °C

30

Figure 39: Extended Sensor Screen.

Each sensor also displays the details of threshold under the Detail section.

Details of SystemBoard 1 Inlet Amb Temp =
Marmal Maximum 38 C

Sensor Minimum Reading =128 °C

Sensor Maximum Reading 127 *C

Lower Critical 5°C

Lower Non-Critical 7°C

Upper Critical 41°C .

Figure 40: Sensor Description Screen

Note: The CPU DTS Margin reading is not an absolute temperature value in Celsius or Fahrenheit,
but actually an offset from the maximum CPU junction temperature. In other words, CPU DTS
Margin is the distance from the maximum operating temperature of the CPU.
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3.10.5 Extended Memory

The Extended Memory screen displays the details related to Memory Count, Over All Memory
size in (GB), Overall Memory Status, Name, Description, Manufacture, Type, Capacity, Serial
Number, Part Number, Bank Label and Max Memory Speed

“ Memory
+ Hardware * Memary Count 1
Processors Overall Memory Size 32cB
Memory Overall Memory Status @ Marmal
Power Management Name Description
PCl Devices CPU1_DIMMC1 CPLI1_DIMMCA
System Board
Extended Power
Management

Extended Processor

Extended Sensor
Details of CPU1_DIMMC1

Extended Memorny
Extended Fan o Manufacturer Samsung
Type DOR3
Extended Power Supply
Capacity 32.0GB
FRU
- Serial Nurmher 0050F7DF
] o 3 Fart Mumber MIBEEAGTOBMO-ChA -

Figure 41: Extended Memory Screen

On selecting the Memory module, more details of memory like Manufacturer, Type of DIMM’s, etc.
is displayed in Detail section.

Details of CPU1_DIMMAA1

Manufacturer Samsung

Type DDR3

Capacity 4.0 GB

Serial Number 22309819

Part Mumber M393B5270DHO-YKD
Bank Label CPU1_BAMKD

Max Memory Speed 1600 MHz

Figure 42: Memory Details Screen
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3.10.6 Extended Fan

The Extended Fan screen displays the data related to Fan Count, Overall Fan Status, Rotational
Speed, Active Cooling, Control Mode, Status, Lower Critical, Lower Non Critical, Lower Non
Recoverable and Normal Maximum and so on.

“ Fan

« Hardware *' FanCount f
Processors Owerall Fan Status @ Marmal
Memory Hame Rotational Speed Active Cooling  Control Mode Status
peeiianagement Far 1 1386 RPM 9 Norrnal
HEEEES Fan 2 1323 RPM 9 Nomal
SEtmEeay Fan 3 1386 RPM 9 Nomal
:ﬂ’:ﬁ:;::'nz:twe’ Fan 4 1323 RPM @ normal

Fan A 1277 BPh @ narmal M

Extended Processor
Extended Sensor Details of Fan 1 -
Extended Memory . Lowver Critical B30 RPM

" Narmal Maximum 12411 RPM
Extended Power Supply Mormal Minimurm 8757 RPM
FRU Sensor Maximurm Reading 16065 RPM

-

Figure 43: Extended Fan Screen

On selecting the particular fan, the details of thresholds are displayed on the detail section.

Details of FAN2-2 =
Lower Critical 2040 RPM
Lower Mon-Critical 2520 RPFM
Lower Mon-Recoverable 120 RPM
Normal Maximum 5760 RPM
Sensor Maximum Reading 12120 RPM

Figure 44 Fan Details Screen
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3.10.7  Extended Power Supply

The Extended Power Supply screen displays the details related to Power Supply Count, Overall

Power Supply Status, Name, Status and Reading.

192.168.222.158 = Actions ~

Summary  Monitor | Manage | Related Objects

|. Settings | Metwaorking | Storage | Alarm Definitions |Tags | Permissions .

a“ Power Supply
System Resource Allocatic* Power Supply Count 1
Security Profile COwerall Fower Supply Status @ Mormal
SYSIBLS WG Hame Status Description
© LLTITEDE PSU1 Status @ Normal PowerSupplyPresenceDetected
Processors
Memory
Power Management
PCI Devices
System Board
Extended Processor )
Hame Reading Status
Extended Sensor ) o
Power Reading 152 Watts @ MNormal

Extended Memory

Extended Fan

Extended Power Supply

FRU

i
4

Figure 45: Extended Power Supply of IVB Model Hosts Screen

|' Settings | Storage | Metwarking | Alarm Definitions | Tags | FPermissions |

" Power Supphy
Security Profile *| Power Supply Count z
System Swap Cwerall Power Supply Status @ Mormal
 Hardware
Processors Hame Reading Status
Memony PEL1 Power 56 Yatts @ Mormal
Power Managerment FSUZ Power 3 Watts @ Hhormal
PCl Devices
System Board
Extended Power
Management

Extended Processor
Extended Sensor
Extended Memory
Extended Fan

Extended Power Supply

FRU

Figure 46: Extended Power Supply of Grantley Model Hosts Screen
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3.10.8  Field Replaceable Unit (FRU)

The Field Replaceable Unit (FRU) screen displays the data related to FRU. This data is displayed
in tabs. On clicking Product tab, the product details are displayed. Likewise, Chassis and Board
component also displays the respective information.

Settings | Storage | Networking | Alarm Definitions | Tags | Permissions

“ FRU
Security Profile *l FRU Count 1
System Swap component FRU Size 512 Bytes
gataiware Product | Chassis  Board
Processors
Memory Hame Yersion Model Number Serial lumber  Manufacturer Asset Tag  Extra
RDESD FFFFFFFFFF oooooooooooont LEMON G
Power Management
PCl Devices
System Board
Extended Power
Management

Extended Processor
Extended Sensor
Extended Memory
Extended Fan

Extended Power Supphy
FRU

Figure 47: FRU Screen.
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4 Error Handling

The common error messages captured in Lenovo ThinkServer Partner Pack for VMware vCenter
are:

e Host unreachable. Please verify vCenter host status.
e Unable to connect to the host. Please try again later.

e IPMI/ILO Settings for Extended Power Setting is not configured. Configuration should be done
under section System, Power Management.

e Unable to retrieve the data. Refer to the server log.

e Unable to retrieve information from the server. Refer to the server log.
e Connection errors. Refer to the server log.

e Unable to retrieve data from the host. Refer to the server log.

e Matching content “ - “ Not Found.

e Host IP is not set. Refer to the server log.

© Copyright Lenovo 2015 40



Lenovo ThinkServer Partner Pack for VMware vCenter User Guide

5 Appendix A. Notices

Lenovo may not offer the products, services, or features discussed in this document in all countries. Consult
your local Lenovo representative for information on the products and services currently available in your area.
Any reference to a Lenovo product, program, or service is not intended to state or imply that only that

Lenovo product, program, or service may be used. Any functionally equivalent product, program, or service
that does not infringe any Lenovo intellectual property right may be used instead. However, it is the user's
responsibility to evaluate and verify the operation of any other product, program, or service.

Lenovo may have patents or pending patent applications covering subject matter described in this
document. The furnishing of this document does not give you any license to these patents. You can send
license inquiries, in writing, to:

Lenovo (United States), Inc.

1009 Think Place - Building One
Morrisville, NC 27560

U.S.A

Attention: Lenovo Director of Licensing

LENOVO PROVIDES THIS PUBLICATION “AS I1S” WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-
INFRINGEMENT,MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some jurisdictions
do not allow disclaimer of express or implied warranties in certain transactions, therefore, this statement may
not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically
made to the information herein; these changes will be incorporated in new editions of the publication.
Lenovo may make improvements and/or changes in the product(s) and/or the program(s) described in this
publication at any time without notice.

The products described in this document are not intended for use in implantation or other life support
applications where malfunction may result in injury or death to persons. The information contained in this
document does not affect or change Lenovo product specifications or warranties. Nothing in this document
shall operate as an express or implied license or indemnity under the intellectual property rights of Lenovo or
third parties. All information contained in this document was obtained in specific environments and is
presented as an illustration. The result obtained in other operating environments may vary.

Lenovo may use or distribute any of the information you supply in any way it believes appropriate without
incurring any obligation to you.

Any references in this publication to non-Lenovo Web sites are provided for convenience only and do not in
any manner serve as an endorsement of those Web sites. The materials at those Web sites are not part of
the materials for this Lenovo product, and use of those Web sites is at your own risk.

Any performance data contained herein was determined in a controlled environment. Therefore, the result
obtained in other operating environments may vary significantly. Some measurements may have been made
on development-level systems and there is no guarantee that these measurements will be the same on
generally available systems. Furthermore, some measurements may have been estimated through
extrapolation. Actual results may vary. Users of this document should verify the applicable data for their
specific environment.
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6 Trademarks

Lenovo, the Lenovo logo, and ThinkServer are trademarks of Lenovo in the United States, other countries, or
both.

Other company, product, or service names may be trademarks or service marks of others.
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