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Introduction 

DASH, also known as desktop and mobile architecture for system hardware, is a 
set of specifications developed by DMTF aims to provide open standards-based 
web service management for desktop and mobile client systems.  DASH is a 
comprehensive framework that provides a new generation of standards to protect 
the security of out of band and remote management of desktop and mobile 
systems in multi-vendor, distributed enterprise environments.  DASH uses the 
same tools, syntax, semantics, and interfaces across the product line (traditional 
desktop systems, mobile and laptop computers, blade PCs, and thin clients).    

The new Lenovo P620 platform offers this remote management solution called 
DASH.  The DASH software enables users to remotely change power state 
settings, remote into their desktop, as well as boot the system into the BIOS setup 
menu. 

 

For more information, please refer to the following link: 

https://www.dmtf.org/standards/dash 

 

  

https://www.dmtf.org/standards/dash
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DASH Enablement 

As a first step, DASH will need to be enabled within the BIOS setup menu.  Here 
are some quick step-by-step instructions on how to enable DASH from within the 
BIOS setup menu.  

• As the P620 system is booting, press the function F1 key at the Lenovo 
splash screen to enter BIOS setup. 
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• Select the ‘Advanced’ menu option, followed by the “DASH 
Configuration” option. 
 

 
 
 

• Select the drop-down menu for ‘DASH Support’ and set this to ‘Enabled’. 
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• Press F10 to Save and Exit the BIOS setup menu.  
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DASH Certificate Files 

Once DASH has been enabled within the P620 BIOS setup menu, the next step is 
to create certificate files to use to install the DASH configuration agent on the 
system.  Here are some quick step-by-step instructions on how to create the 
DASH certificate files.  

 

• Download and install ‘Visual Studio’ from 
https://visualstudio.microsoft.com/downloads/.   
 

• Download and install ‘Perl’ from https://strawberryperl.com. 
 

• Download and install ‘NASM’ from 
https://www.nasm.us/pub/nasm/releasebuilds/. 

 

• Reboot the system. 
 

• From an Administrative Command Prompt Window, browse to the 
following directory below, and run “vcvarsall.bat x86_amd64”. 
 

C:\Program Files (x86)\Microsoft Visual 

Studio\2019\Community\VC\Auxiliary\Build 

 

 

https://visualstudio.microsoft.com/downloads/
https://strawberryperl.com/
https://www.nasm.us/pub/nasm/releasebuilds/
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• Download and extract the latest available OpenSSL package from 
https://www.openssl.org. 
 
 

 

https://www.openssl.org/
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• Before proceeding, make sure NASM and VC is in the correct %PATH%. 
 
C:\Program Files\NASM 
C:\Program Files (x86)\Microsoft Visual 
Studio\2019\Community\VC\Auxiliary\Build\ 
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• From an Administrative Developer Command Prompt Window, browse to 
the root of the ‘OpenSSL’ source directory and run the following 
commands: 

 

o perl Configure VC-WIN32  
 

 
 

 
o nmake  

 
Note: This may take several minutes to complete! 
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o nmake test 
 
Note: This may take several minutes to complete! 
 

 
 

 

o nmake install 
 
Note: This may take several minutes to complete! 
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• Before proceeding, make sure the newly created openssl.exe is in the 
correct %PATH%. 
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• From an Administrative Command Prompt Window, run the following 
commands to setup the DASH certificates: 
 
o Create folders and copy openssl.ini:   

openssl.ini
 

Note: Optionally, feel free to edit per Company’s IT settings. 
 

▪ mkdir C:\DASHCert 
▪ cd C:\DASHCert 
▪ copy ..\openssl.ini DASHCert 
▪ mkdir newcerts private 

 

 
o Create requisite files: 

 
▪ echo 01 > serial 
▪ copy /y nul index.txt 

 

 

o Create root certificate: 
 

▪ openssl genrsa -out private/cakey.pem 1024 
 

▪ openssl req -new -x509 -extensions v3_ca -key 
private/cakey.pem -out cacert.pem -days 3650 -sha256 -
config ./openssl.ini 

 

▪ openssl x509 -in cacert.pem -out DASHCA.crt 
 

 

o Create certificate signing request: 
 

▪ openssl req -new -nodes -out req.pem -sha256 -extensions 
v3_req -config ./openssl.ini 

 

 

o Sign certificate: 
 

▪ openssl ca -out cert.pem -extensions v3_req -config 
./openssl.ini -infiles req.pem 
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o Strip readable text: 
 

▪ move cert.pem tmp.pem 
 

▪ openssl x509 -in tmp.pem -out cert.pem 
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Updating Marvell Firmware & Driver 

Before configuring DASH, it’s a good idea to make sure the Marvell NIC device 
driver and firmware is up to date.  Here are some quick step-by-step instructions 
on how to update the Marvell NIC firmware and drivers onto the system.  

 

• Download and extract the Marvell Firmware directory from the P620 
support site: 
 
Note: This is the latest Marvell Firmware at this time of creating the 
document.  
https://download.lenovo.com/pccbbs/thinkcentre_drivers/marvell_aqc107
_4240.zip 
 
 

• From an Administrative Command Prompt Window, browse to the 
following directory within the ‘marvell_aqc107_4240’ directory to update 
the firmware using the following commands: 
 
o cd atlflashupdate_1.8.0_4.2.40_dash 

 
o atlflashupdate.exe  

 

▪ Enter ‘y’ to proceed with the update. 
 

▪ Select adapter number (typically ‘1’). 
 
 

• Download and install the Marvell Driver directory from the P620 support 
site: 
 
Note: This is the latest Marvell Driver at this time of creating the 
document. 
https://download.lenovo.com/pccbbs/thinkcentre_drivers/u6etn07us14ws
usi.exe 

  

https://download.lenovo.com/pccbbs/thinkcentre_drivers/marvell_aqc107_4240.zip
https://download.lenovo.com/pccbbs/thinkcentre_drivers/marvell_aqc107_4240.zip
https://download.lenovo.com/pccbbs/thinkcentre_drivers/u6etn07us14wsusi.exe
https://download.lenovo.com/pccbbs/thinkcentre_drivers/u6etn07us14wsusi.exe
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Installing & Configuring DASH in Shared 

Mode 

Once the Marvell firmware and driver has been updated and the certificate files 
have been created from the previous steps, it’s time to install and configure DASH 
on the system. Typically, if the system only contains the onboard NIC adapter, 
then it is recommended to setup DASH in a shared mode environment. Here are 
some quick step-by-step instructions on how to install and configure DASH in 
shared mode on the system: 

• From an Administrative Command Prompt Window, browse to the 
Marvell Firmware directory from the previous step. 
 
o cd C:\marvell_aqc107_4240\ 

 

• Copy over the certificate and key files created above to this directory 
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• Install the Marvell DASH Agent using the command: 
o AqDashAgent-0.31.0.exe install 

 

 

• Configure the Marvell DASH Agent using the command: 
 
o AqDashConfig0.26.exe shared <user> <password> cert.pem 

key.pem 

 

• Confirm the Marvell DASH configuration using the command:  
 
o AqDashConfig0.26.exe show 
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Installing & Configuring DASH in 

Exclusive Mode  

Once the Marvell firmware and driver has been updated and the certificate files 
have been created from the previous steps, it’s time to install and configure DASH 
on the system. Typically, if the system contains multiple NIC ports, then it is 
recommended to setup DASH in an exclusive mode environment to be able to 
dedicate the DASH software to a single NIC adapter.   

Note: For the current shipping Marvell Aquantia Firmware, 4.2.40, Exclusive Mode 
will only work if static IP addresses are set.  DHCP will not work! 

Here are some quick step-by-step instructions on how to install and configure 
DASH in exclusive mode on the system: 

 

• From an Administrative Command Prompt Window, browse to the 
Marvell Firmware directory from the previous step. 
  
o cd C:\marvell_aqc107_4240\ 
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• Copy over the certificate and key files created above to this directory 
 

 
 
 
 
 
 
 

• Install the Marvell DASH Agent using the command: 
 

o AqDashAgent-0.31.0.exe install 
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• Determine the MAC and IP address of the onboard Marvell NIC port to 
configure DASH using the command: 
 
o ipconfig /all 

 

  

MAC Address 

IP Address 

Device 
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• Configure the Marvell DASH Agent using the command: 
 
Note: The MAC address for Exclusive mode must specify a different NIC 
adapter other than the onboard Marvell AQC107 NIC MAC and IP 
address.  This is necessary when multiple network interfaces are 
installed and exclusively configures the P620 onboard NIC to be used for 
DASH communications. At the time of this writing, DASH configured in 
Exclusive mode is only supported when static or manually assigned IP 
addresses are in use.  DASH in Exclusive mode with DHCP will be 
supported in a future release of marvel AQC107 firmware.  
 
o AqDashConfig0.26.exe exclusive <user> <password> cert.pem 

key.pem --mac xx:xx:xx:xx:xx:xx --ip xxx.xxx.xxx.xxx –device “xxx” 
 
 
***In this example, the MAC and IP address are as follows: 
 
--mac = 00:17:B6:00:A7:5F 
--ip = 192.168.1.121 
--device = “Marvell FastLinQ Edge 10Gbit Network Adapter 

 

 

 

• Confirm the Marvell DASH configuration using the command:  
o AqDashConfig0.26.exe show 
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AMD Management Console 

Once DASH has been properly configured, it is now time to add the system from 
within the AMD Management Console.  Here are some quick step-by-step 
instructions on how to add the P620 to the AMD Management Console.  

 

• Download and install the AMD Management Console from AMD’s 
website: 
https://developer.amd.com/tools-for-dmtf-dash/ 
 
 

• Launch the AMD Management Console and select “DISCOVER”.  
 

 
 
 
 

https://developer.amd.com/tools-for-dmtf-dash/
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• Input either the P620 hostname or IP Address into the text field. 

 
 

• Verify if the system is DASH capable and select ‘Finish’.  
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• The P620 system should eventually appear at the top with inventory 
status near the bottom.  DASH should now be setup and ready to 
manage the P620 system! 

Note: This may take several minutes for the system to show up in the 
AMC Management Console.  
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AMD DASH Supported Features 

Once DASH has been properly configured and setup, here are a few supported 
features within the AMD Management Console.  Feel free to reach out on options 
not covered here.     

 

• Inventory Status  
 
This is the middle section of the AMD Management Console.  It can show 
the user different settings of the P620 system such as BIOS version, IP 
address, CPU and memory information, etc.  
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• Informational Log 
 
This is the bottom section of the AMD Management Console. It basically 
is a running log of everything the user does within the AMD Management 
Console.  
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• Health 
 
This option is located within the top ribbon menu that views different 
sensor states of the system.  

 
 

• Power 
 
This option is located within the top ribbon menu that allows the user to 
shut down, reboot, wake the system, etc.  
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• Boot to BIOS 
 
This option is located within the top ribbon menu that allows the user to 
boot the system into BIOS setup.  
 

 

 

• Remote Access 
 
This option is located within the top ribbon menu that allows the user to 
remote access into the system desktop. 
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Unconfiguring & Disabling DASH 

It is always a good idea to properly unconfigure DASH before disabling DASH in 
BIOS. Here are some quick step-by-step instructions on how to unconfigure and 
disable DASH from the system.  

 

• From an Administrative Command Prompt Window, browse to the 
Marvell Firmware directory from the previous steps. 
o cd C:\marvell_aqc107_4240\ 

 

• Disable the Marvell DASH Agent using the command: 
o AqDashConfig-0.31.0.exe disable 

 

• Uninstall the Marvell DASH Agent using the command: 
o AqDashAgent-0.31.0.exe uninstall 
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• Reboot the system and boot into BIOS F1 setup. 
 

 
 
 
 

• Select the ‘Advanced’ menu option, followed by the “DASH 
Configuration” option. 
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• Select the drop-down menu for ‘DASH Support’ and set this to ‘Disabled’.  
 

 
 
 
 

• Press F10 to Save and Exit the BIOS setup menu.  
 

 

 

• DASH is now completely unconfigured and disabled! 
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Revision History 

 
Version Date Author Changes/Updates 

1.3 4/1/2022 Jason Moebs Updated DASH Exclusive Mode 
Configuration. 

1.2 10/26/2021 Jason Moebs Added a note about “Exclusive 
Mode” will not work with DHCP with 
the current FW 4.2.40. 

1.1 10/22/2021 Jason Moebs Added Table of Contents. 
Added to the Introduction section. 
Added a “Installing & Configuring 
DASH in Exclusive Mode” section. 
Added a “Unconfiguring & Disabling 
DASH” section 
 

1.0 9/15/2021 Jason Moebs Initial release 
 


