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Preface

This deployment guide is intended for IT administrators, or those who are responsible for deploying or
managing the ThinkPad® Wireless Display Adapter (hereafter called the wireless display adapter) in their
organization. The purpose of this guide is to provide the information required for configuring and managing

the wireless display adapter remotely.
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Chapter 1. Overview

Note: It is recommended that you read the ThinkPad Wireless Display Adapter User Guide first before
reading this guide. The most up-to-date ThinkPad Wireless Display Adapter User Guide always is available
for download at:

http://www.lenovo.com/support/WDA

The wireless display adapter is a Miracast-certified device that enables you to connect your notebook
computer to a monitor or a projector using wireless connection. The wireless display adapter is also
a fourth-generation Intel® Wireless Display (Intel WiDi) enterprise adapter that supports the remote
management defined by the Intel Corporation.

Before installing the wireless display adapter, ensure that your notebook computer has one of the following
operating systems installed:

¢ Microsoft® Windows® 7 (32-bit or 64-bit)
¢ Microsoft Windows 8 (32-bit or 64-bit)
¢ Microsoft Windows 8.1 (32-bit or 64-bit)

The hardware or software requirements for the wireless display adapter vary by operating system. Before
installing the wireless display adapter, ensure that your notebook computer meets the specific hardware or
software requirements for the operating system installed.

¢ For Windows 7: Ensure that your notebook computer has one of the following items available:
— Intel WiDi version 4.2.24 or later
— Lenovo QuickDisplay (supported only on certain models)
— A VGA connector

¢ For Windows 8: Ensure that your notebook computer has one of the following items available:

— Intel WiDi version 4.2.24 or later
— A VGA connector
e For Windows 8.1:

— If your Windows 8.1 operating system is preinstalled, there is no hardware or software requirements for
the use of the wireless display adapter.

— If the Windows 8.1 operating system is updated from the Windows 8 operating system, you might not
be able to use the wireless display adapter. One possible reason is that your notebook computer does
not include the Miracast driver. Contact the Lenovo Support to see if the problem can be fixed by
installing the Miracast driver onto your notebook computer.

The functionality of wireless connection is affected by the version of the drivers and software. If your
notebook computer meets the system requirements, it is important to ensure that the following software or
drivers also are up-to-date before using the wireless display adapter:

¢ Lenovo QuickDisplay
¢ Intel Graphics Driver
¢ |Intel Wireless Driver

¢ Intel WiDi software

Note: It is recommended that you update the Basic Input/Output System (BIOS) on your notebook computer
to the latest version to avoid any potential issue.
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Chapter 2. Configuring the wireless display adapter through
your Web browser

You can configure the settings of the wireless display adapter in either of the following modes through
your Web browser:

¢ The ManageAP mode (recommended)
¢ The Recovery mode (an alternative method in case that you fail to configure settings in ManageAP mode)

The ManageAP mode

To configure the settings of the wireless display adapter in the ManageAP mode, do the following:

1. Connect your notebook computer to the wireless display adapter through Wi-Fi connection. The
wireless display adapter is identified with the ManageAP service set identifier (SSID) name displayed at
the bottom-right corner on the monitor screen. No password is needed.

2. Open the Web browser and then type 192.168.16.1 into the address bar. The Web page for setting the
wireless display adapter is displayed.

3. Type the account name and password, and then click OK. By default, both the account name and
password are admin.

4. Configure the settings of the wireless display adapter according to your needs.

The Recovery mode

To configure the settings of the wireless display adapter in the Recovery mode, do the following:

1. Press and hold the Mode/WPS button, and then turn on the wireless display adapter. Keep pressing the
Mode/WPS button during the boot process until the splash screen is displayed on the monitor.

2. Connect your notebook computer to the wireless display adapter through Wi-Fi connection. You can
identify the wireless display adapter by the ManageAP SSID name displayed on the monitor screen. No
password is needed.

3. Open the Web browser and then type 192.168.16.1 into the address bar. The Web page for setting the
wireless display adapter is displayed.

4. Type the account name and password, and then click OK. By default, both the account name and
password are admin.

5. Configure the settings of the wireless display adapter according to your needs.
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Configuring settings from the management Web page
After the Web page for setting the wireless display adapter is displayed, click the Basic tab and perform

the following configurations:

FOR THOSE

lenovo '™

Basic Wireless Firmware

OS Version

MAC Address:
Miracast/WiDi Mode:
Miracast and DLNA Concurrent:

HDCP Version:

Default VGA format:

Display off seconds:

0.0.8a
F8:35:DD:62:C4:CA

GON wv

Enabled v

Disabled (Turn on HDCP only for HDMI Monitor)
0

V21

English W

|640x480 @ 60Hz 4:3 V|

‘ Apply H Cancel H Restore Defaults H Reboot ‘

Table 1. Configuring the basic settings from the management Web page

Settings

Description

OS Version

This setting displays the version number of the firmware
currently installed.

MAC Address

This setting displays the Media Access Control (MAC) address
of the wireless display adapter.

Miracast/WiDi Mode

Set the setting to GON.

Miracast and DLNA concurrent

This setting has the following two options:

e Enabled: You can use the Digital Living Network Alliance
(DLNA) function.

¢ Disabled: You cannot use the DLNA function.

HDCP Version

For the monitor with the Video graphics array (VGA) connector,
set the setting to Disabled (Turn on HDCP only for HDMI
Monitor). For the monitor with the High-Definition Multimedia
Interface (HDMI) connector, set the setting to V2.0.

Language

Select the language of the wireless display adapter.

Default VGA format

For the monitor that does not support extended display
identification data(EDID), you can select the default VGA
resolution.

Display off seconds

This setting specifies the time (in seconds) after which the
wireless display adapter screen is dimmed if it is not connected
to your notebook computer.
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After you finish configuring the basic settings, click Apply to make your configuration take effect.
Click the Wireless tab and perform the following configurations:

Network Name (SSID): REEES postitc bytes of the mac address

Lenovo ‘ 2 v

802.11 Band: QK€ r ANV
Discovery Channel:

Operating Channel:
Force Operating Channel:
EPEY -1l | PIN and Auto PBC V|

P[RR Xosll  Address Range Start End
00:00:00:00:00:02 | |EE:FF:FF:FFFFFF

P2P-STA

Table 2. Configuring wireless settings from the management Web page

Settings Description

Network Name (SSID) Each wireless device has a factory-default wireless SSID name.
The default value is Lenovo_xxxx.
Note: In “Lenovo_xxxx”, xxxx are the last four digits of the MAC

address.

802.11 Band If you turn on Force Operating Channel, select a value for this
setting. The system will use the selected band.

Discovery Channel Select the peer-to-peer (P2P) discovery channel.

Operating Channel Select the P2P operating channel.

Force Operating Channel When this option is enabled, you must set Operating Channel

and use the specified operating channel no matter what device
is connected to the wireless display adapter.

WPS Auto PBC This setting is to enable or disable the automatic Push Button
Configuration (auto PBC) function for Wi-Fi Protected Setup
(WPS). You have the following three options:

¢ PIN and PBC
¢ PIN and Auto PBC
¢ PIN only

Note: When you select PIN and Auto PBC, you do not have to
press the Mode/WPS button for the first time that you connect
your notebook computer to the wireless display adapter. In this
situation, also ensure that you do not press the Mode/WPS
button.

Allowable MAC This setting is to filter packets from machines in a
localareanetwork (LAN) with the specified MAC addresses. The
MAC address format is XX:XX:XX:XX:XX:XX.

Concurrent Mode This setting has the following three options:
¢ P2P SOFTAP

e P2P STA

e P2P-Only

Chapter 2. Configuring the wireless display adapter through your Web browser 5



When you select P2P SOFTAP for Concurrent Mode, the wireless display adapter works as a Software
enabled Access Point (SoftAP). You can connect to the wireless display adapter directly and perform the
following configurations:

P2P-SOFTAP
Network Name (SSID): QIR=l o)V J 0 {04.
LTV EREEN | Discovery Channel v |
LYXEIEEY (192.168.16.1 \
(TRl (Disabled V|

WPA passphrase: BEYIIIIIL) ‘ Click here to display

Table 3. Configuring settings when you select P2P SOFTAP for Concurrent Mode

Settings Description

Network Name (SSID) Type the SSID of the SoftAP.

SoftAP Channel Set the SoftAP channel.

IP Address Type the InternetProtocol (IP) address for Wireless Distribution
System (WDS).

WPA-PSK Enable or disable this setting to protect data transmitted over a
wireless network.

WPA passphrase Enter a passphrase that consists of 8 to 63 characters.

When you select P2P STA for Concurrent Mode, the wireless display adapter works as a client. In this
situation, you must connect the wireless display adapter to a router. Set the SSID and the wireless security
mode so that you connect the wireless display adapter to a router and log in to the wireless display adapter.
Perform the following configurations:

P2P-STA
SSID for Enterprise AP: Jiglolnl=Y2\a4
Association Timeout(sec): JISVNEY
I CLLE | DHCP Vv
Static IP: QGEEEGEEES Subnet Mask Default Gateway
0.0.0.0 255.255.255.0
V8L el Disabled Vv
WPA/WPA2 PSK Encryption: Jla\=SIRVZ
WPA passphrase: |
WEP Encryption: [JIBEE]o(-TeliV4
WiFi Authentication: JEOJ«[-TiIEA"4
Network Key: I Click here to display|

Note: The wireless display adapter does not support 802.1x authentication. For users under 802.1x network
environment, MAC Authentication Bypass(MAB) is a workable solution to connect the wireless display
adapter to 802.1x network. Consult your 802.1x authentication solution provider for the MAB solution that is
often used in the office environment.
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Table 4. Configuring settings when you select P2P STA for Concurrent Mode

Settings

Description

SSID for Enterprise AP

Set the SSID of the SoftAP that the wireless display adapter is
connected to.

Association Timeout (sec)

Set the P2P STA connection time-out value (in seconds).

If the wireless display adapter cannot be connected to the SSID
of the SoftAP, the P2P STA mode will switch to the P2P SOFTAP
mode.

Protocol

Set the protocol as DHCP or Static.

Static IP

If you select Static for Protocol, you must configure the
following three settings:

e |P Address: Type the IP address of the wireless display
adapter.

¢ Subnet Mask: Type the subnet mask of the SoftAP.
e Defatult Gateway: Type the gateway IP address.

WPA-PSK

Keep the same configuration as your router. This setting has the
following three options:

e Disabled
e WPA-PSK
e WPA2-PSK

WPA/WPA2 PSK Encryption

Wi-Fi Protected Access (WPA) supports two encryption
methods: TemporalKeylntegrityProtocol (TKIP) and
AdvancedEncryptionStandard (AES) with dynamic encryption
keys. The default setting is TKIP.

WPA passphrase

Enter a passphrase that consists of 8 to 63 characters.

WEP Encryption

Enable this feature if your router supports the Wired Equivalent
Privacy (WEP) key.

WiFi Authentication

To configure WiFi Authentication, enable WEP Encryption. If
you enable WEP Encryption, the WiFi Authentication setting
enables you to authenticate with either open authentication or
shared key authentication. The default setting is Open.

Network Key

Type five AmericanStandardCodeforlnformationinterchange
(ASCII) characters or ten hexadecimal digits for a 64-bit key.

Type 13 ASCII characters or 26 hexadecimal digits for a 128-bit
key.

When you select P2P-Only for Concurrent Mode, you can only use WiDi connection to connect the wireless
display adapter to a notebook computer. Perform the following configurations:

WIDI INteroperability Mode

P2P using single address: [Ji=jt=le]l-To BN

Apply H Cancel ‘

Table 5. Configuring the following setting when you select P2P-Only for Concurrent Mode

Settings

Description

P2P using single address

Set the setting to Enabled.
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After you finish configuring all settings, click Apply to make your configuration take effect.
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Chapter 3. Managing the wireless display adapter remotely

The wireless display adapter is a fourth-generation Intel WiDi enterprise adapter that supports the remote
management defined by the Intel Corporation. Without being connected to a notebook computer, the
wireless display adapter can be managed remotely after being connected to one of the following networks:

Connect to a non-802.1x network
For information about how to connect the wireless display adapter to a non-802.1x network, see P2P STA.
Connect to a 802.1x network

The wireless display adapter does not support 802.1x authentication. For users under 802.1x network
environment, MAC Authentication Bypass(MAB) is a workable solution to connect the wireless display
adapter to 802.1x network. Consult your 802.1x authentication solution provider for the MAB solution that
is often used in the office environment.

Remote management by the Web browser

To access the Web page for setting the wireless display adapter, open the Web browser on your
computer. Type the default IP address of your router and port 8000 into the address bar, for example,
http://ipaddress:8000, and then press Enter. The Web page is displayed. The default user name and
password are both admin.

FOR THOSE WiDi Enterprise

’enovo WHO R This page allows you to configure the WiDi

Enterprise

UserName ’admin I

Password |oo.oo - |

Copyright © 2014. All Rights Reserved
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Configure the following settings after you enter the Settings window.

FOR THOSE WiDi Enterprise

'enovo WHO [:R This page allows you to configure the WiDi

Enterprise

Settings

System Setup

Wireless Setup

Firmware
Information

Screen Saving
Timeout

Device Name ’Lenovo_C4CA ’
Device Name Change ®Yes No
Administrator Username ‘admin ’
Administrator Password ‘admin ’
'I\Ellnable Low Bandwidth @ Disable O Enable

ode
Always require PIN (® Disable () Enable
Firmware Version 0.0.8a
Firmware Update (® Disable () Enable
Firmware Update Status ® Pass'  Fail

Firmware Update From
URL ‘Iocal.usb ’

Display Output Off Seconds ’300 |

| Apply H Refresh |

Copyright © 2014. All Rights Reserved

Table 6. Configuring the settings in the Settings window

Settings

Description

Device Name

Set the SSID for WiDi connection.

Device Name Change

The setting specifies whether to change the device name in the
Settings window.

Administrator Username

Set the login user name.

Administrator Password

Set the login password.

Enable Low Bandwidth Mode

When this option is enabled, the system uses the low bandwidth
when connecting to the WiDi device.

Always require PIN

When this option is enabled, the Personal Identification Number
(PIN) is always required when establishing a WiDi connection.
Note: To enable Always require PIN, click Restore Defaults
under the Basic tab to restore the wireless display adapter first.
Then select PIN only for the WPS Auto PBC setting under the
Wireless tab.

Firmware Version

This setting displays the version number of the firmware
currently installed.

Firmware Update

Enable or disable the firmware update.
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Table 6. Configuring the settings in the Settings window (continued)

Settings

Description

Firmware Update Status

If the firmware failed to upgrade, the firmware update status
automatically changes to Fail.

Firmware Update From URL

To update the firmware, the IT administrator must set the
Firmware Update option of all wireless display adapters to
Enable, and then type the location of the firmware image in the
Firmware Update URL field.

Note: After restarting the wireless display adapter, the IT
administrator must ensure that Firmware Update is set to
Enable. If yes, the wireless display adapter retrieves the
image.img file from the specified firmware update location.

Display Output Off Seconds

This setting specifies the time (in seconds) after which the
wireless display adapter screen is dimmed if it is not connected
to your notebook computer.

To wake up the wireless display adapter screen, do one of the
following:

* Press the Mode button.

e Establish the WiDi connection.

e Connect the wireless display adapter to a SoftAP.

Remote management by an SNMP Manager

Simple Network Management Protocol (SNMP) is an Internet-standard protocol for managing devices on IP
networks. In typical SNMP use cases, one or more administrative computers, called managers, have the
task of monitoring or managing a group of hosts or devices on a computer network.

To manage the wireless display adapter remotely by an SNMP Manager, do the following:

1. Download and install an SNMP Manager that can support SNMPv3 from the Web site at:
http://www.manageengine.com/products/mibbrowser-free-tool/

2. Download the following files that are available from the Lenovo Support Web site at
http://www.lenovo.com/support/WDA and put the files into the same folder. Import the WIDI-MIB.mib
file and then you can find the WiDi tree available on the screen.

e WIDI-MIB.mib
e WIDI-MIB.cmi
e WIDI-MIB.cds
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Exit
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Description
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3 REC1213-MIB

>
= &% WIDI-MIE
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-] widiAdminConf
-] widiwifiConf
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5] 3 F-MIE
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B (]

Host ‘ln:alhust Z| Port 161 Z'
Community [ieeenie | Write Community ‘ =1
SetValue \ B

Object ID |

Loading MIBs \mibs\RFC1213-MIB imibsUF-MIB

MIB(s) Loaded Successfully..

Loading MIBs E\DrophoxiPubliciiDi4 RT1185_V03_20130408WVIDI-MIB.mib
MIB(s) Loaded Successfully.

Description | MultiVar

Syntax Status
Access Reference
Index

ObjectID

D

Global View [

U5 T M > M P P
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3. Follow the on-screen instructions and refer to the information in the following table to configure the

destination IP, target IP, SNMP version, security level, account, and password.

m"Mana ieEngine Mlefowser Free Too

File("Edit Jiew Operations Help

2EDS Eo weaE P

&) 2

\&% Loaded MibModules
- IANAIType-MIB
- & RFC1213-MIB
=% WIDI-MIB
=@ enterprises
(=2 awindinc
(=3 widiMIB
(=3 widiMIBObjects
-] widiSysinfo
-] widiadminConf
(-] widiwifiConf
(-] widiP2PConf
(-] widiConf
-] widiFirmware
(-] widiUoip
& IF-MIE
- & SNMPy2-MIB

Host
Community
SetValue
Object ID

Loading MIBs \m
MIB(s) Loaded Si
Loading MIBs E
MIB(s) Loaded Si

Syntax
Access
Index
ObjectID

Global View []

D

Description M\ﬂﬁi

o = | Dounload
IR I
= Port < [161
MibBrowser Settings _ & iy
Genersl | Mib Settings|
~SNMP Version -
2
General Options Get Bulk Options
|
Time Out 5 =
| j Max. Repetitions | 50
|Retries 0 =
1Enmding 5088591 E MNon Repeaters | g
[7] Validate Broadcast Address ioptione
‘ Context Name
Net Mask 5
| Context ID
V3 Settings
|
| [7] Save V3 Settings to File —SetEomnsIf Eor ddding w7 snt L ‘
] SnmpParameterPanel [
| [7] Save V3 Seftings to Database e 4
| V3 Parameters
User... Securi.. AuthP.. PrivP.. AuthP Target Port
Security Level

[+] auth Passwora
[=] PrivPassword
Engine ID

oK H Cancel H Apply ]

Table 7. Configure the settings for the SNMP Manager

G W

Settings

Default value

Target Host

The IP address of your wireless display adapter

User Name admin

Security Level Auth, Priv
Auth Password WiDiAwind
Priv Password WiDiAwind
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4. Use the SNMP Manager to get and set WiDi configurations.

-, ﬁanagégnglne

File Edit View NSIEEIGIES Help
XYL - - TR RN R S L .
@ LoadeaMibmoq CETNEXT  Ctr+N ‘ = =
-y IANAIType-|  GETBULK  Ctrl+B Host Iocalhost - | Port 161 \
- RFC1213- —
- WID-MIB SNMEWALK Ctrit Community Haae | Write Community
=@ enterpr{  SET Ctrl+8
- i SetValue B
s T ctrl+C
a9 Object D
=] Clear Ctrl+L
Twidisysinto = =
|1 widiAdminConf Loading MIBs \mibs\RFC1213-MIB \mibsUF-MIB
= g x!:!\ll;vznll%oar:f MIB(s) Loaded Successfully..
® idi
@ g widiCont Loading MIBs E\DrophoxiPubliciiDi4. RT1185_Y03_20130408WIDI-MIB.mib
£ widiFirmware MIB(s) Loaded Successfully.
[+ widiUoip
- gy IF-MIE

- SNMPy2-MIB

Description | MultiVar

Syntax \ Status
Access | Reference |
Index
ObjectID
LAC) )
Global View [7]

5. Use the SNMP command to get and set configurations for each parameter.

ManageEngine Mibég"cmser T
File Edit View Operations Help

2EEHO ES BeBARS & el

\&y Loaded MibModules

-~ widiwifiDualChannelModeEnab
o widiwifiChannelList

MIB(s) Loaded Successfully.
Sent GET requestto 192.168.59.254 : 161

- IANAIType-MIB Host 1182.168,59.254 ‘ v } Port i1ﬁ1 >
- RFC1213-MIB — = =
=% WIDI-MIB Community [ | Write Community |
=] enterprises -
g = SetValue | El
diMIB - = 5 = 5 =
4 org dod.internet private ente awind
5-£3 widiMIBObjects Ohject ID | dso.org.do internet private enterprises. awindine

(#-(] widiSysInfo u et . —oo—

- widiAdminConf MIB(s) Loaded Successfully..

=y widiWifiConf > ATy 0

T o widiwifiBandwidthLimit Loading MIBs EADrophoxiPublictiDi4 RT1185_V03_20130408WVIDI-MIB.mib B

~oom widiwifiRadioBand N =
(#-(1 widiP2PConf diyName.0 RTDIW_MK2
(-] widiConf 0 0
(1 widiFirmware - L4
-] widiUoip widiManufacturerName.0 Realtek
& ﬂ IF-MIB widiModelNameShort.0 [placeholder]
- & SNMPv2-MIB widiModelNameLong.0 [placeholder]
HwVersion.0 unsupported parameter name
widiSwVersion.0 unsupported parameter name
widiAdminUserName.0 WiDi
widiAdminPassword.0 WiDi
widWifiBandwidthLimit.0 0
Request Failed: Error: Request Timed Outto 192.168.59.254
- ot X ZN Ny G N N Ny M T M N -/ gt
Description | MultiVar
Syntax ' | Status | ]
Access | Reference |
Index
g U ' ||| objectiD 13614135251
LAY )
Global View [
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Appendix A. Notices

Lenovo may not offer the products, services, or features discussed in this document in all countries. Consult
your local Lenovo representative for information on the products and services currently available in your
area. Any reference to a Lenovo product, program, or service is not intended to state or imply that only that
Lenovo product, program, or service may be used. Any functionally equivalent product, program, or service
that does not infringe any Lenovo intellectual property right may be used instead. However, it is the user's
responsibility to evaluate and verify the operation of any other product, program, or service.

Lenovo may have patents or pending patent applications covering subject matter described in this
document. The furnishing of this document does not give you any license to these patents. You can send
license inquiries, in writing, to:

Lenovo (United States), Inc.

1009 Think Place - Building One
Morrisville, NC 27560

U.S.A.

Attention: Lenovo Director of Licensing

LENOVO PROVIDES THIS PUBLICATION “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT,
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some jurisdictions do not allow
disclaimer of express or implied warranties in certain transactions, therefore, this statement may not apply
to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically
made to the information herein; these changes will be incorporated in new editions of the publication.
Lenovo may make improvements and/or changes in the product(s) and/or the program(s) described in this
publication at any time without notice.

The products described in this document are not intended for use in implantation or other life support
applications where malfunction may result in injury or death to persons. The information contained in this
document does not affect or change Lenovo product specifications or warranties. Nothing in this document
shall operate as an express or implied license or indemnity under the intellectual property rights of Lenovo
or third parties. All information contained in this document was obtained in specific environments and is
presented as an illustration. The result obtained in other operating environments may vary.

Lenovo may use or distribute any of the information you supply in any way it believes appropriate without
incurring any obligation to you.

Any references in this publication to non-Lenovo Web sites are provided for convenience only and do not in
any manner serve as an endorsement of those Web sites. The materials at those Web sites are not part of
the materials for this Lenovo product, and use of those Web sites is at your own risk.

Any performance data contained herein was determined in a controlled environment. Therefore, the
result in other operating environments may vary significantly. Some measurements may have been made
on development-level systems and there is no guarantee that these measurements will be the same

on generally available systems. Furthermore, some measurements may have been estimated through
extrapolation. Actual results may vary. Users of this document should verify the applicable data for their
specific environment.
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Trademarks

Lenovo, the Lenovo logo, and ThinkPad are trademarks of Lenovo in the United States, other countries, or
both.

Microsoft and Windows are trademarks of the Microsoft group of companies.
Intel is a trademark of the Intel Corporation in the United States, other countries, or both.

Other company, product, or service names may be trademarks or service marks of others.
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