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Copyright/Disclaimer

Copyright © 2022, Lenovo. All rights reserved.

This document contains proprietary information of Lenovo that is protected by copyright
and other intellectual property law which restricts its usage. The content in this document is
subject to change without notice. If you find any issues in the documentation, please report
to us in writing. Lenovo gives no representations or warranties of any kind regarding its
content, including accuracy or completeness. Please do not reproduce or transmit any part
of this document in any form or by any means, electronic or mechanical, for any purpose,
without a written approval from Lenovo.
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Chapter 1: Introduction

Overview

The Lenovo Device Intelligence (LDI) Plus SCCM QSG guide explains how to use System
Center Configuration Manager (SCCM) to deploy the LDI Provisioning Package on the fleet of
devices in your organization.

You can use following methods to deploy the package:

e Configure SCCM to deploy LDI Windows (Physical) Package on the Devices in
the Application Mode

e Configure SCCM to deploy LDI Windows (Physical) Package on the Devices in
the Package Mode

Purpose

You can configure SCCM to install the LDI Provisioning Package on all the devices in your
organization and register them as per Service License Agreement between your organization
and LDI Solutions. Instead of downloading Provisioning package on each device you can use
SSCM to run it on the entire fleet of device. This saves your time and effort.

Prerequisite

Download the LDI Provisioning Package on the device you want to configure SCCM onto and
deploy the package on the entire fleet of devices in your organization. To know how to
download and install the package, refer Quick Start Setup Guide.
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Chapter 2: Configure SCCM to Deploy LDI Windows
(Physical) Package on the Devices in the Application
Mode

Create an Application

Copy the following files downloaded from the LDI Windows (Physical) package to a
folder in the computer with an account of the site server that has READ permission.

e Udc_setup.exe

LenovoDevicelntelligence-0.0.75.0.diagcab
README.txt
install-ldi.bat

Create an Application

In the SCCM account:

1. Click the Software Library tab. The Software Library window appears.
2. Click the Applications Management folder. The Application window appears.
3. Click Applications.

Create Application Wizard

Enter information about a new application in the SCCM. Fill-in the name, version, and
publisher of the application. You can also select the administrative owners (users) and

category of the application.

4. Click Create button. The Create Application window appears.
5. Click Next. The Deployment Types page appears.

The new application is registered in SCCM. The next section Deploy the Application
describes the steps to deploy the new application.
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Add Deployment Type to the Application

<Predows | [ Net> Summary Concel

In the Deployment Types page, click Add and then click Next. A window appears that
shows a list of options.

Select Deployment Setting

1. Select Script Installer.
2. Click Next.

Specify Content Settings for Delivery to Devices

1. Enter Name of the application. For example, LDI Provisioning Script.
2. Click Next. The Content - the Create Deployment Type window appears.
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3. Inthe Content page, specify the path of the folder that has all files.

4. In the installation program field, enter the command - install-ldi.bat. If the target
device is Virtual Machine, then enter the command Setup.exe /VERYSILENT.

5. Inthe Uninstall program field, enter the command - UDClInfInstaller.exe -uninstall.

6. Inthe Uninstall start field, enter the command
- C:\Windows\System32\drivers\Lenovo\udc\Data\InfBackup

7. Click Next. A window appears.

8. In the window, specify how the deployment type is detected.

9. Click Add Clause.

10. Click Next. The Detection Rule window appears.
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Specify Detection Rule

In the Detection Rule window, configure the detection rules as follows:

1. Inthe Setting Type field, select File System.
In the Path field, enter C:\Windows\System32\drivers\Lenovo\udc\Service.
3. Inthe File or folder name field, enter UDClientService.exe

N

Note: De-select the This file or folder is associated with a 32-bit application on 64-
bit system checkbox.

4. Select The file system setting must satisfy the following rule to indicate the
presence of this application radio button.

In the Property drop-down list, select Version.

In the Operator drop-down list, select Equals.

In the Value field, enter the current UDC version.

Click OK.

Click Next.

0N w
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Configure User Experience Settings

In the User Experience page, follow these steps:

In the Installation behaviour field, select Install for a system.

In the Logon requirement field, select Whether or not a user is logged on.
In the Installation program visibility field, select Normal

Click Next.

PwnNPE

Complete the rest of the wizard to create the deployment type for the application.

10
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Chapter 3: Deploy LDI Provisioning Package in SCCM to

Fleet of Devices

After you register the LDI provisioning pack and configure the deployment settings in the
SCCM account, you must deploy or assign the application to a group or fleet of devices in

the organization.

Select Application for Deployment to the Device Group

1. Select the application. For example, LDI Provisioning Package.
2. Right-click the selected application. A pop-up window appears.

I

In the General page in the Deploy Software Wizard:

4. Click browse to select the software package. For example, LDI Provisioning Package.

Copyright © 2022 Lenovo. All rights reserved.
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5. In the Collection field, click browse. The Select Collection window appears.

6. Inthe Select Collection Window, click Device Collections. A list of device collections
is displayed.

Device Collection

The fleet or group of devices. For example, the fleet of devices in your organization that
is to be onboarded to the LDI platform.

7. Click Group or collection of devices. For example, All Provisioning Devices.
8. Click OK and then click Next.

Specify Content Destination

1. Specify the distribution point where the collection of devices is to be deployed.
2. Click Next.

3. Select the deployment settings for the software. For example, LDI Provisioning Pack.

12
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4. |n the Action field, select Install.
5. in the Purpose field, select Required.

Mandatory

Select the Required option to install UDC Installer software.

Known Issues

Error Code Error Workaround
L. Root Cause
Description
0x87D00324| When you test In the Deploy Software Wizard page,
the SCCM select User Experience. Then, in the
dep}gymgnt, a |User notifications drop-down list,
notification L
Installation The software select Hide in Software Center and all

Failed appears | detection rule was [notifications.
on end user’s
desktop,
however the
package is
installed
successfully.

not found.

13
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Chapter 4: Scheduling

Leave the Scheduling settings as default. If you want to use the Scheduling feature, then

refer SCCM official guide.

Action Install M
Pumpose: Available v
Available
-
s [} 8
w9
e

Copyright © 2022 Lenovo. All rights reserved.



LDI Plus SCCM QSG Chapter 5: User Experience

Chapter 5: User Experience

You are advised to leave the User Experience settings as default. If you want to use the User
Experience feature, then refer the SCCM Official user guide.

e
R Y

15
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Chapter 7: Alerts

You are advised to leave the Alerts settings as default. If you want to use the Alerts feature,

then refer SCCM official user guide.

Complete the rest of the wizard to complete the deployment.

=

«

—— Aeptcstn 30 0

Verify if the devices in the Device Collection that are deployed with this application can

successfully finish the installation.

Verify on the LDI portal if the devices are successfully activated.

Copyright © 2022 Lenovo. All rights reserved.
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Chapter 8: Uninstall UDC Client

To uninstall the LDI Agent, for example, UDC service, follow these steps:
Select the Application to Uninstall

1. Inthe Applications tab, select the application.
2. Right-click the application.
3. Click Deploy.

Choose the Group of Device to Uninstall the Application

1. Click Device Collection.
2. Select the Automatically distribute content for dependencies checkbox.

Specify Content Destination
Specify Settings to Control Software Deployment

Action: Uninstall
Purpose: Required
Complete the Uninstall Process

1. Verify if the devices in the Device Collection that are deployed with this uninstall
deployment, have UDC software uninstalled from them.

2. On the LDI portal, un-claim or delete the devices before running the provisioning
tool again.

17
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Chapter 9: Configure SCCM to Deploy LDI Windows
(Physical) Package on the Devices in the Package Mode

Create Package

1. Loginto the SCCM Account.

2. Inthe navigation menu, click Software Library. The Software Library window

appears.

3. Click Application Manager Folder to view the sub menu.

4. Right-click Packages.

5. Right-click Create Package. The form field appears where you can enter details about

the package.
| v

®

3. Enter the name of the package. For example, Provisioning_Package

4. Select the checkbox. This package contains the source file.

Copyright © 2022 Lenovo. All rights reserved.
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5. Click Browse.

a

$8

JEEIETEE sy information a

bout this package
Program Type
s Program
Erte festures that ncude the Scftware
Cerd
Specty the location of the source fles for ths package. The ste server

N COMOULer acount s be e 10 access the source folder

Nam

Des(

Source foder ocaton

® MNetwork path (UNC name)

Mo O Locelfoder onste server
Loy
| Socetoder
& Euarple \servemame sharename osth
o=J
o
oK Cancel
Net> Concel

6. Inthe Create Package and Program Wizard window, click Browse.

Select Folder

« 1 temp0123 > 0628_UDC v .

S ——— )

# Quick access

I Desktop EU_provisioning_Tools
& Downlosds | tdiagalus26 unc

T proviomngTooh

% Documents
& Pictures
devices2
Idiqaplus26_UDC
Screenshots

temp0123

<

Folder: | 0628_UDC

Select Folder Cancel

7. Select the folder. For example, Idiplus26_UDC.

Select Folder

) 0628 UDC » Idiqaplus26_UDC

s Quick access

[ Desktop

& Downloads
Documents

& Pictures
devices2
Idiqaplus26_UDC
Screenshots

temp0123

<

Folder: | Idiqaplus26_UDC

8. Click Select Folder. A pop-up window appears.

19
Copyright © 2022 Lenovo. All rights reserved.



LDI Plus SCCM QSG Chapter 9: Configure SCCM to Deploy LDI Windows (Physical) Package
on the Devices in the Package Mode

Sest.rms that ke the Sohware

The window shows the path of the selected folder.

9. Click OK.
10. Click Next. You see Program Type section, where you can select the type of program

you want to create.

Create Program

1. Select Standard program.

2. Select Next. You see form field for the creating the program.

3. Enter the name of the program. For example, UDC_Installation.

4. Inthe Command line field, Click Browse. You see a pop-up window.

20
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on the Devices in the Package Mode

a8
8oy
UDC » idiqaplus26 UDC
- 10
O[Eeme ]
= Local Disk (E)
2 Network
v < >
File name: Executable Files (*.exe)
[Executable Files (" exe)
<Previous Nea>

5. Select All Files. You see all the files.

) [
6. Select install-ldi.bat.
7. Select Open.
3 Create Pockage and Program Wizard
]
s
o - e
e e
s
= =
—
o ,
4] Mlow users 1o vew and rteract wth the program nstallaton
P T

8.

In the Program can run field, select the Whether or not a user is logged on.

Copyright © 2022 Lenovo. All rights reserved.

9. Select the checkbox - Allow users to view and interact with the program installation.
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on the Devices in the Package Mode

10. Click Next.

Note: In the Requirements section, keep the default settings, as shown in the screenshot.

11. Click Next.

To charge these setngs. chok Preveus. To aply e setings. cick Net

e | (R

12. In the Confirm settings section, click Next, to confirm settings selected for creation

of package and program.

L

13. Click Close to close the wizard.

Copyright © 2022 Lenovo. All rights reserved.
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Deploy Provisioning Package

i

1. Go to the Packages in the navigation menu.
2. Right-click on the package. For example, Provisioning_Package. A pop-up window

appears.

< Packages 8 items

icon
a
=

Content Status

PS10013F 1
ot Provisioning_Package
n Points

0 Targeted (Last Up:

loyments

3. Click Deploy. You see the General section where you can specify the type of

deployment.

4. Inthe Collection field, click Browse. A pop-up window appears.

23
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on the Devices in the Package Mode

Select an option from the context menu in the pop-up window, e.g., All System:s.

5.
6. Click OK.
ge
Specity general ihis dog

I

Provescring_Package (UOC_ratalaton)

A Sytems

7. Click Next. The Content section appears.

Specify Content Destination

1. Click Add to view a drop-down menu.

2. Click Distribution Point. A pop-up window appears

Copyright © 2022 Lenovo. All rights reserved.
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on the Devices in the Package Mode

——
M
3 ==
= Cancel

1. Select the CM01.CRDT.COM checkbox.

* Deploy Soft wd
35 Con
General
Deployment Settings
Scheduling Dttt ports o etauon port Fouos hl the Corterths been ditded o
There s no Rems ko show i i view

dattuion port grouss, Foups that ave cumertly assoceted
wth collections o detrbute cortet 10

fame Descroton feseces

Dastugon port

3. Click Next. The Deployment Settings section appears.

Deployment Settings

Acon

Pupose: Fequred

[ Send wakewp packets

Mow charts on 3 metered Ftemet Conrecton to dowrioad cortert sher e ratalaton desdine. which Mt
rar cots

< Previous Nest I-' Cancel

1. Inthe Purpose field, select Required.

Copyright © 2022 Lenovo. All rights reserved.
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2. Click Next. The Scheduling section appears.

¥ Deploy Software Wizard

Genenal Specify the schedule for this deployment
Content
Deployment Settings
Scheduling Ths program wil be avaliable 83 500n 33 & has been dutrbuted to the contert servers uniess & s schedued for
sssgrert schedie

e later troe below. For requred appications. specty the

[ Schedue when this deployment wil become avalable

[ Schedue when s deployment wil excve

Rasgrmert schedie: O

Rerun behavior Aweays renn program

e o

3. Click New. The Deploy Software Wizard appears.

] e

General Specify the schedule for this deployment
Content
Deplo,ment Settings

Tha program wh be avaiatie 53 s00n 83 ¢ has bear datbxted 1o the Cortert servers Lriess £ 3 schadued for 8
o k. Gt e ‘vt s et b

Assignment Schedule

[ O Assgnto the folowng schedue:

N © Aoson mmedatel sher s evert

s s00n 23 possble.

Fenn behavar Aways ronn program

< Previous Nest > Cancel

4. Select Assign immediately after this event.
5. Inthe field, select As soon as possible.

6. Click OK.

b Deploy Software Wizard

o
W o

Geaenl Specify the schedule for this deployment
Content
Deployment Settings

TR 1 oo e avstic 3 soon 53 € s been e o th cortert severs ries €3 scheded for 3
e it beow. o requred applcatins. pechy the sssgrmert schede

Distribution Points

Summary (] Schedue when this depioyment wil become avalable
Progre

[ Schedude when this deployment wil expre:

Assgrment schedue MNew > Delete.

26
Copyright © 2022 Lenovo. All rights reserved.



LDI Plus SCCM QSG Chapter 9: Configure SCCM to Deploy LDI Windows (Physical) Package
on the Devices in the Package Mode

7. Click Next.

User Experience

b Deploy Software Wazard

—1

General ected
o
Deployment Settings

i ——

:
] Nlow users to run the program ndependently of sssgrmerts

Daaentons

s
e
i
[ Software matataton

[ System et # rcuied to complete the talaton)
Wiete fte handing for Windoms Ebedded devces

[ Comme changes at desdine or dung a martenance window fequres restarts

cortert wilbe.

< Previous Ned > Summary Cancel

Keep user experience settings as default settings.
Click Next. You see the Distribution Points section.

Distributions Points

he content for this program according to the type of b

undary

ogtion to use when a clert

port from
Deploymert optens
Dowrkoad contert fom dtrbusion port and run localy

the degloymert option o use when a clert uses a datsbution portfrom 8 neighbor boundary O or the
Gefat st boundary o0

Deploymert optors

Do ot program

avaiatie on neghbor boundery gous. you can slow

(0] Mlow clerts 1o use datrbuton ports from the defaut ste boundary x>

< Previous e > Summary Cancel

1. Keep the Distribution Points settings as the default settings and click Next.

27
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b Deploy Software Wazard

§! P

Genesal Confirm the settings for this new deployment
Content
Deplcyment Settings
Scheduling Detals
User Expenence
Dstribution Pornts O ohuare Prosaicning Package (UOC. ngatence
? Cotecion A1 s e Co
Drsablec
e o apanences Dasied "
- Acion natah
+ Pupose Requred
- Pre-dagko, schware 1o the user's crmary devce Desstied
axe-L0 cackers Dssbed
. Shees Disabled
Schec

ding
- S5he3de uben ha deplormert i bocome wialtle Dustied
* St i dctomet ol g Onkind

abedde %o possiie
o e Hore #0208 proviccs ssaret

© Comemt changes 5 deading & G & martentnce window (oaires estae): Enabiod

To change these seings. chck Previos. To apoly the setings. chck Next

<prevous | [ Net> ] Cancel

2. Click Next to confirm General, Deployment, Schedulmg and User Experience settings.

b Deploy Software Wizard

@ e Deploy Software Wizard completed successfuly

Detals
O success Gener
+ Schware: Prowsionng.Package (UOC ntatasn)
 Cotechon 18 Syt e okt 10
< U Disabled
« Automatically distrbuste content for deperdencies: Dissbled
Osm Desloyment Setings 1
* Pipose Reaured
+ Pre-deploy sotware to the user's pimary device: Disabled
+ Send wake-up pockets Disabled
Diatied

OSMW
- Schedue when th daployment wil become avalable: Disabled
+ Schedule when ths deployment wil expre Disabied

© Rasgomant schedule A s00n 84 posstie

+ Rerun behavior Rerun d faded previous atemet

05.«” User Experience
418 10 1un the program independent o sssignmerts: Dsabled

To et the wizard, chck Cose.

3. Click Close to exit the wizard.
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Chapter 10: Software Requirements

Client software for this solution has a few requirements that the device must meet.

Category Requirement

Manufacturer | Any device manufacturer is supported, though some features may only
be available or verified on Lenovo devices.

Operating Windows 10 version 1809 (October 2018 Update) or newer.
System

64-bit OS
Special editions such as 10S or 10x are not currently supported

Hardware e Trusted Platform Module (TPM) 2.0 enabled.
e Processor supports x86 instruction set architecture

Environment e Access to the Internet - specifically *.uds.lenovo.com on
ports 80, 443 & 8883

e Proxy is supported in some scenarios. Devices may require
additional configuration to support.

Note: Type 1 hypervisors, and type 2 hypervisors are not supported.
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Chapter 11: Deploy LDI Windows (Virtual) Package via
SCCM

The process of deployment of LDI Windows (Virtual) Package is same as the standard agent

deployment process.

Refer Chapter 2: Configure SCCM to Deploy LDI Windows (Physical) Package on the Devices

in the Application Mode for deploying LDI Windows (Virtual) Package in the Application Mode.

Refer Chapter 9: Configure SCCM to Deploy LDI Windows (Physical) Package on the Devices
in the Package Mode for deploying LDI Windows (Virtual) Package in the Package Mode.

Note: In the Detection Rule window:

e If the Setting Type is File System, enter SysTrack in the File or Folder name to check if the
LDI Windows (Virtual) Agent is installed.

Detection Rule

Create a nie thet ndcates the presence of this appcation

Settng Type: File System

‘Specey the file or faider ta detect this appication
T [Fie

Path C:\Program Fles f<86) Broyse
Fie or foider name: SyaTrack

[7] Ths il or foider & associated wih a 328 appication on 64-b¢ systems.

® The fie system seting must exst on the target rystem o ndigale presance of s applcation
) The fie system seting st satisy the folowng e ta ndicats the presence of the appication
Prgpedy Cae Moghes
Opegator Eoual
Value

o If the Setting Type is Registry, enter SOFTWARE\WOW6432Node\Lakeside
Software\LsiAgent\Debug to check if LDI windows (Virtual) Agent is installed.

Detection Rule
Create 3 nie that indicates the presence of this appication
Setting Type: Registry

Spacly the regietry ey or vaiue to detect this appiication

Hve HKEY_LOCAL_MACHINE v Bronse
Key SOFTWARE\WOWE432Node  Lakesde Software'La Agent

Debug
Ve HamProfie

[] This registy key is associated with a 3242 appication on 64t systems

Data Type: Stng

(O This registry sefting must exist on the target system 1o indicate presence of this appbcation
@ Ths regatry setting must sabisy the following nule to indicate the presence of thes appication
Operator Equals

Vaive ystrackdelat

——
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